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1
Decision/action requested

This contribution proposes a response to an incoming LS from SA2 on fetching a native security context from an old MME
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3
Rationale

SA3 have received an LS from SA2 [1] enquiring about SA3’s position on the fetching of security contexts from an old MME as well as context from an old SGSN. In the LS, SA2 state that they would prefer not to fetch a security context from a diffent core network node than was used to provide the rest of the UE context. Furthermore SA2 enquire about the reasons that SA3 prefer to fetch the security context from the old MME. 

It should first be noted that the fetched context is always a native one (see clauses 9.1.2 and 9.2.2.1 of TS 33.401v8.3.1). SA3 consider a native context to be significantly stronger than a mapped context, as the CK and IK that are used to create a mapped context both may have been exposed to network elements outside the core network and used directly in algorithms (two issues that are avoided by the design of E-UTRAN security). Hence SA3 have strong reasons for desiring the use of a native security context at mobility to E-UTRAN even if the UE is served by a different E-UTRAN core network node than the node that carries the UE’s native E-UTRAN security context. 

SA2 correctly identify in their LS that the alternative to fetching the context is to run a re-authentication at the new MME. For Idle mobility, running an AKA rather than fetching the native context from the old MME is much more expensive as shown in the following analyis of the needed messages (using the mapped context is included for completeness):

1. Fetching the native context from previous MME – requires round trip between MMEs (note: could be in parallel with fetching “mobility” context from SGSN, which is a mistake in the SA2 LS).

2. New AKA – requires round trip to HSS to fetch authentication vector (bad in roaming cases!), round trip with UE for AKA run, round trip with UE for SMC procedure

3. Using Mapped context – round trip with UE to establish mapped context.
For handovers from UTRAN/GERAN to E-UTRAN, the gain is smaller as a NAS SMC is needed to re-activate the native context and the fetching can not be done in parallel as the context has already been received from the old SGSN. This is still a gain as it does not require additional load on the HSS and less round trips between the UE and MME. In addition in both cases, fetching the native context prevents the old MME storing information about the UE that is not being used. 

Another issue that SA2 raise in their LS is that the context fetches need to be authenticated by either the new or old MME. SA3’s proposals for fetching context is exactly inline with this (old MME checks integrity in the case of idle mobility and the new MME checks the integrity of the TAU message in the case of handover). 

Finally SA2 claim that the need for fetching the context will be infrequent in the case described in the LS. This is not necessarily true. When a UE sends a TAU Request with the old GUTI field populated with a P-TMSI, the eNB will route the TAU Request to some MME behind it according to its local policy. In particular the eNB is not aware of which MME might be storing the latest native security context for that UE. Hence there is no guarantee that, even if the UE returns to the same tracking area, the TAU Request it sent will arrive at the MME with the native security context stored rather than another MME in the MME pool for that tracking area. This means that for MME pool sizes of 2, 50% of the time a UE moves from a SGSN to an MME (without ISR or context fetching) that an AKA will be needed. 

For the above reasons, it is proposed that SA3 retain fetching native security contexts to maintain the ability to achieve the higher level of security without requiring additional AKA runs. 

4
Detailed proposal

For the resaons given the previous section of this contribution, it is proposed that SA3 respond to SA2 with the following text:

SA3 thanks SA2 for their LS.

SA3 strongly prefer the use of native security contexts as these provide a significantly higher level of security. SA3 also wish to avoid additional unnecessary AKA runs to achieve this security. For these reasons SA3 wish to retain the ability to fetch native security contexts from old MMEs in addition to the rest of the UE’s context from an SGSN.

