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*************** First Change **************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], in TS 33.102 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 

Access Security Management Entity: entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME

Activation of security context: the process of taking into use a security context. 

Authentication data: Data that is part of a security context or of authentication vectors. 

Chaining of KeNB: derivation of a new KeNB from another KeNB (i.e., at cell handover)

Current EPS security context: The security context which (has been taken into use most recently by either a NAS SMC or a Handover to EUTRAN. Note that a current security context originating from either a mapped or native EPS security context may exist simultaneously with a pending native EPS security context. A current EPS security context exists in MME whenever a UE is registered. Current EPS and UMTS security contexts may exist simultaneously.
Current UMTS security context: The security context whsoe keys have been most recemtly generated (either by a successful AKA run or mapping from an EPS security context). Note that, a current UMTS security context exists in the SGSN whenever a UE is registered.
ECM-CONNECTED state:  This is as defined in TS 23.401 [2]. The term ECM-CONNECTED state corresponds to the term EMM-CONNECTED mode used in TS 24.301 [9].

ECM-IDLE state: As defined in TS 23.401 [2]. The term ECM-IDLE state corresponds to the term EMM-IDLE mode used in TS 24.301 [9].

EPS-Authentication Vector: KASME, RAND, AUTN, XRES
EPS security context: A state that is established between a user and a serving network domain. At both ends "EPS security context data" is stored, that consists of the EPS NAS security context, and the EPS AS security context.

EPS AS security context: the cryptographic keys at AS level with their identifiers, the identifiers of the selected AS level cryptographic algorithms and counters used for replay protection. Note that the EPS AS security context only exists when the UE is in ECM-CONNECTED state and is otherwise void.

EPS NAS security context: This context consists of KASME with the associated key set identifier, the keys KNASint and KNASenc, the UE security capabilities, the identifiers of the selected NAS integrity and encryption algorithms, and the uplink and downlink NAS COUNT values. In particular, separate pairs of NAS COUNT values are used for native and mapped EPS NAS security contexts, respectively. The distinction between native and mapped EPS security contexts also applies to EPS NAS security contexts. For UEs in ECM-CONNECTED state after NAS SMC complete, the EPS NAS security context shall also include the Next Hop parameter NH, and the Next Hop Chaining Counter parameter NCC.

Legacy security context: A security context which has been established according to TS 33.102 [4].

Mapped security context: Security context created by converting the current security context in the source system to a security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys.

Native EPS security context: An EPS security context whose KASME was created by a run of EPS AKA. 
Pending EPS NAS security context: A native EPS context that has been created by a successful AKA run but not yet taken into use by a NAS SMC or one that has been de-actived by a handover to E-UTRAN.
Re-derivation of NAS keys: derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter)

Refresh of KeNB: derivation of a new KeNB from the same KASME and including a freshness parameter

Re-keying of KeNB: derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place)

Re-keying of NAS keys: derivation of new NAS keys from a new KASME
UE security capabilities: The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. This includes capabilities for EPS AS and NAS, and includes capabilities for UTRAN and GERAN if these access types are supported by the UE.

UE EPS security capabilities: The UE security capabilities for EPS AS and NAS.
**************** Next Change ******************

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted. 

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [13]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys.

NOTE 1:
Key derivation requirements of AS and NAS keys can be found in subclause 7.2.1

During the authentication, the USIM shall verify the freshness of the authentication vector that is used. The MME sends to the USIM via ME the random challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. At receipt of this message, the USIM shall verify whether AUTN can be accepted and if so, produces a response RES. USIM shall compute CK and IK. 

An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and reject authentication otherwise with a CAUSE value. The "separation bit" is bit 0 of the AMF field of AUTN.

UE shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.
NOTE 2:
This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4], Annex F

NOTE 3:
The HSS needs to ensure that the MME requesting the authentication data is entitled to use the SN id used to calculate KASME. The exact details of how to achieve this are not covered in this specification. 

The UE shall store in non-volatile memory the EPS NAS security context including the KASME resulting from a run of EPS AKA. This EPS NAS security context shall be part of a native EPS security context created by running EPS AKA and it shall not be the mapped EPS NAS security context. If the USIM supports EMM (EPS Mobility Management) parameters storage then the ME shall store the EPS NAS security context (including KASME and KSIASME) on the USIM and not keep them in non-volatile ME memory, else the ME shall store the EPS NAS security context in a non-volatile part of its memory. 

NOTE 4: If the keys CK, IK resulting from an EPS AKA run were stored in the fields already available on the USIM for storing keys CK and IK this could lead to overwriting keys resulting from an earlier run of UMTS AKA. This would lead to problems when EPS security context and UMTS security context were held simultaneously (as is the case when security context is stored e.g. for the purposes of Idle Mode Signaling Reduction). Therefore, "plastic roaming" where a UICC is inserted into another ME will necessitate an EPS AKA authentication run if the USIM does not support EMM parameters storage.
UE shall respond with User authentication response message including RES in case of successful AUTN verification as described in TS 33.102[4] and successful AMF verification as described above. Otherwise UE shall send User authentication reject message with a proper CAUSE value. 
A succesful run of AKA creates a pending EPS security context at the UE and MME respectively and also allow the UE and MME to delete any previous pending contexts. 
Figure 6.1.1-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following keys are shared between UE and HSS:

· K is the permanent key stored on the USIM on a UICC and in the Authentication Centre AuC.

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS security context or a legacy security context, as described in subclause 6.1.2.

As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME i.e. the MME cfr Figure 6.1.1-1. How this is done is described in subclause 6.1.2.
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Figure 6.1.1-1: EPS user authentication (EPS AKA)

**************** Next Change ******************
6.1.4
Distribution of IMSI and authentication data within one serving network domain

The purpose of this procedure is to provide a newly visited MME with authentication data from a previously visited MME within the same serving network domain.

The procedure is shown in Figure 6.1.4-1
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Figure 6.1.4-1: Distribution of IMSI and authentication data within one serving domain

The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the user wherein the user is identified by means of a temporary user identity GUTIo and the Tracking area identity TAIo under the jurisdiction of a previously visited MMEo that belongs to the same serving network domain as the newly visited MMEn.

The protocol steps are as follows:

a)
The MMEn sends a message to the MMEo, this message contains GUTIo and the received TAU message.

b)
The MMEo searches the user data in the database and checks the integrity protection on the TAU message.


If the user is found and the integrity check succeeds, the MMEo shall send a response back that:

i)
shall include the IMSI,

ii)
may include a number of unused EPS-authentication vectors ordered on a first-in / first-out basis, and

iii)
may include the EPS security context data it holds

The MMEo subsequently deletes the EPS-authentication vectors which have been sent and the data elements on the EPS security contexts.


If the user cannot be identified or the integrity check fails, then the MMEo shall send a response indicating that the user identity cannot be retrieved.

c)
If the MMEn receives a response with an IMSI, it creates an entry and stores any EPS‑authentication vectors and any data on the EPS security contexts that may be included.


If the MMEn receives a response indicating that the user could not be identified, it shall initiate the user identification procedure described in clause 6.1.3.

**************** Next Change ******************

6.4
Handling of EPS security contexts

Any EPS security context shall be deleted from the ME if:

a) the UICC is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a UICC different from the one which was used to create the EPS security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.

KASME shall never be transferred from the EPC to an entity outside the EPC. Both the UE and MME shall be capable of storing one pending EPS security context and one current EPS security context. The current security context can either be a mapped EPS security context or a native EPS security context. In addition, while connected to E-UTRAN the UE and MME shall be capable of storing the NCC, NH and the related KASME.
Storage of the EPS NAS security context in the UE during power-off: 

a) The EPS NAS security context to be stored during the power-off shall be part of a native EPS security context, and hence not be part of a mapped EPS security context. 
b) If the USIM supports EMM parameters storage, then the ME shall store the EPS NAS security context parameters on the USIM, mark the EPS NAS security context on the USIM as valid, and not keep the EPS NAS security context in non-volatible ME memory. 

c) If the USIM does not support EMM parameters storage, then the ME shall store the EPS NAS security context in a non-volatible part of its memory, and mark the EPS NAS security context in its non-volatile memory as valid.

After power-on of the ME, the ME shall retrieve EPS NAS security context stored on the USIM if the USIM supports EMM parameters storage and if the stored EPS NAS security context on the USIM is marked as valid. Otherwise the ME shall retrieve the stored EPS NAS security context from its non-volatile memory if the EPS NAS security context is marked as valid.
**************** Next Change ******************

7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE shall contain the replayed UE security capabilities, the selected NAS algorithms, the eKSI for identifying KASME, and both NONCEue and NONCEmme in case as specified in section 9.1.2. This message shall be integrity protected with NAS integrity key based on KASME indicated by the eKSI in the message. See figure 7.2.4.4-1. 

UE shall verify the integrity of the NAS security mode command message. If successfully verified, UE shall start NAS integrity protection and ciphering/deciphering and sends the NAS security mode complete message to MME ciphered and integrity protected with the selected NAS algorithm indicated in the NAS security mode command message and NAS keys based on KASME indicated by the eKSI in the NAS security mode command message. 

NAS downlink ciphering at the MME shall start after receiving the NAS security mode complete message. NAS uplink deciphering at the MME starts after sending the NAS security mode command message. NAS uplink ciphering and downlink deciphering at the UE shall start after receiving and successfully verifying the NAS security mode command message. The NAS security mode complete message shall include IMEI in case MME requested it in the NAS SMC Command message.

If any verification of the NAS security mode command is not successful in the ME, the ME shall reply with an unprotected NAS security mode reject message (see TS 24.301 [9]).

Only after EPS AKA the NAS security mode command message shall reset NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and eKSI or due to the algorithms change). 
A succesful run of NAS SMC for a native context turns a pending NAS security context into the current context at both the UE and MME respectively. A succesful run of NAS SMC for a mapped context makes  this context the current context at both the UE and MME respectively In all cases any previous current contexts shall be deleted. 
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Figure 7.2.4.4-1: NAS security mode command procedure

**************** Next Change ******************

7.2.5.1
Transition to EMM-DEREGISTERED

There are different reasons for transition to the EMM-DEREGISTERED state. Key handling for each of these cases are given below. As these are NAS messages, they will be integrity protected when a security context exists between the UE and MME.

1.
Attach reject: All authentication data shall be removed from the UE and MME

2.
Detach:

a.
UE-initiated

i.
If the reason is switch off then all authentication data shall be removed from the UE and MME with the exception of:

-
the pending or if no pending security context exists the current native EPS NAS security context (as in clause 6.1.1), which should remain stored in the MME of the UE, and

-
any unused authentication vectors, which may remain stored in the MME.

ii.
If the reason is not switch off then MME and UE shall keep all authentication data with the following exception: the UE and the MME shall delete the mapped security context resulting from inter-RAT handover or idle mode mobility as defined in clauses 9 and 10. 

b.
MME-initiated

i.
Explicit: authentication data shall be kept in the UE and MME if the detach type is re-attach with the following exception: the UE and the MME shall delete the mapped security context resulting from inter-RAT handover or idle mode mobility as defined in clauses 9 and 10.

ii.
Implicit: authentication data shall be kept in the MME with the following exception: the UE and the MME shall delete the mapped security context resulting from inter-RAT handover or idle mode mobility as defined in clauses 9 and 10. 

c.
HSS-initiated: If the message is "subscription withdrawn" then all authentication data shall be removed from the UE and MME.

If the USIM supports EMM parameters storage then the ME shall update the EPS NAS security context parameters on the USIM with the current values of the native EPS security context and mark the EPS NAS security context on the USIM as valid. Otherwise, the ME shall update the EPS NAS security context in its non-volatile memory with its current values of the native EPS security context and mark the EPS NAS security context in its non-volatile memory as valid. 
3.
TAU reject: There are various reasons for TAU reject. The action to be taken shall be as given in TS 24.301 subclause 5.5.3.5.

For the case that the MME or the UE enter EMM-DEREGISTERED state without using any of the above procedures, the handling of authentication data shall be as specified in TS 24.301 [9].

**************** Next Change ******************

9.1
Idle mode procedures

9.1.1
Idle mode procedures in UTRAN

This subclause covers both the cases of idle mode mobility from E-UTRAN to UTRAN and of Idle Mode Signaling Reduction (ISR), as defined in TS 23.401 [2]. If UE de-registers from E-UTRAN, then any mapped security context shall be deleted. 
NOTE 1: TS 23.401 states conditions under which a valid P-TMSI or a P-TMSI that is mapped from a valid GUTI (“mapped GUTI”) is inserted in the Information Element “old P-TMSI” in the Routing Area Update Request. It depends on the old P-TMSI which security context can be taken into use after completion of the Routing Area Update procedure.
Use of the current UMTS securitycontext

If the UE sends the RAU Request with the "old P-TMSI" Information Element including a valid P-TMSI it shall also include the  KSI relating to this P-TMSI. This KSI is associated with the current UMTS security context stored on the UE, and it indicates this fact to the SGSN. In this case the UE shall include P-TMSI signature into the RAU Request if a P-TMSI signature was assigned by the old SGSN. If the network does not have a valid security context for this KSI it shall run AKA. In case of an SGSN change keys from the old SGSN shall overwrite keys in the new SGSN if any.

NOTE 2: if the UE has a valid UMTS security context then this context is stored on the USIM according to TS 33.102 [4].

Mapping of EPS security context to UMTS security context

If the UE sends the RAU Request with the "old P-TMSI" Information Element including mapped GUTI it shall also include the KSI equal to the value of the eKSI associated with the current EPS security context (cf. clause 3). The UE shall include a truncated NAS-token, as defined in this clause further below, into the P-TMSI signature IE. The MME shall transfer UE's UTRAN and GERAN security capabilities and CK' || IK' with KSI equal to the value of the eKSI associated with the current EPS security context to SGSN with Context Response/SGSN Context Response message. The MME and UE shall derive CK' and IK' from the KASME and the NAS downlink COUNT value corresponding to the truncated NAS-token received by the MME from SGSN as specified in Annex A. Keys CK' and IK' and KSI sent from the MME shall replace the keys and KSI in the target SGSN if any. Keys CK' and IK' and the KSI shall replace the currently stored values on the USIM. START shall be reset to 0 on USIM.

NOTE 3: The new derived security context (including CK’, IK’ and START value) replacing the old stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in the subsequent connection set-ups , and also for avoiding that one KSI indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 4: An operator concerned about the security of keys received from another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the run of an idle mode mobility procedure. An example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the completion of the idle mode mobility procedure. 
SGSN shall include the allowed security algorithm and transfer them to RNC. An SMC shall be sent to the UE containing the selected algorithms. 

The x bits available in the P-TMSI signature field (at minimum 16 bits) shall be filled with the truncated NAS-token, which is defined as the x least significant bits of the NAS-token.

The NAS-token is derived as specified in Annex A.9.
SGSN shall forward the P-TMSI signature including the truncated NAS token to the old MME, which compares the received bits of the truncated  NAS-token with the corresponding bits of a NAS-token generated in the MME, for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME shall provide the needed information for the SGSN. Old MME shall respond with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall compare the received truncated NAS-token with the x least significant bits of NAS-tokens generated from the current NAS downlink COUNT value down to current NAS COUNT-L downlink values, i.e. the interval [current NAS downlink COUNT - L, current NAS downlink COUNT]. A suitable value for the parameter L can be configured by the network operator. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event.

9.1.2
Idle mode procedures in E-UTRAN

This subclause covers both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction, as defined in TS 23.401 [2]. 

The TAU Request and ATTACH Request message shall include the UE security capabilities. The MME shall store these UE security capabilities for future use. MME shall select security algorithms, based on the UE EPS security capabilities received in the TAU request, and indicate them to the UE by e.g. with NAS SMC. In any case capability information received from the UE overwites any capabilities received with the context transfer as specified in TS 23.401 [2].
Case 1: UE currently registered in E-UTRAN
The UE shall use the current EPS security context to protect the TAU Request and include the GUTI. It shall also include  eKSI values to indicate the EPS security contexts  it holds. The TAU Request shall be integrity-protected, but not confidentiality-protected. UE shall use the current EPS security context algorithms to protect the TAU Request message. 

NOTE 1: Activating a pending native EPS security context, which is not the current EPS security context, requires a separate procedure, which is defined in clause 7.2.9.2.
Case 2: UE not currently registered in E-UTRAN
The UE shall include in the TAU Request:

-
the KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set. there. This allows the network to choose the mapped security context if native security context is not available in the network. The value field of the KSISGSN shall be derived by the assigning the KSI corresponding to the set of keys most recently generated (either by a successful AKA run or mapping from an EPS security context).
-
a 32bit NONCEUE
-
a P-TMSI signature if the UE was previously connected to UTRAN where the SGSN assigned a P-TMSI signature to the UE
-
 if the UE has a native security context, a GUTI and eKSIs to indicate the EPS security contexts  it holds
The TAU Request is integrity-protected, but not confidentiality-protected if the UE has a current native security context. Otherwise the TAU Request is unprotected
If the MME received a P-TMSI signature from the UE, the MME shall include that P-TMSI signature in the Context Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message.. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure. 
The MME shall not make use of any UE security capabilities received from the SGSN.







In case the TAU Request was protected and the MME has the native security context it shall verify the TAU Request message. Otherwise it may fetch the security contexts from a previous MME as described in clause 6.1.4. 




The MME may perform one of the following:
-
If the MME wants a fresh native context, it shall run an AKA (after fetching an AV if necessary) with the UE and sets the NAS counts for this context to zero. It then runs a NAS SMC with the UE as described in clause 7.2.4.4
-
If the UE indicated it share the MME’s pending security context, the MME shall run a NAS SMC with the UE to activate the pending context.
-
If the UE indicatetd it shares the MME’s current security context (but not the pending security context) then the MME may initiate a NAS SMC with the UE to change the algorithms

· The MME shall use the mapped security context. In this case, the MME shall generate a 32bit NONCEMME and use the received NONCEUE with the NONCEMME to generate a fresh mapped K'ASME from CK and IK, where CK, IK were identified by the KSISGSN in the TAU Request. See Annex A.11 for more information on how to derive the fresh K'ASME. The uplink and downlink NAS COUNT for mapped security context shall be set to start value (i.e., 0) when new mapped security context is created in UE and MME.
The selected algorithms and the KSISGSN shall be indicated to the UE in an integrity protected NAS SMC COMMAND message protected with NAS keys based on K'ASME, which shall also include the UE security capabilities, NONCEUE, and NONCEMME. The UE shall generate a mapped K’ASME from CK and IK in the same way as the MME. The UE shall compare the received NONCEUE with the NONCEUE sent, and if the NONCEUE was modified in the TAU request, then the UE shall return NAS security mode reject message. If the received NONCEUE is the same as the NONCEUE sent and the integrity check succeeds, then UE shall reply with integrity protected and ciphered NAS SMC COMPLETE message based on the selected algorithms and NAS keys based on K'ASME so that the MME can be sure that they were not modified in the TAU Request message by an outsider.

The TAU Accept shall be protected (both integrity and confidentiality) using the current security context. 
In case the TAU Request had the active flag set or there is pending downlink UP data, the UE and MME shall use the NAS COUNT and related KASME from the TAU Request are used to calculate KeNB if there was no NAS SMC procedure and the NAS Count and related KASME from the NAS Security Complete if a NAS SMC procedure was run.

**************** Next Change ******************

9.2.1
From E-UTRAN to UTRAN

NAS and AS security shall always be activated before handover from E-UTRAN to UTRAN can take place. Consequently the source system in the handover shall always send a key set to the target system during handover. The security policy of the target PLMN determines the selected algorithms to be used within the UTRAN HO command. UE and MME shall derive a confidentiality key CK', and an integrity key IK' from KASME and the current NAS downlink COUNT value with the help of a one-way key derivation function KDF as specified in Annex A:

UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN.  The target SGSN shall replace the stored parameters CK, IK, KSI, if any, with CK' , IK', KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CK' , IK', KSI in both ME and USIM. START shall be reset to 0. For the definition of the Key Derivation Function see Annex A.

NOTE 1: The new derived security conterxt (including CK’, IK’ and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the UE has left active state.

MME shall also provide at least the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then shall include the bits to the MobilityFromE-UTRANCommand to the UE.

MME shall transfer the UE security capabilties to the SGSN. The selection of the algorithms in the target system proceeds as described in TS 33.102 [4] for UTRAN.
If UE de-registers from E-UTRAN, then any mapped context shall be deleted. 
**************** Next Change ******************

9.2.2.1
Procedure

The procedure for handover from UTRAN to E-UTRAN, as far as relevant for security, proceeds in the following two consecutive steps:

A) Handover signalling using the mapped security context (cf. also Figure 9.2.2.1-1);

B) Subsequent NAS signalling to determine whether a native context is taken in use (not shown in Figure).

The activation of NAS and AS security in E-UTRAN, and selection of the key set from the source system for the handover shall be according to following principles: 

i) As described for inter-SGSN PS handover cases in TS 33.102 [4], the source SGSN shall select the key set from the latest AKA and transfer this key set to the MME in the Forward Relocation Request.

NOTE x: The MME is considered as a target SGSN in case of Gn/Gp interface.

ii) Activation of AS security (for details cf. TS 36.331 [18]):

The E-UTRAN HO command received at the UE shall activate AS security.

The HO Complete received at the eNB shall activate AS security.

iii) Activation of NAS security (for details cf. TS 24.301 [9]): 

The E-UTRAN HO command received at the UE shall activate NAS security.

The HO Notify received at the MME shall activate NAS security. In case the MME does not have the UE security capabilities stored from a previous visit, then no NAS message shall be sent or accepted by the MME other than a TAU request before a successful check of the UE security capabilities in the TAU request was performed by the MME.

iv) Both AS and NAS ciphering and integrity protection algorithms shall be selected according to the policy of the target PLMN.

The above four principles consequentially always activate ciphering (potentially NULL ciphering) in E-UTRAN even if it was not active in the source system.
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Figure 9.2.2.1-1: Handover from UTRAN to E-UTRAN

A) Handover signalling in case of successful handover

The RNC shall send a Relocation Request message to the SGSN. This message does not contain any security-relevant parameters. 

1. The SGSN shall transfer CK and IK , KSI and the UE security capabilities to MME in the relocation request message. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure. The UE security capabilities, including the UE EPS security capabilities, were sent by the UE to the SGSN via the MS Network Capability IE, that is extended to include also UE EPS security capabilities, in Attach Request and RAU Request. It is possible that an SGSN does not forward the UE EPS security capabilities to the MME. When the MME does not receive UE EPS security capabilities from the SGSN, the MME shall assume that the following default set of EPS security algorithms is supported by the UE:
-
128-EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;
-
128-EIA1 and 128-EIA2 for NAS signalling integrity protection and RRC signalling integrity protection.

NOTE 0: Clauses 5.1.3.2 and 5.1.4.2 of this specification mandate the UE to support the default set of EPS security algorithms, so, for the Rel-8 version of this specification, the default set of EPS security algorithms includes all security algorithms standardised for EPS. The notion of default set of EPS security algorithms is introduced here in order to make this specification future-proof as more security algorithms may be standardised for EPS in future releases. 

2. The MME shall create a NONCEMME to be used in the K'ASME derivation. MME shall derive K'ASME from CK and IK with the help of a one-way key derivation function as defined in Annex A and associate it with a Key Set Identifier KSISGSN. The value field of the KSISGSN shall be derived by the assigning the KSI corresponding to the set of keys most recently generated (either by a successful AKA run or mapping from an EPS security context). MME shall derive the NAS keys and KeNB from K'ASME. The uplink and downlink NAS COUNT values for the mapped security context shall be reset to start value (i.e. 0) in the UE and the MME.
3. MME shall select the NAS security algorithms, MME shall include KSISGSN, NONCEMME , the selected NAS security algorithms in the NAS Security Transparent Container IE of S1 HO Request message to the target eNB. MME further shall include KeNB and the UE EPS security capabilities, either the capabilities received from the SGSN or, in the absence of these, the default set of EPS security algorithms, in the S1 HO Request message to the target eNB. 

4. The target eNB shall select the RRC and UP algorithms based on the UE EPS Security Capabilities. The target eNB shall create a transparent container (RRCConnectionReconfiguration) including the selected RRC, UP algorithms and the NAS Security Transparent Container IE, and send it in the S1 HO Request Ack message towards the MME. 

NOTE 1: This transparent container is not protected by the target eNB.

5. MME shall include the transparent container received from the target eNB in the FW Relocation Response messgage sent to SGSN.

6. SGSN shall include the transparent container in the relocation command sent to the RNC.

7.  The RNC shall include the transparent container in the UTRAN HO command sent to the UE. 

NOTE 2: The UTRAN HO command is integrity protected and optionally ciphered as specified by TS 33.102 [4].

8. The UE shall derive K'ASME in the same way the MME did in step 2, associate it with KSISGSN and derive NAS, RRC and UP keys accordingly. The UE shall send a RRCConnectionReconfiguration Complete messages to the eNB. The uplink and downlink NAS COUNT values for the mapped context shall be set to start value (i.e. 0) in the UE and the MME.
9. The mapped EPS security context shall become the current (cf. clause 3.1) EPS security context at AS and NAS level and overwrite any existing current mapped EPS security context. At the same time any existing current native EPS NAS security context becomes a pending EPS NAS securitycontext if there is no already exisiting pending EPS NAS security context and is deleted otherwise. The HO Complete messages and all following AS messages in E-UTRAN shall be ciphered and integrity protected according to the policy of the target PLMN.

B) Subsequent NAS signalling

In order to prevent that successful bidding down on the UE security capabilities in a previous RAT have an effect on the selection of EPS security algorithm for NAS and AS, the UE security capabilities shall be included in the TAU request after IRAT-HO and be verified by the MME.

NOTE 3: Any TAU request following the handover will be integrity protected. Details are described in clause 9.2.2.1

In any case UE security capability information received from the UE overwrites any capabilities received with the context transfer as specified in TS 23.401 [2].

In case there is a mismatch on the UE security capabilities stored in the MME and those received in the TAU request, the connection shall be aborted.

1. If the MME has native security context for the UE and does not receive a TAU request within a certain period after the HO it shall assume that UE and MME share a native security context. 


NOTE 4: A TAU procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has changed, but optional otherwise, cf. TS 23.401[2].

2. When the UE sends a TAU request it shall protect the request using the mapped EPS security context identified by KSISGSN. The UE shall also include KSIASME in the TAU request if and only if it has a pending native EPS security context. The KSIASME shall be accompanied by a GUTI. When the MME receives a TAU request with a KSIASME and GUTI corresponding to the native EPS security context stored on that MME it knows that UE and MME share a native security context. 

3. When the MME receives a TAU request with a KSIASME and GUTI pointing to a previously visited MME it may fetch native EPS security contexts from this other MME. It fetches these contexts by sending the previous MME a message that indicates it has authenticated the UE and includes the IMSI and GUTI. The previous MME returns the security contexts if it can find it based on the received IMSI and GUTI. If the MME fetches native EPS security contexts from the other MME it shall do so before sending the TAU accept message. If this fetching is successful the MME knows that UE and MME share a native EPS security context. If this fetching is unsuccessful the MME shall delete any native EPS security context for any GUTI it may have for the user who sent the TAU request.

NOTE 5: The indication of the authentication of the UE in the message between MMEs is not meant to imply a particular information element, but to indicate that unlike in other cases of fetching the context the previous MME is not required to check the integrity of the TAU Request. The indication could be based on message type or content of the message.

4. When the MME receives a TAU request without a KSIASME it shall delete any native EPS security context for any GUTI it may have for the user who sent the TAU request.

5. The MME shall include KSIASME and a GUTI in the TAU Accept message, that shall be ciphered using the mapped security context, if and only if it knows from step 2 or step 3 that it now shares a native EPS security context indexed by this KSIASME and this GUTI with the UE. In case the GUTI received in the TAU Request message pointed to a different MME, the allocation of a new GUTI, replacing the received GUTI, and the association of this new GUTI with KSIASME is required.


6. When the UE receives a TAU Accept message without KSIASME it shall delete the native EPS security context, if any.

NOTE 6: the TAU procedure is integrity protected with the mapped EPSsecurity context even if the UE and the MME share a native EPSsecurity context.

7. When the MME knows, after having completed the preceding steps, that it shares a native EPS security context with the UE, the MME may (depending on configured policy) activate this native EPS security context. This activation may occur in two ways:

a. During ECM-CONNECTED state: the MME shall initiate a key change on the fly procedure according to clause 7.2.9 for the entire EPS key hierarchy.

b. After the next transition to ECM-IDLE state following the handover from UTRAN: Upon receiving the first message from the UE after the UE has gone to ECM-IDLE state the MME shall use the procedures defined in clauses 7.2.4.4 and 7.2.4.5 to activate the native EPS security context.

8. The UE and the MME shall delete the mapped context and set the native context to the current context after a successful completion of the NAS SMC procedure according to 7a. or 7b. 

NOTE 7: The run of an NAS SMC procedures ensures that the uplink NAS COUNT has increased since the last time a KeNB was derived from the KASME.

NOTE 8: For the handling of native and mapped contexts after a state transition to EMM-DEREGISTERED cf. clause 7.2.5.1. 
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