4

3GPP TSG SA WG3 Security — SA3#adhoc (54bis)
S3-090540
23th – 26th March 2009

Sophia Antipolis, France
Source:
InterDigitalTitle:

Title:
Comments on S3-090504, on text for section 4 (architecture) of TS 33.xyz
Document for:
Discussion and approval

Agenda Item:
8.1 H(e)NB Security

Work Item / Release:
EHNB-Sec / Rel-9
1. Introduction

In S3-090504, Airvana, Nokia, and Nokia Siemens Networks propose structure and content for section 4 of the TS 33.xyz. 

We comment that the Platform Validation Entity (PVE) introduced in Section 7.5 of TR 33.820 V8.0.0 is omitted from this architecture. This disables every method for validation of H(e)NB other than autonomous validation, since the CN is then not capable of evaluating pertinent validation information.
We propose to add the PVE and interfaces to the architecture. The PVE must be mandatory to enable connectivity and all types of validation for the H(e)NB.

The proposed modifications in the changed parts from InterDigital are marked with a second color (that is different from the color used for the proposed changes in text in the S3-090504) and also accompanied with a comment box, which should be deleted before the text is integrated to the TS 33.xyz by the editor if the proposed changes become accepted. 

**************************** start of first change *******************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.

[2]

[x1]
3GPP TS 32.583: “Home Node B (HNB) Operations, Administration, Maintenance and Provisioning (OAM&P); Procedure flows for Type 1 interface HNB to HNB Management System (HMS)”

[x2]
Reference to EAP-AKA

Editor’s Note
 It has to be decided which reference is given for EAP-AKA (IETF or 3GPP).

[x3]
Reference to IKEv2

Editor’s Note
 It has to be decided which reference is given for IKEv2 (IETF or 3GPP).

[x4]
Reference to IPsec

Editor’s Note
 It has to be decided which reference is given for IPsec (IETF or 3GPP).

**************************** start next change ************************************
4
Overview of Security Architecture and Requirements

4.1
Reference Architecture

Editor’s Note:
Some text and figures from the TR 33.820, clause 4, can be inserted for this sub-clause.
The figure below is adapted to the current architecture and terminology.

[image: image2.wmf]
Figure 1: H(e)NB system architecture

4.2
Network Elements

Editor’s Note:
This sub-clause shall contain a short description with main (important) features of all network elements which are handled by normative text in this TS.

4.2.1
H(e)NB

The H(e)NB is a network element that connects User Equipment via its radio interface to the operator’s core network. Backhaul link to the network is an available broadband connection to the Internet. A H(e)NB is typically deployed in customers’ premises.

NOTE: The term H(e)NB refers to both Home NodeB (HNB) and Home eNodeB, when both are meant without distinction.

4.2.2
Security Gateway (SeGW)

The SeGW is a network element at the border of the operator’s core network. After successful mutual authentication between the H(e)NB and the SeGW, the SeGW connects the H(e)NB to the operator’s core network. Any connection between the H(e)NB and the core network is tunnelled through the SeGW.

4.2.3
H(e)NB Management System (HMS)

The HMS is a management server that configures the H(e)NB according to the operator’s policy. HMS is also capable of installing software updates on the H(e)NB. The HMS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).

The HMS is specified in TS 32.583 [x1].
4.2.4
Platform Validation Entity

The Platform Validation Entity (PVE) is a service which assesses the validity of the H(e)NB after it receives evidence for the validation generated by the H(e)NB’s TrE. The PVE service may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet). The PVE’s assessment of the H(e)NB’s validity shall be rendered before any connection to the core network is established. 
4.2.5
UE

UE is a standard user equipment for UMTS (for HNB) or LTE (for HeNB).

4.2.6
H(e)NB Gateway (H(e)NB-GW) and MME

Editor’s Note:
It has to be decided if this element is an essential part of the architecture and should be described here. Otherwise this sub-clause can be deleted.

4.3
Interfaces (Reference Points)

Editor’s Note:
This sub-clause shall contain a description of the interfaces which are handled with normative text in this TS.

Editor’s Note:
Are we going to specify new interface designators, or are we describing the interfaces with the designators as used for the functions e.g. carried inside a secure tunnel?

4.3.1
Backhaul Link

The backhaul link used between H(e)NB and SeGW provides a secure tunnel carrying both the user plane data and the control plane data that are transmitted between the H(e)NB and network elements in the core network.

OAM traffic is also tunnelled through this secure backhaul link, if the HMS is accessible on the MNO Intranet.

The backhaul link may also carry other data between H(e)NB and core network, e.g. time protocol traffic.

4.3.2
OAM Interface

The OAM Interface between the H(e)NB and the HMS server provides a secure connection carrying configuration data., SW updates and additional data, e.g. location information.
4.3.3
Validation Link

The SeGW acts as an enforcement proxy for PVE.  For this, a secure tunnel through the backhaul link between H(e)NB and SeGW, to transport validation information, needs to be established. A further secure connection is between SeGW and PVE to carry forward the validation information received from H(e)NB, and to return the validation results from PVE to S(e)GW. 

A secure connection within the MNO Intranet and/or the public Internet may be in place between PVE and HMS. It may, for instance, carry data specifying software updates mandated by the PVE on the H(e)NB.\
4.3.4
Software-Update Reference Link

If a software update is performed on the H(e)NB by the HMS, the HMS shall provide data (to be specified by operator policy) to the PVE which the PVE can use to assess the validity of the H(e)NB after the software update is completed and before any new network connection is allowed. For this, a secure connection shall be provided between HMS and PVE to carry forward the data (called here Software-Update Reference) from the HMS to the PVE.  

4.3.5-
Other

Editor’s Note:
Do we need any other interface to be specified with normative text?
Candidates for other interfaces are the interfaces between SeGW and AAA server (if deployed), and the interface between AAA server and HLR. Main specification for such interfaces may reside with CT 1 or CT 4, and may only need requirements from SA3.

4.4
Security Requirements and Principles

Editor’s Note:
This sub-clause shall contain mandatory and optional requirements which shall be fulfilled for the operation of the complete system as specified in this TS, and for the single network elements and interfaces which are specified within this TS.

4.4.1 Operation
The requirements on operation are:

-
Only algorithms of adequate cryptographic strength shall be used for authentication and protection of confidentiality and integrity.

-
Modifications of user controlled information by the operator shall only be allowed with the permission of the user.
-
The extent of user controllable information shall be controlled by permission of the operator.

-
IMSIs of users connected to H(e)NB shall not be revealed to the Hosting Party of the H(e)NB.
Editor’s Note:
More requirements for general operation principles may be added here.

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated to the PVE 
before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. The authentication shall be performed using a certificate provided by the manufacturer or vendor of the H(e)NB.

- 
The H(e)NB shall authenticate the SeGW. The authentication shall take place based on a SeGW certificate.

-
Optionally the hosting party of the H(e)NB may be authenticated. The authentication, if used, shall be based on EAP-AKA [x2].

-
The H(e)NB shall authenticate the HMS, if the HMS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the HMS using the same identity as for authentication to the SeGW, if the HMS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
Any unauthenticated traffic received from the access network shall be filtered out by the H(e)NB).

Editor’s Note:
It has to be clarified what this requirement (taken from the TR) really means, as there is also unauthenticated, but valid traffic, e.g. DHCP.

4.4.3
Requirements on SeGW

The requirements on the SeGW are:

-
The SeGW shall be authenticated by the H(e)NB using a SeGW certificate. The SeGW certificate shall be signed by an operator CA.

Editor's Note:
This assumes that the SeGW belongs to an operator network. If other specifications will specify SeGWs to other networks, this requirement may have to be adapted.
-
The SeGW shall be authenticated by the PVE using a SeGW certificate. The SeGW certificate shall be signed by an operator CA.

- 
The SeGW shall authenticate the H(e)NB based on H(e)NB certificate.
- 
The SeGW shall authenticate the PVE based on PVE certificate.

-
The SeGW may authenticate the hosting party of the H(e)NB using EAP-AKA [x2].

-
The SeGW shall allow the H(e)NB access to the core network only after successful completion of all required authentications
-
The SeGW shall provide a secure connection to the H(e)NB via which the H(e)NB can send to the PVE the validation evidence the TrE generates. 

-
The SeGW shall provide a secure connection to the PVE via which the validation evidence it receives from the H(e)NB shall be transported to the PVE, and the PVE’s decision on allowing H(e)NB access to the network can be transported to the SeGW. 

- 
The SeGW shall allow the H(e)NB access to the core network only after successful completion of required validation, as transported to it from the PVE.

-
Any unauthenticated traffic from the H(e)NB shall be filtered out at the SeGW.

Editor’s Note:
Other requirements are ffs, e.g. on handling of H(e)NB identities in SeGW and possible AAA server interworking.

4.4.4
Requirements on HMS

The requirements on the HMS are:

-
The HMS shall be authenticated by the H(e)NB using a HMS certificate. The HMS certificate shall be provided by the MNO.

-
The HMS shall authenticate the identity of the H(e)NB using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.6 of this document).
-
The HMS shall be authenticated by the PVE using a HMS certificate. The HMS certificate shall be provided by the MNO or operator’s CA.

-
The HMS shall authenticate the identity of the PVE using a PVE certificate. 

-
The HMS shall be able to set up a Software-Update Reference Link, and provide to PVE, over the link, data that the PVE can use to assess the validity of the H(e)NB after the H(e)NB’s software is updated by the HMS.  

-
If the HMS is accessible on the MNO Intranet, the mutual authentication between HMS and H(e)NB may be replaced by the authentication between SeGW and H(e)NB. In this case only the identity of H(e)NB has to be transferred over the OAM link.

NOTE:
In case of HMS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and HMS carried inside the secure backhaul link.

Editor’s Note:
It has to be decided if particular requirements are needed for the separate OAM tunnel between H(e)NB and HMS, when HMS is accessible on the public Internet 
4
.4.5
Requirements on PVE
The requirements on the PVE are:

-
The PVE shall authenticate the SeGW using the SeGW certificate. 

-
The PVE shall be authenticated by the SeGW using a PVE certificate. The PVE certificate shall be provided by the MNO or a third party trusted by the MNO.
-
The PVE shall authenticate the identity of the H(e)NB TrE using a certificate. This identity may be the same as used during backhaul link establishment (cf. sub-clause 4.4.6 of this document).
NOTE:
In case of PVE and HMS communicating directly on the MNO Intranet or the public Internet there may be an additional secure end-to-end tunnel between PVE and HMS.
-
The PVE shall be able to set up a secure Validation Link with the H(e)NB via the SeGW, over which validation of the H(e)NB by the PVE shall take place. 
-
The PVE shall authenticate the HMS using a HMS certificate. The HMS certificate shall be provided by the MNO or a third party trusted by the MNO.

-
The PVE shall be authenticated by the HMS using a PVE certificate. The PVE certificate shall be provided by the MNO or a third party trusted by the MNO.
-
The PVE shall be able to establish a Software-Update Reference Link with HMS, and receive data, over the link, from the HMS that can be used to assess the validity of the H(e)NB after the H(e)NB’s software has been updated by the HMS.
4.4.6
Requirements on Backhaul Link

The requirements on the backhaul link are:

-
The establishment of the secure backhaul link shall be based on IKEv2 [x3] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of this document.

-
The backhaul link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.

-
The security solution for the backhaul link shall be based on IPsec ESP tunnel mode [x4].

-
Any connection between the H(e)NB and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

4.4.7
Requirements on OAM Link

The requirements on the OAM link are:

-
The establishment of the secure OAM link shall be based on the authentication principles as given in subclauses 4.4.2 and 4.4.4 of this document.

-
The OAM Link shall provide integrity protection of the transmitted data. It may provide confidentiality protection of the transmitted data, depending on operator option.
4.4.8
Requirements on Validation Link

The requirements on the Validation Link are:

-
The establishment of the secure Validation link shall be based on the mutual authentication principles as given in subclauses 4.4.3 and 4.4.5 of this document.

-
The Validation Link shall provide integrity protection of the transmitted validation data. It may provide confidentiality protection of the transmitted data, depending on operator option.
4.4.9
Requirements on Software-Update Reference Link

The requirements on the Software-Update Reference Link are:

-
The establishment of the secure Software-Update Reference Link shall be based on the mutual authentication principles as given in subclauses 4.4.3 and 4.4.5 of this document.

-
The Software-Update Reference Link shall provide integrity protection of the transmitted software-update reference data. It may provide confidentiality protection of the transmitted data, depending on operator option.

**************************** end of change ***********************************






























































































































HMS





Operator’s core network





unsecure link





SeGW





H(e)NB





UE





























Backhaul Link, Validation Link





























Software-Update Reference Link





Validation link





PVE















































































































































































































































































































































































































































































































































�The PVE is added as a box in the figure 1.  Also, the Validation Link and the Software-Update Referecne Link are added. 


�This section 4.2.4 and its contents are proposed by InterDigital to be added.  Note the section heading numbers for 4.2.4 and 4.2.5 were bumped by 1 each to 4.2.5 and 4.2.6, respectively, below. 


�This new section 4.3.3. and  its contents are proposed by InterDigital.


�This new section 4.3.4. and  its contents are proposed by InterDigital to be added.  Note the section heading numbers for the previous section 4.3.3 was bumped by 2 to 4.3.5, as shown below. 


�These additional words are proposed to be added by InterDigital.


�This line is added by InterDigital.


�This line is added by InterDigital.


�This line is added by InterDigital.


�This line is added by InterDigital.


�This line is added by InterDigital.


�This line is added by InterDigital


�This line is added by InterDigital


�This line is added by InterDigital.


�This new section 4.4.5 and  its contents are proposed by InterDigital to be added.  Note the section heading numbers for 4.4.5, and 4.4.6, are bumped by 1 to 4.4.6 and 4.4.7, respectively. 


�This new section 4.4.8 and  its contents are proposed by InterDigital


�This new section 4.4.9 and  its contents are proposed by InterDigital
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