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1
Introduction
It has been discussed how strong assurance the TBS solution can provide about the terminating side identity. The scenario considered is when a sender sends a ticket for “any user”, but still wants to have assurance about the identity of the recipient established in the forking process, cf. clause 6.1.4.4.3 in the TR. Here we present a simple solution to the problem.
2
Description

The KMS will have assurance about the identity used in a request to resolve a ticket. This is required so that the KMS can verify that this identity identifies one of the authorized recipients of the ticket. This identity may then be used in the formation of Mod_B, i.e.  Mod_B could e.g. be formed as (Id_B, Rnd) where Rnd is a random value. Calculating a MAC over Mod_B using e.g. a key derived from the forking key and sending (Id_B, Rnd, MAC) back to the initiator would then provide the initiator the required assurance.
The description above explains the principle behind obtaining the wanted assurance of terminating side identity. 
3
Conclusion
A simple an efficient mechanism to obtain terminating side user authentication has been described which should remove all concerns about the security and appropriate functioning of TBS with respect to forking scenarios. 
4
Proposal
It is proposed that the pCR below, updating TR 33.828 with respect to the discussed features, is approved.
pCR

*****  Start of 1st change  *****
6.1.4.4.5
Terminating side identity assurance.

Assurance about the terminating side’s identity is in many circumstances important. In addition to the standard assurance offered by IMS, TBS can provide additional cryptographically secured identity or group membership assurance. In one approach, the assurance that TBS will provide about the terminating side identity is based on the authorized receivers specified in the ticket, i.e. the set of users in the tickets recipient field. The assurance is obtained as the KMS will only deliver a key associated with a given ticket to a user included in the tickets group of recipients. If a single user is designated as ticket recipient, the initiator will for certain know, when the call is successfully established, that the intended user was reached. If a group of users is designated as recipients, e.g. by *@enterprise.com, then the initiator will know that a user in enterprise is answering the call. Which policy the initiator applies for selecting ticket recipients should depend on the use case and required assurance of terminating side identity 
In forking and retargeting use cases a call may terminate in a phone not registered (in IMS and/or KMS) by the intended receiver. In such cases the caller can not get assurance that the intended receiver is the person answering. The only assurance about the terminating side identity that the caller can get is the identity of the user which has registered the phone. It is questionable if this information in general would help the caller to decide if he has reached the person he targeted or not. Thus, if the user needs strong confirmation that he has reached a terminating device belonging to a specific user, he should only have this user as ticket recipient. If the call is forked/retargeted and rejected because the ticket is not valid for the terminating side, the initiator has to request a new ticket and call again. This has the benefit that the caller has full information about what is happening and the drawback that additional SIP signaling is needed. However, if the main concern only is that no-one should be able to intercept a call, a ticket using *@* as recipient can be used and it would allow arbitrary forking and retargeting. Once again this shows that the choice of rules that he initiator should apply for selecting ticket recipients is a policy issue. 

In a scenario where the sender sends a ticket for “any user”, he may still want to have assurance about the identity of the recipient established in the forking process, cf. clause 6.1.4.4.3. Using another approach than the one described above, it would be possible let the KMS certify a user identity associated with the device used to resolve the ticket. A simple means to do this would be let the Mod_B be composed of the user identity and a random component (U_Id, Rnd) and have this signed by the forking key or a key derived in a similar way. The details of this solution should be worked out in conjunction with the complete key management procedure for forking and session keys.
*****  Start of 2nd change  *****
6.1.5.2.2
Forking/retargeting

IETF-requirements 

R-FORK-RETARGET:  The media security key management protocol MUST securely support forking and retargeting when all endpoints are willing to use SRTP without causing the call setup to fail.  This requirement means the endpoints that did not answer the call MUST NOT learn the SRTP keys (in either direction) used by the answering endpoint.

R-DISTINCT:
The media security key management protocol MUST be capable of creating distinct, independent cryptographic contexts for each endpoint in a forked session.

How STB can create different keys in a forking scenario is explained in clause 6.1.4.4. If unprotected tickets are used the key modification can be performed by the receiving client in a corresponding way.

In TBS with protected tickets, a sender may authorize the receivers to receive the key from the KMS. For this, he can provide e.g. a list of authorized receivers. How tickets are bound to different receivers or groups of receivers is described in clause 6.1.4.2. 
The Internet-Draft draft-ietf-sip-media-security-requirements-08, describes that in typical forking/retargeting scenarios, the sender does not know who a call may be forked/retargeted to.  This situation is discussed in clause 6.1.4.4 and it is described how tickets can be used and generated to get media security also in forking and retargeting situations. In clause 6.1.4.4 it is further discussed how TBS can offer SIP independent assurance about the terminating side identity. This is done by firstly guaranteeing that it is a legitimate recipient of the ticket that answers the call. If the recipient is defined as a single user, this gives full assurance about the terminating side identity. A second level of assurance can be obtained by having the KMS include such identity information in parameters used in the forking key generation, see clause 6.1.4.4.5. 
R-HERFP:
The media security key management protocol MUST function securely even in the presence of HERFP behavior.

HERFP behaviour is that in a forked call, rejections of the INVITE sent by different endpoints may be terminated at the forking proxy and never reach the caller. A solution to fulfil this requirement can be accommodated by TBS by not allowing an answerer to send indications about key exchange failures in order to let the offerer "make another try". 

Another IETF-requirement, mentioned under "media considerations", is also relevant with respect to forking, in case forking leads to a multiparty session:

R-ASSOC:
The media security key management protocol SHOULD include a mechanism for associating key management messages with both the signaling traffic that initiated the session and with protected media traffic.  Allowing such an association also allows the SDP offerer to avoid performing CPU-consuming operations (e.g., Diffie-Hellman or public key operations) with attackers that have not seen the signaling messages.

With TBS, keys are exchanged in the signalling messages, so association of key management to signalling is clear.  Association of key management to media can e.g. be achieved through the use of the optional MKI field in an SRTP packet. A suitable value for this field can be formed by e.g. a hash of a concatenation of the issuer key identifier (as described in 6.1.4.1) with the Mod_B value (described in 6.1.4.4). This value will be unique for each recipient and easily computed by both participants.  

Editor's Note: It has to be clarified whether this is compatible with the standard use of SRTP as RFC 3711 states: "Note that the MKI SHALL NOT identify the SRTP cryptographic context". This possible incompatibility needs to be resolved. Alternatively, the applicability to TBS of an approach as indicated for SDES (see clause 6.3.3.2) should be studied.

Finally, the following IETF requirement refers to forking/retargeting:

R-BEST-SECURE:
Even when some end points of a forked or retargeted call are incapable of using SRTP, a solution MUST be described which allows the establishment of SRTP associations with SRTP-capable endpoints and / or RTP associations with non-SRTP-capable endpoints.

A simple solution to this is that the initiator offers two media streams, one protected and one unprotected. Allowing unencrypted media is of course always a security issue as the user has to be warned if media is not protected.

*****  End of changes  *****
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