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12
UE-ANDSF communication security 

12.1
UE-ANDSF communication security requirements
In order to address the security of communication over S14 reference point (i.e. between UE and ANDSF), the following requirements apply: 

· UE and ANDSF shall be mutually authenticated; 

· The UE shall be able to verify that the ANDSF is authorized to serve it. 

· Signalling over S14 reference point shall be integrity protected

· Signalling over S14 reference point shall be confidentiality protected.  

· Signalling over S14 reference point shall be protected against possible replay attacks.  

12.2
UE-ANDSF communication security solution
UE and ANDSF server shall establish a security association to protect the messages of Access Network Info Request and Access Network Info Response. UE and ANDSF server shall mutually authenticate each other. UE and ANDSF server shall use the following mechanism to meet the security requirements as specified in clause 12.1: PSK TLS with GBA based shared key-based mutual authentication between UE and ANDSF server as specified by clause 5.4 of TS33.222 [24].

NOTE: The above security solution protects the pull based ANDSF solution only. It can also protect the push based ANDSF solution if the UE has previously used pull based ANDSF solution and the corresponding TLS connection is still available. However, it can be noted that if a TLS connection is released, it can only be re-established by the client side, i.e. UE, even though the TLS session including security association would be alive on both sides. TLS connection, in turn, is dependent on the underlying TCP connection.

The ANDSF shall request the User Security Settings (USS) from the BSF and deducts the authorization information for this UE from USS as specified in TS 29.109 [x].
For the authorization of the ANDSF server to the UE, the UE shall check that a server used with ANDSF shall have one of the names configured for ANDSF servers.
END  CHANGE**********************
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