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1
Decision/action requested

Acceptance of proposed text as input for PUCI TR Section 7.2.
2
References

S3-090311 TR 33.cde v0.2.0” Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.
3
Rationale

· Enhancement of PUCI work
· Detailing the IMR solution
4
Detailed proposal
In this document we present a pCR detailing the IMR solution. It is proposed to add the study as part of Section 7.2 of the PUCI TR.
*****************************************FIRST CHANGE*****************************************

7.2.x From Requirements to Solution

As usual, problem and requirements give way to solution. Thus we start with PUCI requirements and what it means for IMR based solution as given in Table xxxx for there on we develop potential IMR solutions.
Table xxxx Requirements and solution.
	
	Requirements
	Location of Identification (I), Marking (M) and Reacting (R)
	Solution Details

	SA3 requirements

	1
	The IMS should provide a means for IMS-users to report communication as a UC.
	R by the user
	SIP message needed from UE to user PUCI settings in the network

	2
	Reports of UC made by IMS-users should be auditable by the IMS.
	Not dependent on IMR
	Accounting and auditing solution of the network should take care of this

	3
	The IMS should provide the ability for an affected user to request the rating of an UC call
	M should be provided to the user
	SIP message from UE to user database needed. Based on operator policy and regulatory requirements to provide info.

	4
	The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC by the UC detection system.
	Not dependent on IMR
	This is related to 2nd requirement. Proper auditable information collection in the network will take care of this issue.

	5
	The IMS should provide the ability to the operator to extract information from the signaling and other means to provide an indication of the likelihood whether the communication is unsolicited.
	I and M in network
	Either a centralized identification solution or distributed identification solution is needed. In case of distributed, marking value should be conveyed between the different identification functions. Messages need to be defined to carry M

	6
	The IMS should provide a mechanism to convey the UC indication in the signaling. 
	M conveyed between different entities.
	Messages need to be defined to carry M

	7
	The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication.
	Variation in handling can, for example, mean moving the call to voice mailbox, terminating a connection, indicating likelihood that a call is UC to the UE etc. This will require M to be sent between elements.
	This should be operator policy dependent or user dependent. SIP messages should provide transfer of M.

	SA1 requirements

	8
	High level requirements

	a
	IMS should provide means to identify and act on unsolicited communication.
	R is required
	User decides whether a communication is UC and Reacts

Network should identify, check user and operator policy, and Reacts

	b
	Solutions for prevention against unsolicited communication shall not have negative impact on the services provided by IMS.
	IMR should take care of this requirement
	Solution should take care of this point from architecture onwards

	c
	PUCI should provide means for cooperation between operator’s networks.
	M should be conveyed between operator networks
	SIP message carrying M between operators

	d
	IMS should provide means for a user to inform the network of an unsolicited communication.
	R by user
	SIP message from UE to user PUCI setting

	9
	Detection of Unsolicited Communication 

	a
	Depending on Operator policies IMS should support capabilities that enable IMS to detect that an IMS session is unsolicited and classify as UC. These capabilities should apply to all IMS based services and apply to real-time (e.g. voice, video …) and to non-real-time (e.g. messaging …) IMS traffic.
	I and M in network
	I could use supplementary services or other services. There is no impact on SIP messages.

	b
	IMS should support capabilities that enable a terminating party to report IMS sessions as UC.
	R by user
	Message from UE to user PUCI setting

	c
	The method of reporting UC may be dependent on the IMS service.
	I and M could be service dependent
	M in SIP message could be service dependent

	d
	Reporting should be possible irrespective of whether an originating party has withheld its identity (e.g. by referring to the last call).
	R by user for a communication of which identity was not available
	Network should keep identity of last call. SIP message from UE to user PUCI setting

	10
	Prevention of Unsolicited Communication to the terminating party

	a
	Depending on Operator policies IMS should support capabilities to indicate to a terminating party that an IMS session has been classified UC.
	I and M in the network.

M sent to the UE.
	M and communication identitiy to be sent to UE in a SIP message saying that communication was terminated by the network

	b
	Depending on Operator policies IMS should support capabilities to protect a terminating party from IMS sessions that have been classified UC.
	R in the network
	Supplementary services and other services should check likelihood of a communication being UC and react based on on user or network settings

	11
	Notification of UC to the originating party

	a
	Depending on Operator policies IMS should support capabilities that allow notifying an originating party that a performed or attempted communication to the terminating party has been classified as UC.
	M to originating party
	SIP message with M to originating party

	12
	Conveying information on UC to other networks

	a
	Depending on Operator policies IMS should support capabilities that enable the IMS of a network to convey information on detected UC in an IMS session to an other IMS on the path of that IMS session
	M conveyed between networks
	SIP message with M communicated between networks


7.2.x+1 IMR Solution Variations

The requirements and discussion in Table xxx lead to location of I, M and R as given in Figure xxx. In Figure xxx I, M and R in the network is located at the PUCI AS and CSCF, this is to signify that the requirements do not lead to a decision whether I, M and R in the network should be distributed or centralized. What is certainly obvious is that the R, i.e., the react part or the part that makes decision about taking action, should be centralized in the network. This leads to four variations on the location on I and M:

1. Centralized

(a) In AS

(b) In CSCF (specifically S-CSCF)
2. Distributed

(a) Among ASs

(b) Between CSCF (specifically S-CSCF) and ASs
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Figure xxx Requirements represented in figure.
7.2.x+2 IMR Solution Comparison

In Section 7.2.x+1 the possible variations of IMR solution are given. I and M should also be done at the border of the network thus distributed solution is the obvious choice. Further having a distributed solution allows usage of already deployed supplementary services. Then the only discussion left is regarding R – whether R should be in the AS or CSCF –. Anyhow, using the comparison criteria the distributed and centralized solutions are compared in Table xxx.

Table xxx Comparing centralized and distributed IMR solutions.
	
	Centralized (I,M)
	Distributed (I,M)

	
	PUCI-AS (R)
	S-CSCF (R)
	PUCI-AS (R)
	S-CSCF (R)

	Impact on existing standards
	△
	△
	△
	△

	Simplicity
	○
	○
	△
	△

	Security
	○
	○
	○
	○

	OPEX
	○
	○
	○
	○

	Service agnostic
	○
	○
	○
	○

	Modular
	△
	△
	○
	○

	Scalable
	△
	△
	○
	○

	Flexible
	△
	△
	○
	○

	Autonomous
	○
	○
	○
	○

	Fulfills requirements
	○
	○
	○
	○


×: means negative or does not fulfill requirement
△: means somewhere between negative and positive or kind of fulfills requirement

○: means positive or fulfills requirement
7.2.x+3 Detailed Solution
Discussion in previous sections brings us to two potential solutions for IMR based on location of R in the network namely R being located in PUCI-AS or S-CSCF. The point then is whether the communication of M to UEs should happen from each location of marking or from a centralized place. We think that it is obvious to send M from a centralized place that is same as the location of R.

On the point of location of R one could argue that R should be located in a PUCI AS because a PUCI AS should anyhow be implemented while CSCFs are already implemented and out there. With this condition in mind we detail the solution with R at the PUCI AS and I and M either at the AS or in other network elements..
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Figure XXX IMR solution with R in the PUCI AS.
PUCI AS

· Initialization:

· Has the operator policy

· Has or downloads subscriber policy from HSS on UE authentication

· Operation:

· Checks based on identify solutions

· Communicates with supplementary services to check (identify)

· Routes to different identification locations

· Collects all marks from different identification in different locations

· Marks based on (cumulative) result of various checks

· Reacts based on identification, marking and policy set by the operator and the subscriber.

· Communicates mark results with different network elements and UE
UE

· User reacts based on the communication

· React result is sent to the network and stored in user policy

***************************************END  OF  CHANGES***************************************
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