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1. Introduction

This contribution proposes changes to the Authentication Method Selection section (7.4) of TR33.820.  The proposed changes clarify the meaning and use of the involved IKEv2 messages, the H(e)NB’s and the SeGW’s functions, and the SeGW’s enforcement of authentication policy. 

2. Background
The contribution clarifies that:

1)  The MULTIPLE_AUTH_SUPPORTED notification exchange between the H(e)NB and the SeGW is an indication of supporting the Multiple Authentication extension to IKEv2, not a requirement to perform it during the subsequent authentication. 

2)  The CERTREQ payload sent to the H(e)NB by the SeGW is an indication that the SeGW can utilize certificates for authentication (and its preferred root certificates), not a requirement for the authentication to be performed that way.  The H(e)NB has the right to ignore it and continue with an EAP-based authentication. 

3)  It is the SeGW’s responsibility to enforce authentication policy by rejecting authentication requests it does not like.  The SeGW may retrieve a specific authentication policy for the H(e)NB using the identity presented by the H(e)NB in the IDi payload first IKE_AUTH message of each authentication cycle. 

The contribution also replaces the text and table of section 7.4.3 by adding message exchange diagrams showing representative authentication exchanges. 

3. pCR

The following CR is against 3GPP TR 33.820 V1.3.0 (2009-1).

**************************** start of first change *********************************
7.4
Authentication Method Selection

7.4.1
Authentication Methods

It is agreed that in H(e)NB we will have mandatory device authentication and optional hosting party authentication. Authentication can either be done by certificates based solution or EAP-AKA. This brings a few combinations of authentication methods:

1. Device authentication with certificates, without HP authentication

2. Device authentication with EAP-AKA, without HP authentication

3. Device authentication with certificates, and with HP authentication using certificates

4. Device authentication with EAP-AKA, and with HP authentication using certificates

5. Device authentication with certificates, and with HP authentication using EAP-AKA

6. Device authentication with EAP-AKA, and with HP authentication using EAP-AKA

EAP-AKA is expected to be the solution of choice for HP authentication thus 3rd and 4th authentication combinations given above are not considered in this document. 

7.4.2
Authentication Type Identification and Enforcement
In this section, means to identify and enforcing the authentication combination type is explained.

1. Method to check whether there will be only device authentication or both device and HP authentication: 

(a) If the IKE_SA_INIT response from SeGW includes MULTIPLE_AUTH_SUPPORTED notification, then it is clear to H(e)NB that the SeGW will support both Device and HP Authentication using multiple authentication. 
Otherwise it is clear to H(e)NB that the SeGW can support only Device Authentication. . 
(b) If the IKE_AUTH request from the H(e)NB contains MULTIPLE_AUTH_SUPPORTED notification, then it is clear to SeGW that the H(e)NB can support both Device and HP Authentication using multiple authentication. 
Otherwise it is clear to SeGW that the H(e)NB can support only Device Authentication. 
2. Method to check the type of device authentication (certificate based or EAP-AKA based): 

(a) The CERTREQ payload in IKE_SA_INIT response from SeGW to H(e)NB indicates that the SeGW supports certificate based device authentication and it may also support EAP-AKA based authentication. 
Otherwise it is implied that SeGW only supports EAP-AKA based authentication.
(b) The lack of the AUTH payload in the IKE_AUTH request from H(e)NB to SeGW indicates to the SeGW that the H(e)NB intends to perform EAP-AKA based authentication.  In this case, the H(e)NB should not send the CERT payload to the SeGW.
3. HP authentication always uses EAP-AKA
(a) The ANOTHER_AUTH_FOLLOWS notification in the last IKE_AUTH request of Device Authentication from the H(e)NB indicates to the SeGW that the H(e)NB wishes to perform a second authentication to authenticate the hosting party. 
(b) The lack of the AUTH payload in the first IKE_AUTH request from H(e)NB of hosting party authentication of the H(E)NB indicates to the SeGW that the H(e)NB intends to perform EAP-AKA based authentication. 
4. Authentication Policy Selection and Enforcement
(a) It is the SeGW’s responsibility to enforce the operator’s authentication policy by rejecting authentication requests it does not like.  
(b) The H(e)NB sends its identity in the IDi payload of the first IKE_AUTH request message to the SeGW.  The SeGW may use this identity to retrieve the appropriate security profile for the H(e)NB from its own DB or some external source (e.g. a AAA server or OAM). 
(c) The security profile may contain the appropriate authentication choices for the H(e)NB.  
(d) The SeGW may also be equipped with a separate, generic security profile that is not dependent on the H(e)NB ID. This type of security profile may specify, for example, a ‘preferred’ authentication type for all H(e)NBs that may attempt to authenticate to the SeGW. 
(e) The SeGW should enforce the authentication choices imposed by the security profile by rejecting inappropriate requests from the H(e)NB.  For example:
1 If the IKE_SA_INIT response from SeGW does not include MULTIPLE_AUTH_SUPPORTED notification but the H(e)NB proceeds to perform both device and HP authentication, it is up to the SeGW (and its security profile) to decide how to handle the case. For example, the SeGW may accept only the Device Authentication part of the multiple authentication, or, alternatively, it may reject both of the authentication attempts from the H(e)NB.

2 If the SeGW is capable of and indicates supporting multiple authentication but during looking up the H(e)NB’s policy it decides to prefer Device Authentication only, and if the H(e)NB proceeds to initiate  HP authentication, it is up to the SeGW to decide and enforce how to handle the H(e)NB’s method of authentication. 

The following message flow show the typical use of the above IKEv2 message options for the four authentication cases indicated above. 
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Figure 4:  Certificate based Device Authentication
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Figure 5:  EAP-AKA based Device Authentication
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Figure 6:  Certificate based Device Authentication followed by EAP-AKA HP Authentication


[image: image5.emf]H(e)NB SeGW

1. IKE_SA_INIT request

HDR, SA, KE, Ni

2. IKE_SA_INIT response

HDR, SA, KE, Nr, CERTREQ, 

N(MULTIPLE_AUTH_SUPPORTED)

3. IKE_AUTH request

HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, 

CP(CFG_REQUEST), [],CERTREQ,  

N(MULTIPLE_AUTH_SUPPORTED)}

CERTREQ indicates that the 

SeGW supports certificate-

based device authentication, 

and the list of preferred roots.

MULTIPLE_AUTH_SUPPORTED

indicates that the SeGW supports

RFC 4739 multiple authentication

extension.

MULTIPLE_AUTH_SUPPORTED

indicates that theH(e)NB

supports RFC 4739 multiple

authentication extension. 

The NAI in the IDr payload 

identifies the H(e)NB to the SeGW.  

The SeGW may use this to retrieve 

the security policy of the H(e)NB. 

4. IKE_AUTHresponse

HDR, SK{IDr, CERT, AUTH, EAP(Request)} 

9. IKE_AUTH request

HDR, SK{IDi=NAI, []}

The lack of AUTH indicates 

that the H(e)NB intends to 

perform EAP-based device 

authentication

7. IKE_AUTH request

HDR, SK{AUTH, 

N(ANOTHER_AUTH_FOLLOWS)}

8. IKE_AUTHresponse

HDR, SK{AUTH} 

6. IKE_AUTHresponse

HDR, SK{EAP(Success)} 

5. IKE_AUTH request

HDR, SK{EAP(Response)}

ANOTHER_AUTH_FOLLOWS

indicates that theH(e)NB

wants to do another 

authentication cycle following 

this one. 

The lack of AUTH indicates 

that the H(e)NB intends to 

perform EAP-based device 

authentication. 

The IKE_AUTH response that 

does not reject the previous 

request indicates that the SeGW 

will allow the H(e)NB to do 

another authentication cycle. 


Figure 7:  EAP-AKA based Device Authentication followed by EAP-AKA HP Authentication










	
	
	
	
	

	
	
	


	

	


	
	

	
	

	


	
	

	

	

	


	
	

	

	

	



**************************** end of changes **********************************
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