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1. Introduction

This contribution reports on the latest modifications and status of the MAPSEC DOI, the automatic key management feature for 3GPP R5 release.

2. Modifications

A new version, 03, of the Internet Draft appears in the IETF directories soon. In this version the following modifications have been done:

· A number of editorial modifications, such as those reported in [Alcatel].

· Attribute numbers have been selected so that they are less likely to collide with future IPsec numbers.

· The relationship between IKE and MAPSEC DOI has been clarified in view of the possible future descendants of IKE. MAPSEC DOI is assigned a new port, and does not share the same port with IPsec/IKE.

· The use of the identity types in Phase 2 has been clarified such that only the MAPSEC specific identities may be used.

· The rules for using Situation field have been clarified to apply only to Phase 2.

· The notifications which are relevant for MAPSEC DOI have been clarified.

3. Discussion Items

Out of the suggestions made in [Alcatel], all have been adopted except for the use of SHA1 for MAPSEC itself (not Phase 2). The use of AES-CBC-MAC was already agreed upon by the SA3 Phoenix meeting, so this was also reflected in the DOI document. We’ve set the Phase 1 integrity algorithm to be AES CBC MAC as well.

Suggestions made in [Alcatel2] and even earlier by Siemens have already been incorporated earlier.

While the MAPSEC DOI has been mentioned a couple of times in various discussions, it hasn’t really been discussed and no IETF input has been given to it during this period.

4. IETF and IKE Situation

The IETF Security directors Steven Bellovin, Marcus Leech, and Jeff Schiller published a statement [Bellovin] in the beginning of August. The position statement refers to the complexity of the IKE protocol, and asks for a temporary freeze on the development of new features to IKE, until its options are cut down or a replacement protocol has been developed.  This statement was widely publicised and caused extensive discussion in the IETF, even fear of similar security problems such as those experienced in the WEP protocol. However, the directors later clarified their statement by noting that they do not know of serious security vulnerabilities, would like to cut down the number of options in the protocol in order to simplify analysis, the freeze has been public knowledge in the relevant working groups for almost a year already, the statement refers only to IKE and not IPsec in general, and that they allow current major IETF work items to proceed including extensions that affect IKE (such as NAT traversal or IPsec Remote Access).

At the same time, discussions have arisen in IETF around the so called Son-of-IKE protocol. This is also an effort that has been in place for some time. At the time this is being written, we do know if this is a better documented IKE, simply cut-down version of the current IKE with options such Revised Public Key Encryption or Aggressive Mode taken away, or if it is a completely new protocol. Nor is it clear when this effort will be completed.

The question that is relevant for 3GPP, however, is whether this affects somehow our MAPSEC DOI development. As the MAPSEC DOI is the work item of the 3GPP and intended only as an Informational RFC, the discussion in the Working Groups does not really affect it. However, the IETF Security directors still have to accept the document as not being in conflict with existing IETF work items. The question mark, however, is if the directors consider MAPSEC DOI as a “New IKE feature“. Ericsson would like to argue the following:

· 3GPP networks need this functionality now. They do not have a possibility to wait – possibly many years – for a new key management protocol.

· Given that we are not changing IKE, MAPSEC DOI shouldn’t really be seen as a new feature. It should rather be seen as introducing new “client“ protocols for IKE, beyond the current AH and ESP.

· We should ensure that MAPSEC DOI can easily be moved on top of a new key management protocol, should one be widely adopted in the future. Further SA3 work on this matter is encouraged. Preliminary analysis indicates that this should be the case, given the possibility of defining new “security protocols“ and parameters specific to them.

· We should ensure that implementations of MAPSEC DOI do not come too mixed up with IKE implementations. Even if code reuse is desired and used, the protocols should be seen as separate in terms of port number they run on, management of “magic number“ spaces, and should e.g. be implemented as separate “deamons“ in order to minimize the danger of a hole in one side of the implementation or protocol affecting the other.

In any case, it seems prudent to check the issue with the IETF Security directors.

5. Conclusions

Requested modifications to the MAPSEC DOI have been made and a new document version exists. The SA3 is kindly requested to review the document and once it feels the document is stable enough, to decide that it shall be sent forward to the editorial publishing process in order to gain an Informational RFC status. Ericsson proposes that all comments be received to the Sophia meeting in September, or few weeks thereafter, so that the document can be submitted to the RFC Editor before the SA3 Sydney meeting.

Ericsson undertakes to contact IETF Security directors to check that there are no effects of the IKE development freeze on MAPSEC DOI.

SA3 is encouraged to ensure that the MAPSEC DOI can easily be moved on top of new key management protocols, should such be available in the future.
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