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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

H(e)NB is able to provide new services with higher data rate in a low cost.  Operators have already indicates their interest in this area. Study of H(e)NB has already started in 3GPP in order to investigate the feasibility of developing a standard solution for H(e)NB. Security is an critical aspect of H(e)NB, so it is necessary to investigate security issues of H(e)NB.

1
Scope

The present document identifies special security threats of H(e)NB and study the countermeasures to these threats. 
The study should include, but not be limited to, threat analysis of H(e)NB, mutual authentication and security protection between H(e)NB and rest of network, maintenance of the security context between H(e)NB and rest of network, security requirements on the H(e)NB, provisioning of security credentials on the H(e)NB, security solution for verifying the location of the H(e)NB etc. 
With regard to security protection between the H(e)NB and the rest of the network, bandwidth efficiency should be taken into consideration. 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].
Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
Abbreviation format

<ACRONYM>
<Explanation>

4
System architecture
Editor’s Note: This chapter describes the security architecture of 3GPP network with H(e)NB.  
4.1
System architecture of HNB
Editor’s Note: This section describes the security architecture of UMTS network with HNB.  
4.2
System architecture of HeNB
Editor’s Note: This section describes the security architecture of LTE/SAE network with HeNB.  
5
Threats analysis

Editor’s Note: This chapter analyses the threats caused by introducing H(e)NB to 3GPP network. Possible solutions to these threats are listed in chapter 7.
5.1 Threats in common to (e)NB
Editor’s Note: Threats which are in common to (e)NB are clearly indicated in this chapter. 

5.2
Threats analysis special to HNB
Editor’s Note: This section analyses the threats caused by introducing HNB to UMTS network. Possible solutions to these threats are listed in chapter 7.1.
5.3
Threats analysis special to HeNB

Editor’s Note: This section analyses the threats caused by introducing HeNB to LTE/SAE network. Possible solutions to these threats are listed in chapter 7.2.
6 Security requirement 

   Editor’s Note: This chapter shall address the security requirement to H(e)NB.
7. Security Solutions
Editor’s Note: This chapter lists possible solutions to threats listed in chapter 5. 
7.1
Security mechanisms for HNB

Editor’s Note: This section lists possible solutions to threats listed in chapter 5.1. 
7.2
Security mechanisms for HeNB

Editor’s Note: This section lists possible solutions to threats listed in chapter 5.2. 
8
Track of Decisions
Editor’s Note: This chapter records the decision on security of H(e)NB. 
8.1
Decisions for HNB

Editor’s Note: This section records the decision on security of HNB. 
8.2        Decisions for HeNB
Editor’s Note: This section records the decision on security of H(e)NB. 
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