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1. Overall Description:

SA3 would like to inform CT1 that there are some security requirements on “Trust the information of P-Access-Network-Info header:
· SA2 provides several use cases in S2-073617 to denote the need to certify by IMS entities the “access network type” information in the P-Access-Network-Info and has approved a security-related requirement in the TS 23.228 clause 4.6.1 which reads, “Ensure that the SIP messages received from the UE to the SIP server (e.g. S-CSCF) contain the correct or up‑to‑date information about the access network type currently used by the UE, when the information is available from the access network.”

· SA3 has also a security requirement in TS 33.203 Annex P that which reads, “A protocol- based solution may be added in a future release of this specification. In such a solution, a TISPAN-aware P‑CSCF could include an indication about its capability to handle the "P-Access-Network-Info" header correctly, according to section 6.1, in an appropriate header field”
SA3 also notes that CT Plenary has approved a new CT1 WID (CP-070781) to address NBA (NASS Bundled Authentication) related issues, including the NBA fraud attack:
“Preventing fraud attack is an important related aspect of this WID that CT1 must implement in the protocol based on the SA3 requirements.”
SA3 notes that the SA2 use cases in S2-073617 may have much stronger security requirements e.g. support of services in the visited network, whereas the solution for NBA requirement is required for the P-CSCF in the Home Network only

SA3 believes that a uniform protocol-based solution needs to be worked out to meet all the above requirements.
One possible solution (e.g. P-Visited-Network-ID based) is provided in the attached S3a070942, and SA3 has no enough time to further review it.
2. Actions:

To CT1.

SA3 kindly requests CT1 to

1) Evaluate whether the proposed solution in the attached file is feasible from CT1’s point of view, and in that case, implement that. 

2) Design a protocol-based solution in release 8 time frame, if the proposed solution in the attachment is not perceived feasible.
3. Date of Next SA2 Meetings:

3GPPSA3#50
 25 - 29 Feb 2008
SanYa China
3GPPSA3#51
 14 - 18 Apr 2008
TBD
