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Introduction

Periodic local authentication was defined for UTRAN in 33.102, section 6.4.7. In stage 3, this procedure is called COUNTER check procedure, cf. [RAN spec]. In this contribution we propose to adopt it for eUTRAN to provide detection of service theft attacks in the user plane for use cases, where user plane ciphering is not in use and thus packet injection or deletion attacks can be performed successfully on cleartext user data.

Discussion

TR 33.821 v0.4.0 section 5.2.1 includes packet injection attack threat description (5.2.1.1) and corresponding countermeasures section (5.2.1.2). The threats description does not include packet injection attack over the air interface in case NULL user plane ciphering is used. We have included both below for reference:

5.2.1.1
Threats

A) The attacker injects packets in the eNB, which means that the physical security of the eNB has been compromised. The compromised eNB can inject upstream user plane packets to the core network and downstream user plane packets to the UE. Here, the assumption is that the SAE gateway and UE are not compromised. 

B) The attacker injects user plane packets on the last-mile, while eNB, UE and SAE gateway are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.

C) Abuse of outsourced network access transit capacity, i.e. insider attack by access network operator employees is also possible. The result is that the access network operator reports more packets than in reality UEs have sent.

5.2.1.2
Countermeasures 

The best countermeasure to A) is that the U-plane is integrity protected between UE and the SAE gateway. Using only confidentiality protection for the packets provides much higher security than no confidentiality protection, but still the packet modification attack is possible. However, when only confidentiality protection is used between UE and eNB, and between eNB and SAE gateway, packet injection attack is mitigated when using appropriate mode of cipher, , i.e., cipher block chaining (CBC).. 

It should be noted that the packet/byte counters, if any, in SAE gateway must be incremented only for valid packets (i.e. not for packets that result bogus after decryption). Also, duplicate packet detection has to be considered if counting packets/bytes so that the attacker can’t send duplicate packets and affect the accounting for the users.  

Another good countermeasure is to introduce counter check procedure in UMTS to LTE/SAE. Counter check procedure should be performed periodically between UE and network. Periodical authentication can also be performed in counter check procedure. There are several ways to implement counter check procedure in LTE/SAE. UE and aGW store some values of counters. These values can reflect the amount of data sent in uplink and downlink direction. UE and aGW periodically perform counter check procedure to check that these values are identical. If these values are not identical, aGW may release the connection.

Editor’s Note: This countermeasure is only useful when there is no integrity protection. There may be different network nodes needed to store and check the counter. Complexity of counter management and the flexibility of this countermeasure need FFS. The threats mitigated by this countermeasure aren’t clear and need full study of the contributor. There may be new threats brought by the countermeasure.

Since eUTRAN does not implement user plane integrity protection and also the user plane confidentiality protection may utilize NULL ciphering algorithm, we think that it is worth to introduce user plane packet and/or byte counter exchange and check procedure for eUTRAN as well. The procedure can be either between UE and eNB (AS level) or UE and MME (NAS level) and must be integrity protected. 

The threats will be bigger for an operator with eUTRAN than it is within GSM/UMTS [threats are the same for UTRAN PS and LTE, difference is only with CS]. We believe that based on the simpler radio procedures in eUTRAN (PDCCH structure, HARQ/ARQ process), the attack may be even easier to launch than in UTRAN. Without ciphering, a man in the middle between UE and eNB could insert and receive packets at the user's expense without the user noticing. The MITM could send the packets to a destination of his choice. This is a difference to circuit switching (GSM) where a MITM has little benefit from hijacking a CS connection as the B-party is fixed.

The COUNTER check procedure allows some weak form of protection against service theft in the user plane for use cases, where user plane ciphering is not activated. It needs to be run for each active radio bearer and separately for up and down streams. However, the procedure does not protect against packet modification attacks by an MITM on the user plane between the UE and the eNB, which are possible also when non-NULL ciphering algorithm is used but are less meaningful from plaintext viewpoint. However, packet modification attacks by a MTIM are directly meaningful on the plaintext for the attacker when NULL ciphering is used.
3GPP TS 33.102 says at the end of section 6.4.7 that the RNC may release a connection, but does not list any criteria. Care must be taken if connections are released due to the mismatched counters so that this does not lead to unjustified connection release cases and any additional DoS attack scenarios. 

The benefit we see with this COUNTER check procedure is that the network is able to detect probable packet injection attacks, locate the source of the packet injector (e.g. at least on eNB level), and start possible tracking of the user packets to detect attacker. Disconnecting the user from the network when the COUNTERs mismatch allows an attacker to launch DoS attacks against the user. Thus, we do not recommend that the network disconnects the user as a default action but uses the information to locate the attacker. Thus, the eNB can report to MME or O&M server.

Note that RNC is in physically secure location compared to eUTRAN eNB, which increases the importance of COUNTER check procedure for eUTRAN.
Proposal

We propose to include counter check procedure into the TS 33.abc with the attached pCR.

Also the TR 33.821 needs to be adapted.

Do need to inform RAN2 (is affecting RRC)?

pCR to TS 33.abc

================ 1st change ================

7.4.2
RRC confidentiality mechanisms
Editor’s Note: possible subsections are: General, Layer, Protection method, Input parameters, Key selection, Algorithm identification, cf. TS 33.102, section 6.6

RRC confidentiality protection is provided by the PDCP layer between UE and eNB.

7.5
Signalling procedure for periodic local authentication


The following procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.
The eNB is monitoring the COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
Editor’s Note: It is FFS whether the counters in SGW could be used instead or in addition of counters in eNB.
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Figure X: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the COUNT values received in the Counter Check message with the values of its radio bearers. Different UE COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several COUNT values, the eNB may release the connection or report the difference of the COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
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