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1 Introduction
This is the revised version of S3a070940.

In last SA3 #49 meeting, the coexistence issue of different authentication schemes in a common-IMS environment was discussed in S3-070680/S3-070681. 
The conclusion is the following: 
· TR 33.803 shall be used as a basis.
· Using the value “unknown” when the CSCF has recognized the authentication is neither IMS AKA nor Early IMS: this principle was NOT agreed.

· There was some discussion on the fact that in TISPAN there are two non-AKA authentication schemes: NBA and SIP DIGEST, while in PacketCable there is one non-AKA authentication schemes: SIP DIGEST. It was confirmed that TLS is possible to be used in 3GPP specifications over a TISPAN access network.

· Principles for the use of the P-Access-Network-Info (PANI) header: this part was agreed to be reformulated to reach consensus. It was agreed to replace "TISPAN access network" with "TISPAN NASS".
·  It was suggested that SA3 should check if the use of PANI header is mandated or not. It was replied that this assumption allows the use even it is mandated because it is a weaker assumption. This working assumption present in the document was agreed as there was support from the group.

This contribution will provide the revised solution based on the above conclusion. 
2 Discussion
2.1 Summary of revision 
Basic idea: If the S-CSCF can know the actual authentication scheme upon reception of REGISTER message, it shall inform the HSS the actual authentication scheme. Otherwise it shall inform the HSS that the authentication scheme is unknown and let HSS return the actual authentication scheme to the S-CSCF.

1) Add cases to reflect that PANI header may be optional for both 3GPP access and Cable access.

In 24.229 section 7.2A.4 there is already such case for Cable access. 

Regarding to 3GPP access, SA2 has recently approved a requirement in the document S2-073835:

“Ensure that the SIP messages received from the UE to the SIP server (e.g. S-CSCF) contain the correct or up‑to‑date information about the access network type currently used by the UE, when the information is available from the access network.”
 So the PANI header may also be optional for 3GPP access.
2) Inform the HSS it is SIP DIGEST authentication scheme if the S-CSCF can know SIP DIGEST is to be used.

This is aligned with latest TS 29.228 (as C4-071611 is approved in last CT4 #36 meeting where a new value representing SIP DIGEST is added in the Cx interface (MAR)).

3) Reflect that the registration message for NBA may also have no Authorization header in TISPAN R1.
4) Replace “TISPAN-aware” with more general terms “P-Access-Network-Info-aware” (PANI-aware). 
2.2 Solution (with modifications highlighted)
The behavior of handling the PANI header by either a Rel-8 P‑CSCF or a legacy P‑CSCF is defined as follows:

-
A legacy P‑CSCF will neither insert a P-Access-Network-Info header nor perform checking of "network-provided" parameter in P-Access-Network-Info header sent by the UE.
-
If the request is received via a TISPAN NASS network a PANI-aware P‑CSCF shall  insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE, as specified in TS 24.229 [8].

-
If the request is received via a 3GPP access, a PANI-aware P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE, as specified in TS 24.229 [8].

-
If the request is received via a Cable access a PANI-aware P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE, as specified in TS 24.229 [8].
The S-CSCF shall determine the authentication scheme associated with a registration request in the following way (This revised contribution reformulates step b to make it clear.): 

The S-CSCF first checks whether an Authorization is present in the registration request. 

a)
If an Authorization is present, and 
There is either an indication from the P-CSCF that the request was received integrity-protected by IPsec (“yes”) or an indication that it was not integrity-protected by IPsec (“no”) then the S-CSCF shall determine that the authentication scheme is Digest-AKAv1 (i.e. IMS AKA). 

b)
If an Authorization is present, and
-- If there is an “integrity-protected” parameter with the value “tls-yes”, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.

-- If there is no “integrity-protected” parameter, and
· if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents Cable, or there is no P-Access-Network-Info header, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.
· if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents TISPAN NASS, then the S-CSCF shall inform the HSS in the authentication request that the authentication scheme is yet unknown and determine the authentication scheme based on the response from the HSS. The HSS returns the authentication scheme appropriate for the IMPI contained in the user name field of the Authorization header.



c)  If no Authorization is present, and
--If the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents TISPAN NASS, then the S-CSCF shall determine that the authentication scheme is NBA; 
--If the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents 3GPP access or there is no P-Access-Network-Info header, then the S-CSCF shall determine that the authentication scheme is Early IMS; 

3 Proposal
It is proposed that SA3 discuss and agree to incorporate the corresponding CR S3a071009 into TS 33.203 Annex P.
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