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1. Overall Description:
RAN2 would like to thank SA3 for the LS on algorithm input and output. RAN2 has reviewed the information provided in the LS and would like to provide a response to the questions raised by SA3. RAN2 would also like to ask some additional questions.
2. Ciphering and integrity protection input parameters:
In general, RAN2 is fine with the proposed input parameters as indicated in S3-070880.

Q.1 Are these parameters sufficient to avoid collisions in input to the encryption and integrity algorithms or if any additional input parameters are required.

RAN2 is not aware of any scenario of collisions in input to the algorithms with the currently proposed list of parameters and hence does not believe that additional input parameters are required to avoid collisions of security input parameters. For further background, please also note the response to Q.3.
Q.2 For the parameters defined by RAN2 and CT1 respectively, what the sizes of these parameters are.

COUNT-I/COUNT-C

RAN2 assumes a COUNT used both for integrity and ciphering with a size of 32 bits. The count comprises of an HFN and an SN. The size of the SN-part is as follows (extract from 36.323 v1.1.3):
TABLE 6.3.2.1 PDCP Sequence number length
	Length
	Description

	5
	Signalling radio bearers

	7
	User plane radio bearers, if configured by higher layers 

	12
	User plane radio bearers, if configured by higher layers


BEARER

RAN2 has introduced the SRB 0 (used for some initial RRC messages), SRB 1 (used for most RRC messages as well as NAS) and SRB 2 (used for high priority RRC messages). RAN2 can confirm that all radio bearers, irrespective if they are used to carry signalling or user data, will use a unique identity. RAN2 has not concluded on the size of the radio bearer identity.

Q.3 At which events are the counters (re-)initialized, and what are the initial values.

RAN2 assumes that upon transition from RRC_IDLE to RRC_CONNECTED the COUNTs are initialised to zero.

Regarding the handling of the counters upon handover, the RAN2 has agreed the following:

· For SRBs, the COUNTs (i.e. both the PDCP SN and the HFN ) are reset to zero in the target eNB,
· For radio bearers carrying user data that use RLC UM mode, the COUNTs are reset to zero in the target eNB,
· For radio bearers carrying user data that use RLC AM mode, the COUNTs (i.e. both the PDCP SN and the HFN) will continue in the target eNB i.e. they are not reset.

In case a procedure is needed to change keys in RRC_CONNECTED, RAN2 has agreed to use a procedure based on intra cell handover. RAN2 assumes the above handling also applies for this handover case.

RAN2 has agreed that the eNB is responsible for avoiding reuse of the COUNT on the same RB with the same KeNB e.g. due to the transfer of large volumes of data. The eNB may e.g. avoid reuse of RB identities upon RB establishment, trigger an intra cell handover or an RRC_CONNECTED-> RRC_IDLE-> RRC_CONNECTED transition.
3. Additional RAN2 questions

RAN2 has the following comments/ questions related to TS 33.abc - Security Architecture, V0.2.0.
3.a) Activation of security
Section 7.2.4 of this TS includes the following statement:
a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

RAN2 would like to inform SA3 that the RAN2 assumption is that both integrity protection and ciphering are configured with one RRC message. This RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. I.e. the response to the message used to activate security is not ciphered, while the subsequent messages used to establish radio bearers are both integrity protected and ciphered. RAN2 would like to verify if this approach is agreeable to SA3.
3.b) KeNB generation

RAN2 has the following understanding about the generation of the KeNB:

· Upon transition from RRC_IDLE to RRC_CONNECTED the MME provides the KeNB to the eNB. RAN2 assumes that in this case the C-RNTI is not used to generate this initial KeNB but that other input parameters may need to be exchanged e.g. an RRC connection counter
· When a handover is performed the C-RNTI is used for the generation of the KeNB for the target eNB
RAN2 would appreciate further clarification on the generation of the KeNB and the (complete set of) input parameters used in the different scenarios.
4. Actions:

To SA3:
ACTION: 
 
1) RAN2 kindly asks SA3 to take the above information into account 
2) RAN2 kindly asks SA3 to also provide answers for the RAN2 questions listed in section 3.
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