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Abstract of the contribution: This contribution starts to provide a list of threats and requirements for the Study Item on H(e)NB Security. 
1 Introduction

SA3 approved a work item to study the security of H (e)NBs. This contribution provides some initial threat and possible security requirements for this work item.
2 Discussion 
For the purposes of this contribution, we have not considered any particular architecture or deployment of H (e)NB, but have tried to consider the situation from a high level to capture the possible security threat and requirements irrespective of the particular deployments. Specifically though, we note that a handover from/to an H(e)NB may imply that the handover involves two administrative domains. 
2.1 Assets in H(e)NB system
The following are the assets that may be vulnerable to an attacker:

  A1. Operator's network

  A2. User data flowing through the H(e)NB

  A3. The H(e)NB itself

2.2 Threats to the assets in H(e)NB system

We have identified the following threats to the above assets.

Operator’s network 

T1.1: A H (e)NB may be used to launch DoS like attacks on the Operators newtrok
T1.2 The Operators network may be vulnerable to theft of service for either traffic inserted at a H (e)NB or between the H (e)NB and network. 

User data flowing through H (e)NB 
T2.1 The user data may be vulnerable to compromise in either the H (e)NB or between the H (e)NB and the Operators network (note: this assume that encryption terminates in the h (e)NB). 

The H (e)NNB itself

T3.1 The physical location of a H (e)NB may make it vulnerable to attack
2.3 Security Requirements
Mutual authentication between the H(e)NB and the operator's network is required to setup a secure channel between the two entities, to

· protect user data flowing via the H(e)NB – provides protection against, T1.1, T1.2 and T2.1. 
3 Conclusion
SA3 are requested to take these notes as baseline for the discussion on H(e)NB security.
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