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Abstract of the contribution:

This contribution considers the open issue of re-keying a KeNB during Active in EPS.
1 Introduction

There is an open issue in SA3 on whether there needs to be a possibility to provide a new KeNB to an eNode B during an Active. This contribution considers this issue. 
2 Discussion
There are several cases when changing the KeNB could be useful. These include the following:
1. A UE may be connected to several eNode Bs during the current Active session. It would only take one of these eNode Bs to be compromised for an attacker to be able to get hold of the user plane keys, i.e. be capable of decrypting the user data or stealing service. In many ways, this reduces the strength of an operator’s eNode Bs to be no better than the “locally” weakest one. Allowing the KeNB to be refreshed from a KASME at the MME could be used by an operator to limit the damage of a compromised eNode B, i.e. by having a policy of when to refresh a KeNB. 
2. An operator may have some of their eNode Bs operated by different third parties. A handover from an eNode B of one of the third parties to an eNode B of another third party means that the mobile is effectively changing security domains, i.e. it is more acceptable for a compromise in the original third party’s eNode to allow access to their other eNode Bs, but it should not allow access to the other third parties eNode Bs. This amount of access could be easily limited by refreshing the KeNB from the KASME at the MME shortly after the handover. This is similar to using the keys provided by an SGSN until an AKA can be run in the handover from GERAN/UTRAN to E-UTRAN. 

In summary, there are some security uses case that would benefit from the capability to refresh KeNB during Active without running an AKA. 

3 Conclusion
The contribution proposes that SA3 design the EPS security to allow the possibility to provide an eNB with an updated KeNB during Active with running AKA. 



















































