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Abstract of the contribution:

This contribution describes a method of calculating P-TMSI signature like parameter for E-UTRAN to U-TRAN/GERAN mobility
1 Introduction

The P-TMSI signature is used to provide a one use authentication of a mobile during Idle mobility in U-TRAN/GERAN systems. The use of a P-TMSI signature like mechanism would also be useful for E-UTRAN to U-TRAN/GERAN mobility. One important issue here is that SA2 are increasing the length of the temporary identity in E-UTRAN, S-TMSI is to be 8 bits longer than the P-TMSI. In order to work with legacy SGSN, the idea is to insert the additional bits of the E-UTRAN temporary identity into the P-TMSI signature field. The loss of available bits in P-TMSI signature field would affect the security of the P-TMSI signature mechanism, if the MME just assigns additional bits to insert into the remaining bits. This contribution proposes a method of dealing with this increased length of temporary identity without affecting the security for an individual mobile.  
2 Proposed solution
In UTRAN/GERAN, the SGSN can provide the UE with both a P-TMSI and P-TMSI signature (the latter is assumed to be sent under an encrypted tunnel). During idle mobility, the UE sends the (new) SGSN its assigned P-TMSI and P-TMSI signature in order to provide a one use authentication of the UE. 
In order to work with a legacy SGSN, E-UTRAN must also provide a method of the UE and MME agreeing on the entries of the P-TMSI and P-TMSI signature field in order to provide the same functionality at idle mobility to UTRAN/GERAN. As noted in the introduction to this contribution, one issue here is that SA2 would like to use 8 bit of the P-TMSI signature field to carry the E-UTRAN temporary identity and hence leave only 16 bits of the P-TMSI signature field available to provide the one use authentication of the mobile. This would result in a reduction of the security of P-TMSI signature method when used with E-UTRAN. 

This reduction of security can be avoided for an individual mobile by defining a method for the MME and UE to agree on a P-TMSI signature with the following properties, the concatenation of the 24 leading bits of S-TMSI and the agreed P-TMSI signature is unique for that MME. This allows the MME to uniquely identify the mobile from if it is presented these values. 
The P-TMSI signature bits can either be sent form the MME to the UE (in a ciphered connection) or calculated from the S-TMSI assigned to the UE and a key held in both the MME and UE. The important fact is that the above property is observed when agreeing the value of the P-TMSI. For the latter method, this may mean the MME needs to check the S-TMSI it wants to assign to the UE generates a suitable P-TMSI signature value (the chance of a bad one is less than 1 in 216).

During idle mobility from E-UTRAN to UMTS/GERAN, the UE sets P-TMSI = leading 24 bits of S-TMSI and also sends the agreed P-TMSI signature. The SGSN forwards these parameters to the relevant MME, which uses them to uniquely identify the UE. 

With this method an attacker targeting a particular UE would need to accurately guess all 24 bits of the relevant P-TMSI signature.   
3 Conclusion
This contribution has proposed a method of providing a P-TMSI signature mechanism for E-UTRAN to UTRAN/GERAN idle mobility that provides the same level of security for an individual mobile as the UTRAN/GERAN method. It is proposed that SA3 accept this as the method for doing this. If so, Qualcomm will provide a pCR to the TS for the next meeting. 



















































