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1 Introduction

In LS R2-074587 RAN2 describes how to determine a paging occasion for UE based on its IMSI. This mechanism requires the IMSI mod K (where K is the number of paging occasions) to be transferred from the MME to the eNB over the S1 interface. RAN2 asks SA3 if SA3 sees any security concerns for signaling a part of the IMSI over the S1 interface.

Note that RAN2 does not plan to use IMSI or any part of the IMSI as identifier in the RRC paging messages that are sent over the air interface.

In LS S2-075795 SA2 informs RAN2 that SA2 plans to use S-TMSI for paging and IMSI in case S-TMSI is not available. SA2 asks SA3 to take their considerations into account.

We suggest that SA3 answers these LSs as proposed in Section 2 and sends the answer to SA2 as well as RAN2.
2 Proposed Reply

SA3 would like to thank RAN2 and SA2 for their LSs. 
SA3 would like to point out to RAN2 that we do not have security concerns with respect to transferring the IMSI mod K to the  eNB over the S1 interface for the purpose of scheduling the paging occasion. 
SA3 came to this conclusion due to the following considerations:

SA3 assumes that the S1 interface will be protected using network domain security, such that the IMSI mod K cannot be obtained by an attacker on the S1 interface. Similarly, the interface between eNBs is secured using network domain security. Therefore transferring the IMSI mod K between eNBs during handover (if planned in RAN2) would also be acceptable. As a consequence, an attacker cannot obtain IMSI mod K when it is transferred from one network component to another.

Note that storing the  IMSI mod K at the eNB is not a threat as even is K is at its maximum (5120) there are still at least 1010  IMSIs that lead to the same value of IMSI mod K such that it is still hard to guess the IMSI from IMSI mod K. In addition, a compromise of an eNB would have far more serious consequences than obtaining the IMSIs mod K for the connected UEs. For example traffic insertion and eavesdropping on all UE initiated and terminated traffic would be possible if an attacker could control an eNB. 
SA3 would, however, like to point out to SA2 that the IMSI should not be used as identifier in the RRC paging message sent from eNB to UE over the air interface unless there is no other temporary identifier available. Also the IMSI should only be provided to eNB in case there is no temporary identifier available. I.e. the IMSI should be included the paging message sent from the network to the eNB only if no temporary identifier is available. The eNB should use the IMSI as identifier in the RRC message only if it was used in the paging message received by the network such that the IMSI is available in eNB no longer than necessary. Also, if the IMSI is used for paging, UE should run the attachment procedure to the network again, such that UE obtains a new S-TMSI before the next paging.  
3 Conclusion

We suggest that SA3 agrees to the answer given in section 2 and replies to RAN2 and SA2 accordingly. 
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