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Introduction
In idle mode mobility from eUTRAN to GERAN/UTRAN the new SGSN requests UE’s security context from the old MME. This security context request from the new SGSN needs to be authenticated and authorized in the old MME. 

Based on an LS from SA3 to SA2 (see S3-070904), SA3 needs to define NAS level security for the ‘P-TMSI signature’ field on GERAN/UTRAN side to the eUTRAN. The LS states:

"MME and UE may pre-allocate an S-TMSI signature (e.g. a cryptographic parameter using NAS security) or generate it on the fly (e.g. S-TMSI integrity protected with NAS keys) for the eUTRAN to UTRAN RAU. SA3 will evaluate the possible solutions and select one." 
In this contribution we compare different alternatives and propose to adopt one.
Discussion

Option-0: Provisioning (not considered for eUTRAN)
‘P-TMSI signature’ usage in GERAN/UTRAN is an example of provisioning. There the serving SGSN optionally creates the P-TMSI signature and provides it to the UE along with the allocated P-TMSI. For eUTRAN, this option is not considered due to the fact the P-TMSI signature may be transferred towards the UE via an unciphered connection. Further described options do not have this disadvantage.

Option-1: Pre-allocation

In a pre-allocation alternative both UE and MME create a so-called one-time token (called NAS-token further) on the eUTRAN side e.g. when S-TMSI is (re-)allocated, new NAS keys are negotiated, or when UE receives first protected NAS downlink message from the MME after attachment to eUTRAN (compare to Security Mode Command). 
When the token is created at specific trigger points the needed parameters are known and synchronized in both end points (UE and MME). Both MME and UE store the NAS-token for possible use in GERAN/UTRAN and delete or re-allocate it once it has been used. 

Option-2: On-the-fly generation

Since both UE and MME have synchronized NAS security contexts, it is possible to generate a NAS-token on-the-fly. In this case the UE creates the NAS-token e.g. by calculating a MAC over some known parameters e.g. the S-TMSI. Both UE and MME can generate the NAS-token on-the-fly when needed. However, in case the NAS uplink (or downlink) COUNT (HFN+SQN) is used as an input parameter, care must be taken that both endpoints use the same COUNT value to calculate the NAS-token. Neither UE nor MME have to pre-allocate and store the NAS-token in the memory.
NAS-token derivation

Deciding what the contents are over which the signature should be calculated may not be necessary. Instead we can define key derivation function input parameters to define a temporary or a one-time key which can be transported within the ‘P-TMSI signature’ content. 
Examples on how the pre-allocated or on-the-fly generated NAS-token could be created in UE and MME are shown below:

a) NAS-token = KDF(KASME || S-TMSI || “NAS-token”)
b) NAS-token = KDF(KNASint || KNASenc || S-TMSI || ”NAS-token”)
c) NAS-token = KDF(KASME || NAS downlink COUNT || ”NAS-token”)
The same KDF can be used as for the other key derivations in eUTRAN. Using S-TMSI may not be needed in all cases as the NAS-token is in the UE’s security context identified with the S-TMSI.
NAS-token freshness must be guaranteed to avoid replay attacks. It is clear that neither KASME nor NAS keys will change in every idle mode mobility procedure between GERAN/UTRAN and eUTRAN. Also, it is not clear if S-TMSI will change in every GERAN/UTRAN to eUTRAN handover (note also that eUTRAN may cache the security context and thus also the S-TMSI). Thus, using the example formulas a) and b) are not actually providing NAS-token freshness in the way it is required. 
Alternative c provides NAS-token freshness by using the NAS downlink COUNT which changes within every NAS level (downlink) message exchange. NAS uplink COUNT is not a good alternative as the first NAS level uplink message may not be protected by the UE. Thus, for the NAS-token allocation the first protected downlink messages from MME to UE can be used to create the NAS-token e.g. Attach Accept or TAU Response. Actually the NAS-token could be refreshed every time UE gets these messages in eUTRAN. Note that SMC is not always sent, e.g. in case the keys are cached on the eUTRAN side.
Proposal

We propose to use pre-allocated one-time NAS-token to avoid any problems related to synchronisation of input parameters between UE and MME.
We also propose to use the NAS-token KDF option described in case c: NAS-token = KDF(KASME || NAS downlink COUNT || ”NAS-token”).
We propose to send an LS to SA2 to inform about the solution for ‘P-TMSI signature’ usage in eUTRAN to GERAN/UTRAN EMM-IDLE mode mobility (UTRAN RAU) and ask if TAU Response and Attach Accept messages are suitable downlink message events for the NAS-token calculation.
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