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Introduction
This contribution clarifies the Editor’s note in section 7.2.3 in TS 33.abc v0.2.0 about C-RNTI binding with the keys and also proposes a unification scheme to the key derivations handled in different cases for the eNB, which receives the UE’s security context. The attached pCR also proposes to clarify the “fails continuously” issue identified in the RAN2 LS (R2-074549).

Discussion

C-RNTI binding

TS 33.abc v0.2.0 has an Editor’s Note in the section 7.2.3 on E-UTRAN key lifetime stating: 

Editor’s Note: The above clause needs to be clarified on whether the C-RNTI is used on KeNB level(derivation from  KeNB*  ) or in order to generate RRC and UP keys from KeNB
However, the TS 33.abc also states in section 7.2.7 on key handling during handover that the C-RNTI is bound to the KeNB*:

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.

The rationale to bind C-RNTI with the KeNB* and not with the RRC/UP keys is that by adding C-RNTI binding to the KeNB key chain it will add randomness to the key chain itself. Otherwise going forward in the key chain is trivial for the attacker if it knows the KeNB (guessing or knowing the number of handovers). But, when the C-RNTI is bound in each step of the key chain, attacker needs to know all C-RNTIs used in the key chain. The longer the key chain is and the less the attacker knows the used C-RNTIs, the harder it is for the attacker to do a brute force attack by going through all possible C-RNTI combinations. Note that key chain path alternatives grow exponentially with the number of nodes in the key chain.

The length of the C-RNTI is only 16 bits, which means that key chain randomness increases slowly (e.g. with 3 key derivations, attacker has to try (2^16)^3 alternatives at maximum). If a more rapid randomness property increase is needed, target eNB could provide additional random bits along with the C-RNTI to the source eNB and to the UE via the HO Command (S3-070511). However, this increases message lengths and the possibility of key derivation errors due to the over-the-air bit errors for the RAND (see also the analysis in S3-070814). 

For cases where real forward security is needed for EMM-CONNECTED mode UEs, running key-change-on-the-fly is needed. This is because regardless of the randomness parameter property the source eNB will always know the target eNB key as it knows the C-RNTI and RAND. Thus, perfect forward security is not achieved by adding more random bits. Also there is no forward security for a passive attacker that can intercept all the UE’s traffic. Also, SA3 has not so far decided to have a requirement for perfect forward security. Backward security for KeNB handling was decided to be supported as the cost is neglible compared to the security gain (perfect backward security in the limits of one-way hash functions). Also, binding the key chain with the C-RNTI comes almost for free, but gives free weak forward security for cases, where attacker is not able to intercept all traffic of the UE. However, we do not see any need to improve this key chain randomness property in eUTRAN. C-RNTI binding works well also with RLF (Radio Link Failure) cases, where the C-RNTI is not pre-allocated via the normal HO procedure.
Key handling within different eNB handovers

As with intra-eNB and intra-cell handovers (TS 36.300) it is beneficial to apply the same key management mechanism as with inter-eNB handovers both from key management simplicity point of view and security perspective (makes the key chain longer). There is no hard requirement to change the C-RNTI during intra-cell handover as the attacker may not know if UE used the same C-RNTI twice or if there were two different C-RNTIs.

KeNB handling unification

The current TS 33.abc v0.2.0 has the following key handling for the eNB, when it receives the KeNB for the UE.

1. In handovers, the source eNB sending UE’s security context derives KeNB* = KDF(KeNB)
2. Receiving eNB:

a. In case of idle to active state transition, MME provides KeNB for the serving eNB. Then eNB derives RRC and UP keys from the new KeNB.

b. In case of handover (s1, x2) target eNB binds the received KeNB with C-RNTI to get a new KeNB. Then eNB derives RRC and UP keys from the new KeNB.

Instead of separating these two cases by using the C-RNTI only in the handover case, the eNB could always do the C-RNTI binding so that the two cases for the receiving eNB can be the same (i.e. handovers including intra-eNB handovers, and state transitions). Thus, we could then write the following rules:

1. In handovers, the source eNB sending UE’s security context derives KeNB* = KDF(KeNB)
2. eNB receiving the UE security context in handovers (including intra-eNB handovers) and state transitions, derives new KeNB = KDF(received KeNB || C-RNTI). The C-RNTI is allocated by the receiving eNB for the UE. RRC and UP keys are derived from the new KeNB.
Thus in both cases, the C-RNTI is used and the RRC and UP keys are derived from a KeNB’ that was computed in the same way. Note that the C-RNTI is allocated by the target and the serving eNB respectively. 
Clarification of ciphering integrity failure

There was some interpretation problem by RAN2 of the “fails continuously” (see LS R2-074549) and the current TS text also refers to UP keys, which should not be the case. Thus, we propose to update the wording as follows in the pCR in the end of this contribution.

Proposal

We propose to replace the Editor’s Note in section 7.2.3. with a reference to section 7.2.7 and improve the wording. 

We also propose to update the key derivation functions to unify handovers with state transitions in section 7.2.7.

We also propose to clarify the “fails continuously” text on the TS as described above (as response to the LS from RAN2 R2-074549).

pCR to TS 33.abc

================ 1st change ================

7.2.3
E-UTRAN key lifetimes

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but fresh RRC and UP keys are derived based on a fresh KeNB, which is bound to certain dynamic parameters (like C-RNTI) and fresh key derivation parameter(s) in state transitions (like NAS uplink COUNT). This results as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions (see section 7.2.7 for key handling in handover, and section 7.2.5 for Key handling in idle-to-active and active-to-idle transitions). The KeNB shall be deleted in the eNB while UE is in EMM-IDLE mode.

If RRC keys are corrupted (e.g. RRC level deciphering and or integrity protection check fails repeatedly on the receiver side beyond some retransmission threshold, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 
In case KASME is invalid, a KSIASME with value "111" shall be sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful AKA authentication.
7.2.4
Security mode command procedure and algorithm negotiation
================ 2nd change ================

7.2.7
Key handling in handover
Editor’s Note: cf. TR 33.821, sections 7.4.12. This subsection also includes considerations on key derivations.

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, idle-to-active state transitions, detached-to-active state transitions, and idle mode mobility.
RRC and UP keys are refreshed during all intra- and inter-eNB handovers. In case of intra-eNB handover, source and target eNBs are the same. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key. Key derivations on this step are outlined below.

· In handovers, the source eNB sending UE’s security context derives KeNB* = KDF(KeNB)
· eNB receiving the UE security context in handovers (including intra-eNB handovers) and state transitions, derives new KeNB = KDF(received KeNB || C-RNTI). The C-RNTI is allocated by the receiving eNB for the UE. RRC and UP keys are derived from the new KeNB.
At least the target eNB selected algorithm identifiers and the key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below.

· “RRC ciphering” for RRC ciphering key derivation

· “RRC integrity” for RRC integrity key derivation

· “UP ciphering” for UP ciphering key derivation

Editor’s note: It is FFS if character string formats are to be used or if for example a certain bit strings are reserved for the purpose identifiers.

7.2.8
Key-change-on-the fly
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