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Vodafone proposes to add a new section on S1/X2 interface security to TR 33.821 as follows:
**** start of changes ****

8.3
Network Domain Security Evolution

(From S3-070760)
TS 33.210 provides an overview on how IPsec/IKE shall be used for protection of signalling protocols between two core nodes. Signalling traffic going outside or entering a security domain needs to pass a Security Gateway (SEG). Starting from Rel-4, IPsec tunnel mode was selected as the only IPsec mode. At SA3#48, a CR was approved allowing the use of IPsec in transport mode within a security domain, but at the same time not mandating the implementation. 

As the amount of free IPv4 addresses is getting shorter and shorter, and may exhaust within a few years, the deployment of IPv6 capable nodes will increase which alleviates the need to use NATs (and smaller security domains). When transport mode can be used within a security domain, then it has an advantage over tunnel mode due to the smaller IPsec header overhead
. This overhead consideration is in particular interesting where IPsec needs to be used to protect user data of smaller packet size and without cross-border firewalling/inspection requirements. 

Proposal-1: Mandate the support of IPsec Transport mode on particular interfaces that need to handle lots of data i.e. S1_U and X2-interface for LTE. 

This could be performed by adding a separate chapter or an Annex to TS 33.210 

With regard to the key management protocol IKEv1, only pre-shared keys support is needed in 3GPP Rel-7. Certificate based IKE authentication is included in TS 33.310 but only between Security Gateways and thus not for use on intra-security domain interfaces. The introduction of TS 33.310 contains following introduction text related to this:

"In the case of NDS/IP this Specification concentrates on authentication of Security Gateways (SEG), and the corresponding Za-interfaces. Authentication of elements in the intra-operator domain is considered an internal issue for operators. This is quite much in line with [1] which states that only Za is mandatory, and that the security domain operator can decide if the Zb-interface is deployed or not, as the Zb-interface is optional for implementation. However, NDS/AF can easily be adapted to intra-operator use since it is just a simplification of the inter-operator case when all NDS/IP NEs and the PKI infrastructure belong to the same operator. Validity of certificates may be restricted to the operator's domain."

In the light of more dynamically changing networks configurations as we expect for the interconnection of E-UTRAN with the EPC, the use of IKE certificates with automatic enrolment seems advantages also for intra-domain usage. 

Proposal-2: Mandate the support of IKE certificates with automatic enrolment on these E-UTRAN and EPC nodes that need to handle lots of interconnections i.e. S1 and X2 interfaces for E-UTRAN.

The requirement could be added to TS 33.abc or to RAN Specification while TS 33.210 does not refer to certificate support and TS 33.310 does not list specific interfaces.

Proposal-3: Extend TS 33.310 such that it explicitly covers the use of certificates within a security domain.

Another evolution is the use of IP multicast on particular reference points for user or signalling traffic. In particular the use of IP multicast on user data saves processing power in the source node. As described in the LS S3-070618 on "security for the eMBMS architecture" to RAN3, a particular usage may require the support of a recent IPsec RFC i.e. RFC4303 than currently required by TS 33.210.

Proposal-4: Extend TS 33.210 to include protection of multicast traffic for particular interfaces/usages.

Add a specific chapter(s) on the support of security solutions for protecting Multicast data. Add an Annex if specific interfaces shall follow these requirements.
8.4 S1/X2 reference point security

The backhaul transmission link carrying traffic and signalling to/from the eNB over the S1and X2 reference points may be vulnerable to external attack, particularly due to the fact that radio interface encryption terminates in the eNB. Therefore mechanisms shall be available to encrypt and authenticate the user traffic, signalling and management data carried over this link. In addition, the following requirements are identified:

· The mechanisms to secure the S1 and X2 interfaces shall be bandwidth efficient. 
· It shall be possible to re-use the mechanisms to secure the S1 and X2 interfaces to secure backhaul link communications associated with other types of 3GPP and non 3GPP radio technologies that may be supported at the base station site.
· The mechanisms to secure backhaul link communications, particularly the key management part, shall be designed such that they can be easily extended or modified to support the specific requirements when base stations are installed in customer premises (cf. H(e)NB security study item).
8.6
S6a Reference Point Security
(From S3-070731)
Subscription and authentication data is transferred over S6a. That data is valuable for the operator, and the operator needs be able to trust the data. The data is also valuable from subscriber point of view, e.g. for privacy reason. In order to ensure that the data transported over S6a is trustworthy and kept out of reach from 3rd parties, the following security requirements are assumed:

1. The confidentiality of the S6a messages shall be ensured

2. the integrity and replay protection of the S6a messages shall be ensured

3. Mutual authentication of the communicating entities shall be ensured

4. If proxies are used on S6a, then the requirements 1-3 shall apply on each hop. 


In further discussion, S6a security is considered using the concept of security domains as a starting point. The following scenarios need to be considered:

1. The MME and the HSS both reside in the same security domain




In this scenario, it is the responsibility of the security domain operator to enforce a security policy that will 



ensure confidentiality, integrity and mutual authentication. This could be achieved for example by physical 



means, or by enforcing a suitable security protocol.

2. The MME and the pre-rel8 HLR reside in the same security domain



This scenario is analogous to scenario 1, and the same security considerations apply.
3. The MME and the HSS reside in different security domains


In this scenario, adequate explicit protection mechanisms need to be put in place to protect the traffic. Two options are possible. The first option is that the MME and the HSS have a (secured) direct connection between each other. The second option is that the MME in security domain A communicates (securely) with a proxy in security domain B. The proxy would then further communicate with the HSS in security domain B, with adequate protection in place between the proxy and the HSS. If there would be several proxies on the path, then adequate protection should be in place on each hop as assumed by requirement 4 above.

4. The MME and the pre-rel8 HLR reside in different security domains




This scenario is analogous to scenario 3, and the same security considerations apply.

The protection mechanisms are aready present in the 3GPP specifications.
**** end of changes ****















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































� Transport bandwidth will be a scarce resource for quite some time, as long as there will be eNBs which are not connected by fiber.





