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1 Introduction
Both SA2/SA3 and CT1/CT4 has raised requirements to certify by IMS entities the P-Access-Network-Info (PANI) header. This header may be inserted by either the UE or the P-CSCF. However, currently the value inserted by the UE in the P-Access-Network-Info header may not be considered as trusted information by the IMS.
This contribution will give some proposes on how to solve this issue related to security.

2 Discussion

2.1 Background of issue
Several WGs in 3GPP has raised requirements which are ralated to security issues to certify by IMS entities the P-Access-Network-Info header:
· Recently SA2 provide several use cases in S2-073617 to denote the need to certify by IMS entities the “access network type” information used by an IMS UE:
1. an IMS AS (e.g. Instant Messaging) may use the “access type” (e.g. 3GPP, fixed access) to apply proper charging;
2. IMS may certify the access type used by the terminating party to apply the correct termination fee;
3. The P-CSCF may use the “access type” information (e.g. 3GPP, TISPAN) to trigger the proper Authentication Procedure at the S-CSCF.
The “access network type” is conveyed in P-Access-Network-Info header which may be inserted by either the UE or the P-CSCF. However, currently the value inserted by the UE in the P-Access-Network-Info header may not be considered as trusted information by the IMS. So a requirement in the document S2-073835 has been approved by SA2:

“Ensure that the SIP messages received from the UE to the SIP server (e.g. S-CSCF) contain the correct or up‑to‑date information about the access network type currently used by the UE, when the information is available from the access network.”
· Recently CT1/CT4 has created a new WI (C1-073137/C4-072031) in last meeting to address NBA (NASS Bundled Authentication) related issues, e.g., NBA fraud attack:

“Preventing fraud attack is an important related aspect of this WID that CT1 must implement in the protocol based on the SA3 requirements.”
This attack may happen when a malicious UE populates the PANI header with false “location” information in 
registration requests and send it to a legacy P-CSCF which forwards transparently to the S-CSCF. Hence, the 
S‑CSCF could receive a PANI header with false “location” information inserted by the UE.
· Last year SA3 agreed to solve the issues of “coexistence between TISPAN and 3GPP authentication schemes” based on the PANI header as described in TR 33.803, which also require that the S-CSCF shall know the information in the PANI header is trustful by some means.
In summary, the common security issue is raised:
How does the P-CSCF ensure the information in the PANI header can be trusted by other IMS entities (e.g. S-CSCF)?
2.2 Possible solutions
During the discussion in several SA3 meetings last year, two solutions are provided in TR 33.803 section 6.3:
· Configuration-based solution:

The S‑CSCF shall be configured in such a way that it knows which P‑CSCFs are TISPAN-aware, according to section 6.1. The S‑CSCF knows the P‑CSCF which forwarded the registration request from the Via header.
NOTE 1:
Both EIS and NBA require the P‑CSCF to be in the home network. This may help in realising the configuration-based solution.
But this solution is foreseen to have the following shortcomings: 
1) Less flexibility
The operator has to reconfigure the S-CSCF, whenever any P-CSCFs’ are modified, removed or added in the network.
2) Restriction
This solution can work under the assumption that the P-CSCF is always within the HPLMN. However, the PANI header may also be used for other purposes (e.g. case 1 as described in section 2.1), where this assumption may not stand. 
So a uniform security solution shall be worked out to meet all these requirements.
· Protocol-based solution:

NOTE 2:
A protocol- based solution may be added in a future release of this specification. In such a solution, a TISPAN-aware P‑CSCF could include an indication about its capability to handle the "P-Access-Network-Info" header correctly, according to section 6.1, in an appropriate header field.

A P-Visited-Network-ID (PVNI) based solution is introduced in 11tTD120r2 (included in LS S3-060758). The basic idea is: “
When inserting or updating the PANI header, the P-CSCF also adds some special pre-provisioned string (e.g. “network-provided” or some other string) at the end of the PVNI header (e.g. “Visited network 1”, “network-provided”) to indicate that the P-CSCF has the capability to handle the PANI header. This special pre-provisioned string can be any appropriate text strings or token that can be known by both the P-CSCF and the home network. Thus the S-CSCF can trust the PANI header based on the presence of this special pre-provisioned string in the PVNI header.
Notes: The legacy P-CSCF will not be able to add this special pre-provisioned string.”
The same mechanism can be used when the PANI header is used for other purposes than authentication.

This solution seems feasible because:
1) It can be naturally and easily extended to be reused for this purpose.
It is stated in RFC3455 section 4.3.2 (Usage of the P-Visited-Network-ID header) that

“The P-Visited-Network-ID header field is used to convey to the registrar or home proxy in the home 
network the identifier of a visited network. The identifier is a text string or token that is known by both 
the registrar or the home proxy at the home network and the proxies in the visited network.”
2) It can prevent the UE from malicious manipulation.
The PVNI header is mandatory for the P-CSCF, and SHOULD NOT be inserted by the UE.

As stated in RFC3455 section 4.3.2.1(Procedures at the UA) that “User agent clients SHOULD NOT 
insert a P-Visited-Network-ID header in any SIP message.”, this implies that the P-CSCF should handle 

it as an error case if the PVNI header is introduced by  UE.
Also from our understanding the PVNI header will be used by home network entities (e.g. HSS) to 
judge whether user can be allowed roaming based on the roaming agreement. If user can manipulate this 
header but not checked by the P-CSCF, the roaming restriction will be easily overridden. That is not 
what operators want.  This also implies that the P-CSCFs (both Rel-8 and Pre-Rel-8) should handle it as 
an error case if the PVNI header is introduced by UE and should do some sanity handling, e.g. 
removing it.
So the S-CSCF can trust the PVNI header and consequently trust the PANI header based on the 
presence of this special pre-provisioned string in the PVNI header, and thus prevent NBA fraud attack.
3) It doesn’t necessarily involve IETF.
This special pre-provisioned string in the PVNI header can be any text strings or token that can be known by both the P-CSCF and the home network.
In non-roaming case, this special pre-provisioned string can be defined within an operator network.
Even in roaming case where the PANI header may be used for other purposes, e.g. case 1 in section 2.1, this special pre-provisioned string can be defined by the roaming agreement between the visited network operator and the home network operator. 

So 3GPP can define the usage of PVNI and doesn’t necessarily involve IETF.

4) It is much more flexible 
All the above mentioned shortcomings can be avoided compared to the configured-based solution.
Unfortunately, because there is no enough time to discuss this solution in Rel-7 time frame last year, SA3 finally concludes that configuration-based solution can be a short term solution, but protocol-based solution as the long-term solution can be worked out in future release. 
3 Conclusion and proposal
As now TISPAN has transferred its common IMS parts including NBA to 3GPP Rel-8, SA3 and CT1 shall co-operate to work out a protocol-based solution to prevent NBA fraud attack. Since the protocol-based solution is related to stage-3 and shall be decided by CT1 finally, it is proposed that SA3 sends LS to CT1 to:

1) Ask them to work out a protocol-based solution for NBA fraud attack in Rel-8 timeframe. And,
2) Include SA3’s comments on the PVNI-based solution from security point of view and ask CT1 to evaluate it from other aspects whether this solution is feasible. ]
4 Reference

1) S2-073617  “P-CSCF awareness of access network type”
2) S2-073835  “P-CSCF awareness of access network type”
3) TR 33.803    “Coexistence between TISPAN and 3GPP authentication schemes”
4) C1-073137  “Proposed WID: NASS Bundled Authentication”




















































































5
2

