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Introduction
The delivery confirmation procedure as described within S4-040521 cannot be used for reliable reception based charging as a user may intentionally refrain from invoking that procedure to avoid getting charged. This contribution proposes to remove that indicated sentence from the SA4 TS.

Using a post delivery function for charging ?

The delivery confirmation procedure as described within S4-040521 cannot be used for reliable reception based charging as a user may intentionally refrain from invoking that procedure to avoid getting charged. The SA3 TS 33.246 contains with this respect the following related threats in Annex B.1.1:

B.1.1
Unauthorised access to multicast data

A1: Intruders may eavesdrop MBMS multicast data on the air-interface. 

A2: Users that have not joined and activated a MBMS multicast service receiving that service without being charged.

A3: Users that have joined and then left a MBMS multicast service continuing to receive the MBMS multicast service without being charged.

A4: Valid subscribers may derive decryption keys (MTK) and distribute them to unauthorized parties. 

NOTE: 
It is assumed that the legitimate end user has a motivation to defeat the system and distribute the shared keys (MSK, MTK) that are a necessary feature of any broadcast security scheme.
The description of the delivery confirmation function within Clause 6.3.2.2 (see extract below) does not contain any information that is sent back to the UE that is essential for User service rendering at the Client. Such information is for instance an MBMS key that is needed to decrypt the received MBMS User data. If reception based charging is to be performed then it shall be aligned with Key Requests. For a streaming type of MBMS user service it is essential that the UE has the decryption key available as the data rendering has to be performed in real time. For a download type of MBMS User service it is possible to postpone the decryption key delivery and combine it with a post delivery procedure such as the file repair request. Only in that way the reception based charging can be performed reliably.  
Extract S3-040521 (3GPP TS 26.346v0.0.5-SA4#32) with proposed changes

6.3.2.2
Delivery confirmation procedure
Following successful reception of content whether through MBMS-bearers only or using both MBMS and point-to-point bearers, a delivery confirmation procedure can be initiated by the UE to the BM-SC.

The UE shall be able to confirm the reception and successful delivery of content. If the BM-SC provided parameters that require delivery confirmation then the UE shall confirm the content reception. 
NOTE: The delivery confirmation procedure cannot be used for reliable reception based charging as the user may refrain from invoking that procedure in order to avoid getting charged.

  
Using the parameters provided by the BM-SC, the UE randomises the time at which the delivery confirmation procedure is initiated. This can be used to spread the load of numerous confirmations from multiple MBMS receiving UEs.

If delivery confirmation is requested for statistical purposes the BM-SC may provide confirmation probability parameters setting the probability at which a UE would confirm reception. The BM-SC provides the probability range parameter and a confirmation probability parameter. The UE generates a random number within the probability range. If the generated random number is smaller than the confirmation probability than the UE confirms delivery. If the randomly generated number is larger than or equal to the confirmation probability than the UE does not confirm reception.
NOTE: The BM-SC obtains an implicit successful delivery confirmation if the UE has initiated a successful file repair request procedure. In that case the UE does not need to invoke an additional delivery confirmation procedure.







































