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1. Introduction

The contribution from Ericsson in SA3#34 [S3-040557] discusses protection of downloaded objects in MBMS, in which S/MIME and XML protection are considered. In this paper, we present an alternative approach based on OMA DRMv2 Discrete Content Format [OMA-DCF].

2. Previous work

It has been agreed that FLUTE/UDP [FLUTE] will be used as the transport for MBMS download. In [S3-040557], it is pointed out that protection of the FDT (File Description Table) in FLUTE is important, but has not been considered previously. Since the FDT is specified as XML-schema, it is proposed that XML-encryption and XML-signature can be used to provide confidentiality and integrity protection respectively.

It is mentioned that the XML-signature can cover also the downloaded object, thereby providing integrity protection to the downloaded object as well.

The paper then discusses using S/MIME and XML security for protection of the downloaded objects. The reason of proposing XML encryption of the downloaded objects is that if XML-signature is already used to provide integrity protection of the downloaded objects, it seems natural to use XML encryption for confidentially as well.

3. OMA DRMv2 DCF Format

We believe that even if integrity protection is provided by the XML-signature of the FDT, confidentiality of the downloaded object can still be provided by other means, not necessarily using XML technology. One alternative is to use OMA DRMv2 content format. 

The reason for considering the use of OMA DRMv2 content format for downloaded object protection is an attempt to re-use software/hardware components in the terminals. If OMA DRMv2 content format is adopted, the same DRM agent can be used to handle MBMS downloaded objects.

For downloaded content, OMA DRMv2 defines the Discrete Content Format (DCF), which is specified in [OMA-DCF]. The DCF format, copied from the specification, is shown in Figure 1. A DCF object is encrypted with a Content Encryption Key (CEK) using symmetric key mechanisms. The DRM agent at the terminal, after receiving the DCF object, is supposed to acquire the Rights Object (RO) from the RightIssuer (specified in the RightIssuerURL in the Common Headers). To use only the content format in MBMS, no RO is required. Therefore it needs to be specified in the standard how to indicate that the object is MBMS protected (e.g. re-using the RightIssuerURL), in which case the DRM agent should not attempt to acquire the RO, but rather should use the corresponding MTK for decryption.
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Figure 1 OMA DRMv2 DCF Format.

The definition of the common headers is described in Section 5.2.1 of [OMA-DCF], and is repeated here:

aligned(8) class OMADRMCommonHeaders extends FullBox('odhe', version, 0) {


unsigned int(8)
EncryptionMethod;
// Encryption method


unsigned int(8)
EncryptionPadding;
// Padding type


unsigned int(64)
PlaintextLength;
// Plaintext content length in bytes


unsigned int(16)
ContentIDLength;
// Length of ContentID field in bytes


unsigned int(16)
RightsIssuerURLLength;
// Rights Issuer URL field length in bytes


unsigned int(16)
TextualHeadersLength;
// Length of the TextualHeaders array in bytes


char


ContentID[];

// Content ID string


char


RightsIssuerURL[];
// Rights Issuer URL string


string


TextualHeaders[];
// Additional headers as Name:Value pairs

}

Note that the EncryptionMethod defines how the encrypted content can be decrypted. Currently, strong encryption mechanisms of AES-CBC and AES-CTR are supported. 

FLUTE carries MIME objects. OMA DRMv2 specification has already defined the MIME type for DCF objects as: 

application/vnd.oma.drm.dcf

Therefore DCF objects can be carried by FLUTE smoothly. 

For integrity protection in DRMv2, a hash of the object is embedded in the RO. For MBMS, RO is not required. Integrity protection of the object can be provided by the XML-signature of the FDT as suggested in [S3-040557].

Figure 1 also shows the amount of overhead added to the original content. As the header information is mostly binary, it should be rather compact (it is around 70 bytes plus some variable-length fields). This may be an added advantage compared to the use of XML encryption.

4. Conclusion

This paper discusses the possibility of using OMA DRMv2 DCF data format for MBMS download protection. This allows the DRM agents in terminals to be re-used for MBMS, thereby reducing the complexity of the terminals. The overhead added by the DCF format is also minimal. However, it needs to be specified that for MBMS downloaded objects in DCF format, the DRM agent should not attempt to acquire the RO, but should decrypt the content using the corresponding MTK. 
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