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1. Introduction

Delivery confirmation allows an operator to verify that specific content has been delivered to the user. It is also possible for the operator to then charge the user for the received content or to take corrective actions for those users that could not receive the content.

TS 22.246 section 5.3 is quoted here for reference:

For some MBMS user services it is required that the operator can verify that the content conveyed by the service has been received by the UE. 

The UE shall provide a secure means to provide such delivery verification transmitted over a point-to-point connection to the home/visited network.  This delivery verification may be relayed to the service provider.

Allowing for verifiable delivery confirmation is an important feature in allowing operators to deliver and then charge for data delivery and in taking further actions for those users that could not receive the data. Verifiable delivery confirmation is further considered in this contribution.

2. Discussion
In implementing a delivery confirmation mechanism it is expected that a UE would receive the data over MBMS bearers with the possibility of point-to-point repair. Once the data has been completely downloaded by the UE the UE would acknowledge the reception to the BM-SC. 

This scheme could be used to charge the user for receiving the data or content. But beyond that this scheme is important in allowing the operator to take corrective action in trying to deliver the content to the end-user. As an example a messaging service delivers the content via MBMS bearers and then through point-to-point repair. But some of the mobiles may be switched off, out of MBMS coverage, in a data session, voice or video call or roaming. These UEs will not be aware of the MBMS transmission and will not get the content. By having a verifiable delivery confirmation the operator could deduce the list of UEs that did not get the content and deliver it over alternative means.

One of the immediate concerns with the delivery confirmation procedure is that an application running on the UE would receive and consume the data without confirming the delivery. This would allow a user to receive the data without being charged. This concern is clearly relevant to those UEs that have managed to receive the complete download through an MBMS bearer. But even partially successful downloads are in many cases useful or valuable and a user looking to be exempt from the associated charge may choose to fix his MBMS receiver so that reception is not acknowledged or repaired.

In order to ‘force’ acknowledgement of reception a scheme whereby the deciphering keys are distributed with the confirmation is suggested. In this scheme the BM-SC ciphers the download data and then distributes it using MBMS. Those UEs that could not receive the full data can then use point-to-point repair. The complete download would be received and stored on the UE, ciphered. The MBMS receiver would then confirm the delivery and receive a deciphering key, which allows it to access the original data.

It does not seem that the security procedures described in TS 33.246 are tied in any way to a specific point in time with regards to data delivery. It is therefore possible that a repeat of the authentication procedure and then a MIKEY key distribution procedure after data delivery may provide a solution. In this case the authentication and/or the key update is delayed until after the data delivery instead of prior to data delivery.

3. Proposal
It is proposed to consider verifiable delivery confirmation as a requirement and to continue work on technical specification based on the scheme described in section 2. 





























