3GPP TSG SA WG3 (Security) FS_NSA Ad Hoc Meeting #16	  S3c0004
8 March 2017, Conf Call – Goto Meeting	
	
3GPP FS_NSA conference Call#15 Draft Agenda
Call details are at the bottom of this document.
Agenda
1. Opening of meeting
The call is held on Wed, Mar 8, 2017 15:00 PM - 16:30 PM CET.
Tim Evans (Vodafone) chairs the conf call and takes notes. 
2. Agree agenda of this meeting

3. Discussion of documents submitted to this conference call

	S3c0002
	Updating solution #7.14 “Privacy protection of permanent or long-term subscription identifier using ABE”  
	TIM
	Alec: wording od perfect anonymity
Huawei: How the attributes are used to secure the long term identifier?
VF & Nokia: Does there need to be a global trust authority?  (TIM: Public distributed key)
Chair: The mechanism / use of distributed Keys  should be made much clearer
KPN: please explain in more detail what happens if one of the public keys becomes compromised and how to prevent that the old key is used.  
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4. Evaluations and questions

	Section
	Evaluation Completeness
	Conclusion
Completeness
	Questions
Completeness
	Comments

	Security area #1: Architectural aspects of Next Generation security
	Partially complete
	none
	
	Huawei will have contributions on conclusion.

	Security area #2: Authentication
	Mostly complete
	none
	
	Huawei will have contributions on evaluations for non AKA based auth and questions.

	Security area #3: Security context and key management
	Partially complete
	none
	
	Evaluation for security context sharing.


	Security area #4: RAN security
	Partially complete
	Partially complete
	
	

	Security area #5: Security within NG-UE
	complete
	none
	
	

	Security area #6: Authorization
	none
	none
	
	

	Security area #7: Subscription privacy
	Partially complete
	none
	
	Docs available for SA3 86bis – Vodafone.
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Huawei will submit evaluation for Identity based encryption solution,  MASA and privacy.

	Security area #8: Network slicing security
	none
	none
	
	Huawei submit conclusion.
Gemalto will submit document in this area.

	Security area #9: Relay security
	No solutions
	none
	
	

	Security area #10: Network domain security
	Partially complete
	none
	
	

	Security area #11: Security visibility and configurability
	none
	none
	
	LG: 
328
329

LG: bring conclusions for next meeting

	Security area #12: Credential provisioning
	none
	none
	
	

	Security area #13: Security for Interworking and Migration
	none
	none
	
	

	Security area #14: Security aspects of small data
	No solutions
	none
	
	

	Security area #15: Broadcast/Multicast Security
	No solutions
	none
	
	

	Security area #16 Management security
	No solutions
	none
	
	

	Key issue #17.1: Cryptographic algorithms for backward compatibility
	Complete
	none
	
	



Complete means all sections have been completed
Mostly complete means over 80% are completed
Partially complete means between 20% and 80% are completed
Few complete means less than 20% are complete.
None means none are complete.

6.4.7	Subscription Privacy
	S3-170454
	Questions related to PKI in key issue #7.2
	Nokia
	BT: how many serving networks are anticipated?  Are factory owner's classed as serving networks?
Huawei: Do we need any PKI in Home Network case?

	S3-170454
	Questions related to public and symmetric key usage in key issue #7.2
	Nokia
	BT: these questions do not distinguish between the long life keys and the derived keys.  These questions need to be more specific to the type of key.

	S3-170455
	Open questions related to key issue #7.2 - concealment of identifiers
	Nokia
	Huawei: The question needs to be reworded.
Ericsson: The chosen solution must comply with LI
BT: the current discussion is that the Home network must provide decryption of IMSI for all subscribers with minimal delay.
Can IMSI privacy be achieved while fulfilling the LI requirement?

	S3-170498
	Open questions related to security area #7: subscription privacy – Synchronisation and recovery aspects
	Nokia
	Ericsson / LG: do not that this is a correct question for this area.  It appears to apply on pseudonyms only.
Potential question: Will we have a situation where the key fails?  Is there a possibility for the UE to be locked out because of a key failure?
If there is a section on synchronisation and recovery then it should be above the question.

	S3-170456
	Open questions related to concealment of temporary identifiers
	Nokia
	Temporary missing in the question….  Change update to refresh…
LGE: what do you mean by enforce?
Ericsson: when should the update be enforced?

	S3-170203
	Open questions related to key issue #7.9 – full protection of permanent identifier
	Nokia
	Not handled

	S3-170204
	Open questions related to key issue Key issue #7.8: Privacy protection of network slice identifier
	Nokia
	Not handled




5. Discussion of contributions not treated at SA3#86 due to lack of time 

8.4.8                  Network slicing security
	S3-170168
	pCR toTR 33.899_Removal of Editor’s Notes of Solution 8.1
	NEC EUROPE LTD
	

	S3-170061
	Slice-specific NAS keys
	Huawei, Hisilicon
	

	S3-170073
	Modification of solution 8.5
	ZTE Corporation
	



8.4.11                Security visibility and configurability 
	S3-170327
	Update of key issues of security area #11 Security visibility and configurability
	LG Electronics
	

	S3-170328
	Update of solution #11.2 Security visibility solution
	LG Electronics
	

	S3-170329
	Update of solution #11.3 Security configurability solution
	LG Electronics
	



8.4.12                Credential provisioning 
	S3-170264
	Remote credential provisioning
	Gemalto N.V.
	

	S3-170237
	Authorisation of network access for credentials provisioning
	Ericsson
	

	S3-170309
	Updates to Solution#12.4
	Samsung
	

	S3-170311
	Updates to Solution#12.4 to support eUICC-ID privacy
	Samsung
	

	S3-170312
	Support for Provisioning Profile for credential provisioning
	Samsung
	



8.4.16                Management Security 
	S3-170127
	Network slice life-cycle
	Huawei, Hisilicon
	

	S3-170121
	Automatic certificate enrolment for the gNB
	Huawei, Hisilicon 
	



8.4.7                  Subscription privacy 
	S3-170205
	Update on key issues including attack details on identity probing
	Nokia
	

	S3-170206
	Update on key issues permanent vs temp id
	Nokia
	

	S3-170207
	Editorial corrections
	Nokia
	

	S3‑170427 
(revision of 
S3-170249)
	Avoiding the linkability attack on the AKA protocol
	China Mobile Com. Corporation
	

	S3-170333
	Update on key issues including attack details on identity probing
	Nokia 
	

	S3-170062
	Use of legacy USIM and NextGen ME in solution #7.12
	Huawei, Hisilicon
	

	S3-170067
	pCR to TR 33.899: Resolving editor’s notes on solution 7.8
	THALES
	

	S3-170068
	Removal of ENs for Solution #7.11
	Huawei, Hisilicon
	

	S3-170076
Update in Draft_0437
	pCR to TR 33.899 – evaluations and conclusions in subscription Privacy Key Area
	VODAFONE Group Plc
	

	S3-170080
	Updating solution #7.3 
	Vodafone, Telecom Italia, Ericsson
	

	S3-170187
	Updating solution #7.14 “Privacy protection of permanent or long-term subscription identifier using ABE”
	TELECOM ITALIA S.p.A.
	

	S3-170196
	Recovery - update of solution
	Nokia
	

	S3-170250
	Remove the editor’s note in solution #7.10
	China Mobile Com. Corporation
	

	S3-170251
	Update the solution #7.10
	China Mobile Com. Corporation
	

	S3-170293
	pCR to update solution #7.4: Privacy enhanced Mobile Subscriber Identifier (PMSI)
	Qualcomm Incorporated
	

	S3-170294
	PMSI usage in EAP-AKA’
	Qualcomm Incorporated
	

	S3-170295
	pCR to provide an evaluation on the solutions for identity privacy
	Qualcomm Incorporated
	

	S3-170194
	Solution - using pools of IMSIs
	Nokia
	

	S3-170195
	Solution - Encrypted pseudonym in RAND
	Nokia
	

	S3-170197
	Questions related to PKI
	Nokia
	

	S3-170198
	Questions related to public vs symm. crypto
	Nokia
	

	S3-170199
	Question to concealment of identifiers
	Nokia
	

	S3-170200
	QuestionNAS msg length and migration aspects
	Nokia
	

	S3-170201
	Question on synchronization
	Nokia
	

	S3-170202
	Question to concealment of temporary identifiers
	Nokia
	

	[bookmark: _GoBack]S3-170343
	Updating solution #7.14 “Privacy protection of permanent or long-term subscription identifier using ABE”
	TELECOM ITALIA S.p.A., Ericsson
	



5. Any Other Business

6. Closure of the meeting / call
 
The below details for the call this week:

FS_NSA call #16
Wed, Mar 8, 2017 3:00 PM - 4:30 PM CET
 
Please join my meeting from your computer, tablet or smartphone.
https://global.gotomeeting.com/join/912808749
 
You can also dial in using your phone.
China (Toll Free): 4008 866143
Australia: +61 2 9091 7603
 
Access Code: 912-808-749
 
More phone numbers
United States: +1 (669) 224-3318
Austria: +43 1 2060 92964
Belgium: +32 28 93 7002
Canada: +1 (647) 497-9373
Denmark: +45 32 72 03 69
Finland: +358 923 17 0556
France: +33 170 950 590
Germany: +49 69 5880 7802 72
India (Toll Free): 000 800 100 8227
Ireland: +353 15 621 583
Italy: +39 0 230 57 81 80
Japan (Toll Free): 0 120 242 200
Korea, Republic of (Toll Free): 0806180880
Netherlands: +31 207 941 375
New Zealand: +64 9 282 9510
Norway: +47 24 05 54 97
Poland (Toll Free): 00 800 1124748
Spain: +34 912 71 8488
Sweden: +46 775 757 471
Switzerland: +41 445 1124 85
United Kingdom: +44 20 3713 5011
 
First GoToMeeting? Try a test session: http://help.citrix.com/getready
