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Abstract of the contribution: This contribution proposes pre-normative text on Authentication and Key Agreement for GPRS security enhancements in EASE_EC_GSM. 
1 Introduction 
This contribution proposes to add pre-normative text on authentication and key agreement in EASE_EC_GSM to Annex C.3 in TR 33.860.

2 Proposal 
It is proposed to add this pCR to Annex C.3 in TR 33.860.
3 pCR 

***
BEGIN CHANGES
***
C.1

Authentication and key agreement 

Editor’s note: Terminology is FFS, e.g. enhanced SGSN (eSGSN) and EC-GSM radio capability. 

The security feature related to the entity authentication is as defined by TS 33.102 [xx] subclause 5.1.2. 

UMTS AKA is the authentication and key agreement procedure that shall be used over enhanced GPRS in relation to Cellular IoT (CIoT) (as described in TS 33.102 [xx]). 2G AKA and 2G SIM shall not be used. 
Editor’s note: Further clarification on the support of different variants of USIM may still be needed. 
An ME that has EC-GSM radio capability shall support the UICC(USIM)-ME interface as specified in TS 31.102 [xx]. 




When using USIM AKA, the USIM shall compute CK and IK which are sent to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [xx], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. 
The CK/IK produced by UMTS AKA shall be used by the ME and the eSGSN as the basis of the keying material for CIoT control plane (CP) and user plane (UP) ciphering key (Ktc128) as well as CP integrity protection key (Kti128).

Editor’s note: Integrity protection of the UP is FFS. 

NOTE 1:
Key derivation of Ktc128 and Kti128 is specified in subclause C.5.
***
END OF CHANGES
***
