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Abstract of the contribution: This contribution proposes pre-normative text on Algorithms for ciphering and integrity protection for GPRS security enhancements in EASE_EC_GSM. 
1 Introduction 
This contribution proposes to add pre-normative text on Algorithms for ciphering and integrity protection in EASE_EC_GSM to Annex C.3 in TR 33.860.
2 Proposal 
It is proposed to add this pCR to Annex C.3 in TR 33.860.
3 pCR 

***
BEGIN CHANGES
***
C.4

Algorithms for ciphering and integrity protection 

C.4.1
Null ciphering algorithm

If GEA0 is selected, the ciphering function implemented in the LLC layer shall be disabled according to TS 44.064 [x]. 
NOTE 1: GEA0 provide no security.

C.4.2
Ciphering algorithm 

C.4.2.1
 Inputs and outputs 
The input parameters to the ciphering algorithm GEA4 are as specified in TS 43.020 [y]. 
Editor’s note: The input parameters to the ciphering algorithm GEA5 are FFS. Figure C.4.2.1-1 illustrates the use of the ciphering algorithm GEA5 to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.


[image: image1.emf]GEA5

Ciphering Key

Ktc128

INPUT DIRECTION

Unciphered 

Frame

Deciphered 

Frame

Ciphered 

Frame

ME or eSGSN

Output

eSGSN or ME

GEA5

Ciphering Key

Ktc128

INPUT

DIRECTION

Output


Editor’s note: Figure C.4.2.1-1 on Ciphering of data with GEA5 is FFS. 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
C.4.2.2
 GEA5

Editor’s note: The specification of GEA5 algorithm is FFS in ETSI SAGE. GEA5 is based on SNOW 3G and is identical to UEA2 as specified in TS 35.215 [z] with some exceptions to the initialization of the algorithm. 
C.4.3
Integrity algorithm 

C.4.3.1
 Inputs and outputs  

Editor’s note: The input parameters to the integrity algorithms are FFS. Figure C.4.3.1-1 illustrates a possible use of the integrity algorithm GIA to authenticate the integrity of messages.
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Editor’s note: Figure C.4.3.1-1 on Derivation of MAC/XMAC is FFS. 
Based on these input parameters the sender computes a 32-bit message authentication code (MAC) using the integrity algorithm GIA. The message authentication code is then appended to the message when sent. The receiver computes the expected message authentication code (XMAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC.

C.4.3.2
GIA4

Editor’s note: The specification of GIA4 algorithm is FFS in ETSI SAGE. GIA4 is based on Kasumi 3G and is implemented in the same way as UIA1 as specified TS 35.201 [w] with some exceptions to the initialization of the algorithm. 

C.4.3.3
GIA5

Editor’s note: The specification of GIA5 algorithm is FFS in ETSI SAGE. GIA5 is based on SNOW 3G and is identical to UIA2 as specified in TS 35.215 [z] with some exceptions to the initialization of the algorithm. 

***
END OF CHANGES
***
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