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Abstract of the contribution: This section addresses solution #1: Integrity protection of signalling and algorithm negotiation described in section 6.1.3 in  TR 33.860  
1 Introduction 
This contribution addresses the solution:  solution #1: Integrity protection of signalling and algorithm negotiation described in section 6.1.3 in TR 33.860. This contribution proposes an enhancement of the solution in order to resolve the editor note:
Editor’s note: How exactly the algorithm negotiation mechanism should be specified is FFS. For example, it needs to be confirmed that the CIoT UE has the integrity key IK available at LLC layer when receiving the echoed identifiers back from SGSN at GMM/SM layer. 

Solution #1 in TR 33.860 proposes that integrity protection is supported in the LLC layer.

A problem was identified though that the CIoT UE does not have the integrity key and the network selected integrity algorithm available in the LLC layer when the CIoT UE receives the GMM message (e.g. GMM Authentication and Ciphering Request message) from the SGSN including the echoed CIoT UE’s security capabilities and the selected encryption algorithm and the selected integrity algorithm. This implies that the LLC layer in the CIoT UE is not able to verify any Message Authentication Code (MAC) provided in the LLC protocol when it receives GMM Authentication and Ciphering Request message.
We see three alternative approaches to solve the problem: 

1) Violating the layering structure 

a. Let the LLC layer push the MIC, and the hash of the LLC message up to the GMM layer, and let the GMM layer do the verification of the integrity. 

b. Or let the LLC temporarily store the message, and check the MIC later when the integrity key is available. 

2) Keep the integrity of the GMM Authentication and Ciphering message, and the integrity of the LLC independent. 

3) Take an extra roundtrip to complete the authentication first before the integrity protection is turned on. However, this seems to be in conflict with the GERAN requirements related to the battery lifetime of the CIoT UE. 

Our preferred solution is the option 2: maintain the layering principles, and minimize the number of round-trips. It is therefore proposed to enhance solution #1 and add a Message Authentication Code (MAC) to one GMM message only i.e. the GMM Authentication and Ciphering Request message. 
2 Proposal

It is proposed to add this pCR to section 6.1.3 in TR 33.860.

3 pCR
***
BEGIN CHANGES
***
6.1.3
Protection of algorithm negotiation 

It is proposed to re-use the algorithm negotiation mechanism from UMTS/LTE. The CIoT UE sends identifiers for the encryption and integrity algorithms that it supports to the SGSN e.g. in the Attach Request message. The SGSN then echoes these identifiers back to the CIoT UE in an integrity protected message, e.g. in the Authentication and Ciphering Request message.  If the CIoT UE notices that the identifiers sent to the network are different from the received ones, it assumes that a Man-in-the-middle attack has taken place and drops the connection.
The SGSN also selects the encryption and integrity algorithm, and indicates the selected algorithms to the Cellular IoT UE in an integrity protected message, e.g. in the Authentication and Ciphering Request message. The CIoT UE is then able to detect potential bidding-down attacks which potentially could lead to an attacker to turn off the encryption.

This solution proposes that integrity protection is supported in the LLC layer. A problem was identified though that the CIoT UE does not have the integrity key and the network selected integrity algorithm available in the LLC layer when the CIoT UE receives the GMM Authentication and Ciphering Request message from the SGSN including the echoed algorithm identifiers and the network selected encryption and integrity algorithms. This implies that the LLC layer in the CIoT UE is not able to verify any Message Authentication Code (MAC) provided in the LLC protocol when it receives GMM Authentication and Ciphering Request message.
It is therefore proposed to enhance this solution and add a Message Authentication Code (MAC) to one GMM message only i.e. the GMM Authentication and Ciphering Request message. The GMM layer in the SGSN integrity protects the GMM Authentication and Ciphering Request message by adding a MAC.  
Integrity protection is activated in the LLC layer by the GMM layer in the CIoT UE after the GMM layer in the CIoT UE has sent off the GMM Authentication and Ciphering Response message to the SGSN. Integrity protection is activated in the LLC layer by the GMM layer in the SGSN after the GMM layer in the SGSN has received GMM Authentication and Ciphering Response message from the CIoT UE.
The integrity algorithm negotiation procedure is described as bellow, similar to cipher algorithm negotiation.
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Figure 6.1.2-1: Integrity algorithm negotiation

1. Cellular IoT UE sends attach request to SGSN. The cipher algorithms and integrity algorithms supported by the Cellular IoT UE shall be included in the MS network capability parameters.

2. SGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 

3. SGSN determines that the request UE is a cellular IoT UE based on the MS network capability parameters. SGSN selects a cipher algorithm and an integrity algorithm from the MS network capability and then derives cipher key (Ktc) and integrity key (Kti). Ktc and Kti can be 128bits length.
Editor’s note: It is FFS whether the presence of the integrity algorithms from the MS network capability parameters is sufficient to indicate to SGSN that the UE is a Cellular IoT UE or whether a separate indication from HLR/HSS would be needed.  
4. SGSN sends authentication and ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to Cellular IoT UE. The authentication and ciphering request is integrity protected by a MAC, which is calculated over the Authentication and Ciphering Request message by the GMM layer in the SGSN. The GMM layer utilizes the key derived from Kti to calculate the MAC. 

5. Cellular IoT UE runs UMTS AKA with the USIM and derives Ktc and Kti from CK and IK. The Cellular IoT UE verifies the MAC by utilizing a key derived from Kti , and if the check of the MAC is successful then Cellular IoT UE checks the echoed MS network capability. The Cellular IoT UE verifies that there has been no attack on MS Network Capability originally sent by the Cellular IoT UE in GMM Attach Request.
6. Cellular IoT UE sends authentication and ciphering response to SGSN. 
7. The GMM layer in the CIoT UE activates integrity protection in the LLC layer by assigning an integrity key derived from Kti and the network selected integrity algorithm to the LLC layer.
8. The GMM layer in the SGSN checks the RES in the Authentication and Ciphering Response message. If the check is successful, then the GMM layer in the SGSN activates integrity protection in the LLC layer by assigning an integrity key derived from Kti and the network selected integrity algorithm to the LLC layer.
9. The GMM layer in the CIoT UE activates ciphering in the LLC layer by assigning a ciphering key derived from Ktc and the network selected ciphering algorithm to the LLC layer.
10. The GMM layer in the SGSN activates ciphering in the LLC layer by assigning a ciphering key derived from Ktc and the network selected ciphering algorithm to the LLC layer.
11. The communication between Cellular IoT UE and SGSN can be confidentiality protected and integrity protected by using the encryption key derived from Ktc and the integrity key derived from Kti.

***
END CHANGES
***
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