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Abstract of the contribution: This contribution identifies the Layer 3 signalling messages that shall be integrity protected in Cellular IoT. 
1 Introduction 
This contribution identifies the Layer 3 signalling messages that shall be integrity protected in Cellular IoT. 
2 A risk analysis of the effect of modifications of Layer 3 messages  

This section attempts to analyse what Layer 3 messages can be integrity protected and what Layer 3 messages cannot be integrity protected. The list of attacks described below is not exclusive.
GMM Attach procedure:

When the CIoT UE performs initial GMM Attach procedure, the CIoT UE does not know whether the SGSN still keeps a GMM context containing information as P-TMSI, P-TMSI signature, security keys etc. 

If the CIoT UE does not have any GMM context stored on USIM, then the CIoT UE is not able to integrity protect the GMM Attach Request message.

If the SGSN determines that it needs to reject the CIoT UE before it even has activated security with the CIoT UE, due to reasons as e.g. CIoT UE attempts to register in a VPLMN where there is no roaming agreement, which implies the VPLMN is not even able to get any security keys from HPLMN, then the SGSN in VPLMN needs to reject the CIoT UE by sending an unprotected GMM Attach Reject.

Threats:

· An attacker could send an unprotected GMM Attach Reject to the UE in order to block the USIM.

Conclusions:

· The protection profiles for GMM Attach Request, Accept and Complete needs to be the same as in the current 3G/LTE Attach messages i.e. GMM Attach Request message cannot be integrity protected, and GMM Attach Accept and Complete shall be integrity protected.

· GMM Attach Reject message is not currently encrypted, but it could be integrity protected if the SGSN had an existing security association with CIoT UE. 
GMM Routing Area Update procedure:
When the CIoT UE initiates a normal Routing Area Update procedure due to entering a new RA, then the CIoT UE does not know if the new RA belongs to a new SGSN. A new SGSN has no knowledge of the CIoT UE and has no GMM context containing information as P-TMSI, P-TMSI signature, security keys etc. 

The normal GMM Routing Area Update Request could be rejected by the network by various reasons. The SGSN may not have any GMM context containing security keys and is therefore not able to integrity protect the GMM Routing Area Update Reject message. 

When the CIoT UE initiates a periodic GMM Routing Area Update procedure then the CIoT UE is already registered in the SGSN. The periodic GMM Routing Area Update Request could though be rejected by the network by various reasons. The SGSN should have common security keys with the CIoT UE and should therefore be able to integrity protect the GMM Routing Area Update Reject message unless the SGSN for some reasons have already deleted the GMM context. 
Threats:
· An attacker could send an unprotected normal GMM Routing Area Update Reject to the UE in order to block the USIM.

· An attacker could send an unprotected periodic GMM Routing Area Update Reject to the UE in order to block the USIM.

Conclusion: 

· The protection profiles for GMM Routing Area Update Accept and Complete needs to be the same as in the current 3G/LTE mobility messages, i.e. GMM Routing Area Update Accept and Complete shall be integrity protected.

· The normal GMM Routing Area Update Request message cannot be integrity protected. The periodic GMM Routing Area Update Request message is currently not encrypted, but it could be integrity protected if the CIoT UE had an existing security association with SGSN.
· The periodic Routing Area Update Reject message is not currently encrypted, but it could be integrity protected if the SGSN had an existing security association with Cellular IoT UE. 

Note: How the CIoT UE should handle the unprotected GMM ROUTING AREA UPDATE REJECT message is FFS. 

GMM Identity procedure:

If the CIoT UE has a GMM context stored on USIM and include its temporary identifier P-TMSI, then if the SGSN does not have the same GMM context stored, it will have to ask the CIoT UE for the IMSI via an Identity Request procedure before it can request AV’s from the HSS and authenticate the CIoT UE.

The SGSN may request the IMEI from the CIoT UE using Identity procedure in case the SGSN shall monitor the IMSI-IMEI association or check if the IMEI is blacklisted. 
Threats:

· An attacker could tamper with the IMEI in the Identity Response message sent as response to an Identity Request message. This could lead to an unauthorized change of IMSI-IMEI association in the SGSN.

Conclusion: 
· The general case of sending unprotected GMM Identity Requests and Identity Responses needs to remain. However, the SGSN shall not initiate an unprotected Identity Request message to request IMEI or IMEISV from the Cellular IoT UE. The Cellular IoT UE shall not reply to an unprotected Identity Request message requesting IMEI or IMEISV from the Cellular IoT UE.
Authentication and Ciphering procedure:

Since the CIoT UE supports integrity protection then the Authentication and Ciphering Request message  includes the selected integrity and encryption algorithms and the echoed MS Network Capability.
If the SGSN determines after a number of failed re-authentications that the CIoT UE is not the one it expects, then the SGSN will send an unprotected Authentication and Ciphering Reject message.

Threats:
· An attacker could perform bidding down attack on algorithms and echoed MS Network Capability in Authentication and Ciphering Request message. This is a serious attack as it could force UE and SGSN to use no encryption or an algorithm with lower security.
· An attacker could send a fake unprotected Authentication and Ciphering Reject message to CIoT UE to indicate that authentication has failed (and that the receiving CIoT UE shall abort all activities and block USIM).
Conclusion: 
· The protection profiles for GMM Authentication and Ciphering Response and Failure need to be the same as in the current GPRS, i.e. they shall not be integrity protected. 
· Authentication and Ciphering Request message shall be integrity protected in order to identify bidding down attacks.
· Authentication and Ciphering Reject message shall be integrity protected when the SGSN has existing security association with Cellular IoT UE. 
3 Summary 

The following table summarizes how the protection profile of GMM messages would change when mandatory integrity protection of signalling was added. We can classify the analysis as follows: 
· No change (NO/NO, YES/YES): GMM messages where the protection profile is not changed if compared to confidentiality protection. 

· Conditional: GMM messages that shall be integrity protected if the SGSN has an existing security association with the CIoT UE. 

· Restrictions: GMM messages that can be sent without integrity protection but which require some further restrictions for their usage. 
	GMM message 
	Integrity protected
	Confidentiality protected  

	GMM ATTACH REQUEST
	NO
	NO

	GMM ATTACH ACCEPT
	YES
	YES

	GMM ATTACH COMPLETE
	YES
	YES

	GMM ATTACH REJECT
	CONDITIONAL
	NO

	GMM ROUTING AREA UPDATE REQUEST
	CONDITIONAL
	NO

	GMM ROUTING AREA UPDATE ACCEPT
	YES
	YES

	GMM ROUTING AREA UPDATE COMPLETE
	YES
	YES

	GMM ROUTING AREA UPDATE REJECT
	CONDITIONAL
	NO

	GMM IDENTITY REQUEST
	RESTRICTIONS
	NO

	GMM IDENTITY RESPONSE
	CONDITIONAL
	NO

	GMM AUTHENTICATION AND CIPHERING REQUEST
	YES
	NO

	GMM AUTHENTICATION AND CIPHERING RESPONSE
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING FAILURE
	NO
	NO

	GMM AUTHENTICATION AND CIPHERING REJECT
	CONDITIONAL
	NO


Table 1: Integrity protection of clear text GMM messages 

4 Proposal

It is proposed to add the following pCR to TR 33.860 summarizing the findings of this analysis. 
We also propose that SA3 assumes from now on that all Layer 3 signalling messages shall be integrity protected, and removes the editor’s note referring to the use of strong encryption of signalling alone as a potential solution. 
Editor’s Note: It is ffs under what assumptions strong encryption of signalling messages alone could provide sufficient security for certain classes of CIoT UEs.

5 pCR
***
BEGIN CHANGES
***
5.3
Key Issue #3: Unauthorized modification of signalling data 

5.3.1
Key issue details

In current GPRS, an attacker may enforce the use of no protection of signalling data or protection by a weak encryption algorithm.

Furthermore, even if a strong encryption algorithm is used a man-in-the-middle could modify individual bits in a message while leaving encryption intact. The fact that a stream cipher is used for encryption and the error detecting code is linear makes the task for the attacker easier. If the attacker knows the plaintext then he can modify it to turn it into a plaintext of his choice. The technical prerequisite for the attacker is that he can toggle individual bits in an LLC frame while being able to forward the otherwise unchanged frame transparently between UE and SGSN and that the attacker knows the frame structure, including the division into headers, plaintext and error detecting code. 

In general, roaming is required for all services. However, there will be some UEs for which their HPLMN operator does not expect the UE to roam between countries allowing encryption and countries not allowing encryption (as stated by SA1 in the LS in S3-151445). Support of GEA0 will be needed only for UEs possibly roaming into countries not allowing encryption or where the home operator is located in a country not allowing encryption.
In GPRS some mobility management messages have to be sent unprotected due to reasons that Cellulat IoT UE and SGSN has not yet been able to establish a common GMM context, for example when Cellular IoT UE performs initial GMM Attach procedure. It could also happen that the SGSN needs to reject the Cellular IoT UE before it even has activated security with the Cellular IoT UE which implies that the reject message needs to be sent unprotected.
5.3.2
Security threats 

The most obvious threat is that the attacker can modify the Authentication and Ciphering procedure, which results in a bidding down attack and consequently in the loss of data confidentiality or data integrity. This is described in another key issue. 

Furthermore, some mobility management messages can be sent unprotected in current GPRS. This could result in a Denial-of-Service attack. Examples of this type of attacks could be that:
An attacker could send a fake unprotected Attach Reject to the Cellular IoT UE as response to an Attach Request. This attack could e.g. block the USIM. 
An attacker could send a fake unprotected periodic Routing Area Update Reject to the Cellular IoT UE as response to a periodic Routing Area Update Request message. This attack could e.g. block the USIM. 

An attacker could send a fake unprotected normal GMM Routing Area Update Reject to the Cellular IoT UE as response to a GMM Routing Area Update Request. This attack could e.g. block the USIM.

An attacker could tamper with the IMEI in the Identity Response message sent by the Cellular IoT UE as response to an Identity Request message. This could lead to a detection of a change of IMSI-IMEI association in the SGSN in case this event is monitored in the network.

An attacker could send a fake unprotected Authentication and Ciphering Reject to the Cellular IoT UE as a response to an Authentication and Ciphering Response message. This attack could e.g. block the USIM. 
Finally, the attacker could modify mobility management messages as described in the key issue details. This could also result in a Denial-of-Service attack. E.g., a successful sending of a Routing Area Update message or a De-registration message could result in a temporary unreachability of the UE until the UE contacts the network the next time. 

5.3.3
Security requirements

Modification of mobility management and session management messages shall be prevented. 

Cryptographic keys used to provide data integrity shall be long enough to provide strong protection against brute force cryptanalysis.
All Layer 3 signalling messages (GMM, SM and SMS) shall be integrity protected once the integrity protection has been activated. 

The following Layer 3 messages shall be sent without integrity protection:

· GMM ATTACH REQUEST

· GMM AUTHENTICATION AND CIPHERING RESPONSE 

· GMM AUTHENTICATION AND CIPHERING FAILURE

The following Layer 3 messages shall be sent with integrity protection if the CIoT UE has existing security association with SGSN: 
· GMM ROUTING AREA UPDATE REQUEST

· GMM IDENTITY RESPONSE

The following Layer 3 messages shall be sent with integrity protection if the SGSN has existing security association with Cellular IoT UE: 

· GMM ATTACH REJECT

· GMM ROUTING AREA UPDATE REJECT

· GMM AUTHENTICATION AND CIPHERING REJECT

The following Layer 3 message is sent without integrity protection but there are further restrictions set to the messages: 
· GMM IDENTITY REQUEST 

· The SGSN shall not be allowed to initiate an Identity Request message to request IMEI from the Cellular IoT UE before integrity protection has been activated in SGSN and Cellular IoT UE. The Cellular IoT UE shall not reply to an unprotected Identity Request message requesting IMEI from the Cellular IoT UE.

***
END CHANGES
***
