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1 Mobile IP for UMTS and GPRS End Users

This contribution describes how Mobile IP can be supported in UMTS/GPRS (Step 1) without much change to the current GPRS specifications. The technical solution has been accepted to be included in chapter 7 of 23.20 at the S2 meeting in May. 

The text in chapter 3 below, which is more comprehensive than the one of 23.20, includes assumptions, background information and reasoning for the solutions. It is proposed to replace chapter 13 in the MIP report, v 0.6.0 with chapter 3 in this contribution. 

Chapter 2  is proposed to be inserted between chapter 11 and 12 in  the MIP report, v 0.6.0. Part of this text has the same technical content as section 12.3.1, which therefore should be deleted.

2 General Considerations and Explanations

This chapter contains a collection of information which is valid for all three steps described in this report.

2.1.1 Saving Radio Resources and IPv4 Addresses with FA Care-of Addresses

Nodes using Mobile IP(+)v4 have two ways of getting a care-of address, which is the temporary address in the visited network to which the home network (HA) forwards incoming packets.

1. 
A Foreign Agent care-of address is shared between several visiting mobile nodes. Packets to the mobile node that arrive in the home network are intercepted by the HA and tunneled to the FA. The FA detunnels the packets and forward them to the mobile node. 

2.
When using a co-located care-of address, the mobile node gets a unique care-of address and the tunnel from the HA is terminated in the mobile node. In this case, it is not required to have a FA in the visited network.

From this the following can be concluded:

1.
A UMTS/GPRS MS can use a temporary GPRS IP address, given by the GGSN, as a co-located care-of address and run Mobile IP(+), without any support of the visited network.

2. 
Co-located care-of addresses require two IP addresses per visited mobile node, one home address and one care-of address. FA care-of addresses can handle many mobile nodes. Thus, FA care-of addresses does not require the visited network to have a large address space on hand. Co-located care-of addresses also facilitate the dimensioning of the available addresses.

3.
In case of Foreign Agent care-of address, the tunnel is terminated at the Foreign Agent. When using co-located care-of addresses, the tunnel is terminated in the mobile node, i.e. the tunnel is transported over the radio interface. This means that, in a radio resource perspective,  Foreign Agent care-of addresses are more efficient.
As IPv4 addresses and radio resources are scarce, Foreign Agent care-of addresses are preferred for UMTS/GPRS.

2.1.2 Permanent and Temporary Home Addresses

According to [RFC2002], which defines the basic Mobile IP protocol, each mobile node, i.e. MS, has a permanent IP address belonging to its home network. This is, however, not in line with the use of temporary addresses which are given to nodes, fixed and mobile, while they are connected to the Internet. Therefore, proposals have been made on how to let the mobile node’s home network provide a temporary home address. An extension will be added to the MIP Registration Reply message [MIP-NAI]. Those mobiles, which move from another access form into the UMTS/GPRS coverage will already have a temporary home address assigned. As the TE, in that case, is already configured with this home address, it makes no difference to the registration request message whether it is a permanently or temporarily assigned home address.

3 First Evolution Step: MIP(+) in Overlay to UMTS/GPRS

3.1 General Design Criteria

The main design criteria are that

· radio resources and IPv4 address should be used with care 

· the impact on the current GPRS signaling messages as well as on the MT and (3G)SGSN functionality should be minimized to ensure that this step can be implemented for R99.

The first criterion led to the choice of  using Foreign Agent care-of addresses (see section 2.1.1). The second one to the choice of using the APN (Access Point Name) to find the desired GGSN instead of introducing a new PDP type (see section 3.3) and to the choice of transporting all Mobile IP(+) messages in the UMTS/GPRS user plane. 

3.2 Assumptions

Signaling

Since the UMTS packet domain is going to be based on the GPRS platform, the description below assumes that GPRS procedures such as “Activate PDP Context Request “ and “Create PDP Context Request” will be reused for UMTS. If, instead, new procedures will be defined for UMTS, the requirements for providing Mobile IP(+) to end users should be taken into account from the beginning.

Terminal Model

The MS (Mobile Station) is assumed to consist of the TE (Terminal Equipment), e.g. a laptop, connected to a MT (Mobile Termination), which contains the UMTS/GPRS specific functionality. (Nothing prevents a manufacturer to implement these two devices in one.) The IP stack with Mobile IP(+) is assumed to be located in the TE, which also is the node with the IP address. The signaling to setup and maintain the connection (usually PPP) between the MT and TE is not included in this contribution. In IETF, the term “mobile node” is used instead of TE, i.e. for the node or device that contains the (Mobile) IP stack. Further it assumes that the MS requests PDP type “IP”, however it is likely that PDP type “PPP” also could be used.

GGSN/FA

The GGSN/FA is a GGSN enhanced with FA (Foreign Agent) functionality. The FA functionality is specified by IETF, however, as a UMTS/GPRS release is finalized, the specific IETF standards that should be taken into account may be specified by 3GPP/ETSI for easier interoperability between operators. The interface between the GGSN and FA, including the mapping between the IP address and the local address i.e. the TID (GPRS Tunnel ID), is assumed not be standardized as the GGSN/FA is considered being one integrated node.

Home Network

The home network is the network where the mobile node has its “Mobile IP(+) subscription”. It may be a PLMN, but also a corporate network, an ISP etc. The Home Agent (HA) [RFC2002] that the mobile node uses is located in the home network. There will probably also be an AAA (Authentication, Authorization and Accounting) infrastructure in the home network. However, the use of AAA functionality will not require any changes to GPRS specific standards, as it is external to the UMTS/GPRS networks. It is specified by the IETF.

3.3 Using the APN to Find a GGSN/FA

The SGSN will base the choice of GGSN on the APN (Access Point Name) that is given by the MS. The APN consists of two parts: the Network ID and the Operator ID. The Network ID
 (e.g. “gateway1.volvo.se”) identifies the external Network to which the user wants to connect. The Operator ID
 (“operator.country.gprs”) identifies the operator in which network the gateway is located. The user needs only to specify the Network Id, the Operator Id can be added by the SGSN. An APN, which specifies a particular GGSN, is a combination of the two ID’s, e.g. “gateway1.volvo.se.operator.country.gprs”.

If no APN is given and PDP type is “IP”, the SGSN chooses a suitable GGSN according to operator’s configuration of the SGSN. Similarly, a Network ID of the format vvv (one label, no dots) can be used to specify any GGSN with a specific service (vvv), e.g. Internet access, gateway for voice over IP, Mobile IP(+) FA. If the SGSN is not configured to identify the requested service it may try with a DNS interrogation for vvv.current-operator.current-country.gprs or, if that is not successful, with vvv.home-operator.home-country.gprs, where the home parameters are taken from the subscription data.
The format of the APN is specified in [GSM03.03]. Using the Network ID to mean a service is not supported today.  However, to extend the SGSN’s ability to choose a suitable GGSN depending on the desired service based on the APN would increase the flexibility for many operators. Preferably this should be done by using the Network ID as described above.
 The alternative is to define a new PDP type for each service. 

3.4 Detailed Description of Mobile IP(+) Registration in a UMTS/GPRS PLMN

To allow a UMTS or GPRS end user to utilize a Mobile IP(+)v4 service in an efficient way, i.e. with Foreign Agent care-of addresses, the MS needs to be connected with a GGSN, which can provide Mobile IP(+) FA functionality. See section 2.1.1 for a discussion on alternative, but less efficient methods of providing MIP service. 

This section describes the complete procedure of PDP Context Activation followed by Mobile IP(+) registration. Note that the Mobile IP(+) service may be offered by a different operator than the home UMTS/GPRS operator.

The signaling scheme in Figure 1 shows how the MS can be connected to a GGSN with FA functionality and to register with its Mobile IP(+) HA with a minimum of enhancements to the existing GPRS attach and PDP context activation messages. Assuming that the MS stays with the same GGSN for the duration of the UMTS/GPRS session, there is no need for procedures, such as GPRS detach or SGSN relocation, to be enhanced for step 1.
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Figure 1, PDP Context activation with Mobile IP(+) registration (the PPP setup and UMTS/GPRS attach procedure not included)

The following messages and functionality have been found to be needed. The setup of the PPP connection and the UMTS/GPRS attach procedure have been omitted for clarity. The arrows denote messages between nodes and the diamonds functionality in a node. These are included for guidance of Figure 1.
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3.4.1 AT Command

Description

The AT command carries parameters that the MT needs to request the PDP Context Activation. The important parameter here, is the APN, as that specifies the GGSN or type of GGSN. The AT command is followed by a setup of the PPP connection between the MT and the TE.

Current Specifications

Several AT commands can carry the APN, e.g. “Define PDP Context”, [GSM07.60].

Enhancements

None
3.4.2 Activate PDP Context Request

Description

The MT sends the “Activate PDP Context Request” to the SGSN. The message includes various parameters of which the “APN” and the “Requested PDP Address” are of interest here. The APN, which is discussed in detail in the section 3.3, points at a requested GGSN. The “Requested PDP Address” should be omitted for all MS’s using Mobile IP(+). This is done irrespective of if the MT has a permanently assigned Mobile IP(+) address from its Mobile IP(+) home network, a previously assigned dynamic home address from its Mobile IP+ home network or if it wishes the Mobile IP+ home network to allocate a “new” dynamic home address. The reason for this is 1) to treat all Mobile IP(+) registrations in the same way and 2) that the PDP address would have to be entered in the HLR (see below) which makes the situation for the end user inflexible.

Current Specifications

The parameters “APN” and the requested PDP Address are parameters, currently in the standard [GSM04.08]. The PDP Address is allowed be omitted (set to 0.0.0.0). 

A permanently assigned PDP address may be included. However, that PDP address must be a UMTS/GPRS IP address, as it is cross-checked in the HLR and mapped to a specific GGSN. If the MT inserts the stationary Mobile IP(+) address, which is related to the mobile node’s home network, access is denied by the SGSN. 

Enhancements

None.
3.4.3 Select Suitable GGSN

Description

The SGSN will base the choice of GGSN on the APN that is given by the MS.  This is described in section 2.1.1. To find the closest GGSN/FA, the Network ID should be used to mean a specific service, in this case MIPv4FA.
Current Specifications 
The format of the APN is specified in [GSM03.03]. Using the Network ID to mean a service, is not supported today.  
Enhancements

Allow the APN to mean a GGSN with a specific service, not only a physical node. To support this, the operator must have the possibility to configure the SGSN with the choice of GGSN depending on service. A default mechanism is also needed to use a GGSN in the MS’s home network if the visited SGSN does not support the requested service. Finally, an agreement between operators is needed on the possible APN’s.
3.4.4 Create PDP Context Request 

Description

The SGSN requests the selected GGSN to set up a PDP Context for the MS. The PDP address field is the same as in the “Activate PDP Context Request” message, i.e. 0.0.0.0.

Current Specifications

If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP address filed in the “End User Address” information element shall be empty. If the MS requests a static PDP address then the PDP address field in the “End User Address” information element shall contain the static PDP address. 

According to GPRS standards. 

Enhancements

In combination with a request for a GGSN with FA functionality, an empty PDP address field in the End User Address information element, means that the GGSN/FA will extract the PDP address, i.e. the mobile node’s home address when the Mobile IP Registration Request or, in case of a new temporary home address, Mobile IP(+) Registration Reply messages passes through.

3.4.5 GGSN/FA Functionality

Description

To announce its presence and its parameters, the FA may broadcast Agent Advertisement messages regularly. To avoid unnecessary traffic over the radio interface, the mobile node can request the information when needed by sending an Agent Solicitation Message. However, as the GGSN/FA is aware of that a new MS has entered the network, it could send dedicated Agent  Advertisement message directly to the new MS. This would save an Agent Solicitation message over the radio and speed up the registration procedure somewhat. 

The Agent Advertisement message should be sent in the user plane to avoid defining new messages in GPRS/UMTS. As the new MS, not yet has an IP address, a limited broadcast address (255.255.255.2555) needs to be used as the destination address in the IP header.
Current Specifications

The functionality of the GGSN is specified in GPRS standards. The FA functionality is/will be specified in IETF standards (RFC’s). The mapping between these two is a matter of implementation. The local link address mentioned in the IETF standards corresponds to the TID of GPRS.

Enhancements

The functionality of the GGSN needs to be enhanced with FA functionality, according to IETF specifications. The GGSN/FA needs to send an Agent Advertisement message after sending the Create PDP Context Response. 

The GGSN should not give the MS a temporary UMTS/GPRS IP (i.e. PDP) address if the Mobile IP(+) FA service has been requested.

3.4.6 Create PDP Context Response

Description

A Create PDP Context Response is sent from the GGSN/FA to the SGSN. If the creation of PDP Context was successful, some parameters will be returned to the SGSN, if not, error code will be returned. For Mobile IP(+) users, the PDP address should be omitted.

Current Specifications

This message is sent by the GGSN/FA to the SGSN. If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the End User Information Field information element shall be included. The PDP Address field in the End User Information Field information element shall contain the dynamic PDP Address allocated by the GGSN. Nothing is stated about the case when the MS does not request a dynamic PDP address and has not requested a permanent IP address to be used.

Enhancements

None.

3.4.7 Activate PDP Context Accept 

Description

This message is sent by the SGSN to the MS and contains similar information as the Create PDP Context Response message. The PDP address should be omitted. 

Current Specifications

Normally, the PDP address is included in this message, however it is not compulsory.

Enhancements

None.

3.4.8 Foreign Agent Advertisement

Description

The Agent Advertisement [RFC2002] is an ICMP (Internet Control Message Protocol) Router Advertisement message with a mobility agent advertisement extension. The latter part contains parameters of the FA that the mobile node needs, among those are one or more care-of addresses that the FA offers. This message should be sent, in the UMTS/GPRS user plane, as an IP local broadcast message, i.e. destination address 255.255.255.255, however only on the TID for the specific MS to avoid broadcast over the radio interface. See also discussion above about GGSN/FA Functionality.

Current Specifications

The Agent Advertisement message is specified in [RFC2002].  Today, the GGSN does not communicate with the MS on the user plane.

Enhancements

The Mobile IP(+) messages that are exchanged between the GGSN/FA and the MS shall be sent in the UMTS/GPRS user plane.

3.4.9 Mobile IP(+) Registration Request

Description

The Mobile IP(+) Registration Request is sent from the mobile node to the GGSN/FA across the GPRS/UMTS backbone as user traffic. The GGSN/FA forwards the Request to the Home Network. 

The format of the MIP Registration Request is specified in [RFC2002]. There, it is assumed that the mobile node includes its (permanent) home address, which identifies the node. Also the address of the HA is included in the message and the FA forwards the message to the HA. The Mobile-Node-NAI Extension [MIP-NAI] has been proposed in order to handle temporary assignment of home addresses. In that case, the mobile node does not include a home address in the main part of the MIP Registration Request, but instead a Network Access Identifier (NAI) in a Mobile-Node-NAI Extension. The NAI  [RFC2486] has the format similar to an email address and uniquely identifies the user and the user’s home network. As long as the mobile node does not know its IP address it can use 0.0.0.0, which means “this host on this network”, as the source address.

The mobile node sends the request to the FA, which forwards it to the home network of the mobile node, where a Home Agent (HA) processes it.

To map the reply from the home network with the correct MS, the GGSN/FA needs to store the home address of the mobile node or the NAI and the local link address of the MS, i.e. the TID (GPRS Tunnel ID). The GGSN/FA must have an IP address to which the mobile node can send the registration request, however this does not need to be known outside of the PLMN.

Current Specifications

As the Mobile IP(+) messages between the GGSN/FA and the mobile node is sent over the user plane, the GPRS standards are independent of the format of the messages and of future changes to the Mobile IP Registration Request, e.g. extensions to coop with new Mobile IP+ related functionality.

Enhancements
The Mobile IP(+) messages that are exchanged between the GGSN/FA and the MS shall be sent in the UMTS/GPRS user plane. 

The [MIP-NAI] is planned to become an RFC during the first half of 1999 and interoperability tests are planned for July 1999.

3.4.10 Mobile IP(+) Registration Reply

Description

When the NAI extension is used by the mobile node in the Registration Request, the Registration Reply from the Home Agent must include the Mobile-Node-NAI extension.  The Registration Reply must also include a nonzero HA address and the mobile node's home address. 

The Registration Reply will be sent from the home network to the FA, which extracts the information it needs (e.g. the home address of the mobile node allocated by the home network) and forwards the message to the mobile node in the UMTS/GPRS user plane. The FA/GGSN knows the TID and the NAI or home address, so it can pass it on to the correct MS. When a home address has been allocated by the home network, the TE does not yet know its IP address. Hence, in analogy with the FA Advertisement, a local broadcast address has to be used as destination address. As the packet is only sent on the TID associated with a specific MS, no broadcast will be sent over the radio interface.

Current Specifications

The functionality of the FA is specified in [RFC2002]. The use of NAI is currently being specified [MIP-NAI] and is stable. The link-address of the mobile node which is used in the IETF specifications corresponds to the TID in GPRS. As there is a point-to-point link between the MS/mobile node and the GGSN/FA, there is no problems for the mobile node to address the FA. 

Enhancements

The Mobile IP(+) messages that are exchanged between the  GGSN/FA and the MS shall be sent in the UMTS/GPRS user plane. 

3.4.11 Insert PDP Address in GGSN PDP Context

Description

The PDP address corresponds to the home address of the MS since no address is given by the UMTS/GPRS PLMN.

As the GGSN/FA processes the Mobile IP(+) Registration Request and Mobile IP(+) Registration Reply messages, it extracts the Mobile IP(+) home address of the MS. The GGSN/FA needs to insert it in its PDP Context. 

Current Specifications

According to [RFC2002], the FA is requested to be able to map the home address to the local link address, which corresponds to the TID in the case of UMTS/GPRS. The SGSN and MT do not need to know the  PDP address. There are no requirements in GPRS specifications, that the MT and the SGSN have to be aware of the PDP address. 
Enhancements

The GGSN/FA must extract the home address from Mobile IP(+) messages and insert in the GGSN PDP Context. 

3.5 The UMTS/GPRS Detach Procedure

There are two reasons for the mobile node to leave the UMTS/GPRS network. Either it is turned off or it is moving to a different FA/access network. In both cases, this is initiated and executed by the TE. Thereafter, the MT can perform a standard MS-Initiated Detach from the UMTS/GPRS PLMN. 

3.6 Summary of Alterations of and Additions to Current GPRS Standards

To support Mobile IP(+) as described above, the following alterations and additions to the GPRS specifications are necessary:

1. The functionality of the GGSN needs to be enhanced with FA functionality, according to IETF specifications. For interoperability, a set of RFC’s should be recommended. There is no need to standardize an interface between the GGSN and the FA, as it is considered being one integrated node.

2. The GGSN/FA node should send a FA Advertisement message after sending the Create PDP Context Response. 

3. The GGSN should not give the MS a temporary UMTS/GPRS IP (PDP) address if the Mobile IP(+) FA service has been requested. 

4. The GGSN/FA and the MS shall exchange Mobile IP(+) signaling messages in the UMTS/GPRS user plane.

5. Allow the APN to mean a GGSN with a specific service, not only a physical node. To support this, the operator must have the possibility to configure the SGSN or DNS with the choice of GGSN depending on service. A default mechanisms is also needed to use a GGSN in the MS’s home network if the visited SGSN does not support the requested service. Finally, an agreement between operators is needed on the possible APN’s.
Note that none of the points above require any change to the current GPRS protocols.

4 Conclusion

Mobile IP(+) provides seamless connectivity between fixed and mobile access networks, like UMTS/GPRS, W-LAN, Bluetooth and ADSL, which are connected to IP networks. The increasing number of new wireless access networks available for a user, creates a need for mobility also between different systems and Mobile IP+ is emerging as the global protocol for supporting this mobility. Therefore, it is of great importance that it can be offered also to UMTS and GPRS users. As Mobile IP+ is likely to be widely available on the market in year 2000, UMTS/GPRS standards must include this in release 99. This contribution shows how this can be done with just a few changes to the GPRS specification.
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� The Network Id is typically an Internet Domain Name with the format “xxx.yyy.zzz”, e.g. “gateway1.volvo.se”. 


� The actual form is MNCzzzz.MCCwwww.GPRS where zzzz are hex coded digits for Mobile Network Code and wwww are hex coded digits for Mobile Country Code.


� There is a strong interest among members of the GSM Association to include this in the standard.
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