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Introduction 

In the last SA2 meeting (#31) Seoul, a couple of tunnelling options were reviewed further. This contribution attempts to analyse three tunnelling options of interest to help further conclusions. These tunnelling options are considered to provide 3GPP PS domain services to roaming and non-roaming UEs; i.e. Scenario 3 (however, the focus is on roaming cases). The conclusions are based purely derived on technical merits and requirements highlighted in TS 23.234. Three tunnelling options studied here are as follows:

1) Direct End-to-End Tunnel using Scenario 2 Access bypassing VPLMN (UE-PDG)

2) End-to-End Tunnel through VPLMN  (UE-PDG)

3) Two-Step Tunnelling (UE-VPLMN and VPLMN to PDG) –known as option 5

To comply with TS 23.234 requirements, we will be using the following points throughout our discussion:

	6.1.2.1 WLAN Roaming Architecture Principles

For the delivery of 3GPP PS domain services in a roaming scenario;

· The roaming architecture shall ensure that CDRs can be generated e.g. volume and time based by the visited network
· The roaming architecture shall ensure that tunnels established are between entities that have a roaming agreement

· The roaming architecture shall ensure that the bearer path from the WLAN to 3GPP home network part of the network conforms with QoS and roaming agreement.
· The roaming architecture shall provide the ability to allow the user to access services provided by the visited network, e.g. IMS local services.

· The roaming architecture shall ensure that the home network can provide a sub-set of the 3GPP services.


	5.1
Access Control Requirements

· Minimal impact on existing WLAN networks.

· Access to 3GPP PS based services shall be provided via WLAN. 3GPP PS based services supported shall include IMS based services, location based services, instant messaging, presence based services, MBMS and services built upon combinations of these. Among these services, prioritisation is given for information in Annex C.
· Access to PS based services normally provided by the 3GPP packet core shall be provided via WLAN. These PS based services shall include support of private addressing schemes, external address allocation, secure tunneling to private network, ability to provide addresses of DNS and NetBios servers specific to a private network.



Discussion

1. Direct End-to-End Tunnel Bypassing VPLMN (Scenario 2 Access)

Cisco presented an idea that PS services can be accessed by direct connection from the UE to the home PDG through the WLAN AN (bypassing VPLMN). This is the same as accessing home PDG through the scenario 2 connection. Such a solution will not comply with the following TS 23.234 requirements:

· “The roaming architecture shall ensure that CDRs can be generated e.g. volume and time based by the visited network”;

· “The roaming architecture shall ensure that the bearer path from the WLAN to 3GPP home network part of the network conforms with QoS and roaming agreement”;

· “Access to PS based services normally provided by the 3GPP packet core shall be provided via WLAN. These PS based services shall include support of private addressing schemes, external address allocation, secure tunneling to private network, ability to provide addresses of DNS and NetBios servers specific to a private network”.
Furthermore, when we assume that the home PDG is accessible from all WLAN AN (nationally and internationally), then we should make the PDG routable through the Internet as the WLAN 
AN cannot have business relationship with all PLMNs (PDG) in the world (specially in roaming cases). This would also introduce security problems such as unauthorized access, Denial of Service (DoS) attack, and opening the HPLMN firewall for outside/Internet access to the PDG.
2. End-to-End Tunnel through VPLMN

2.1 Impacts of End-to-End Tunneling (UE-PDG) on WLAN AN

Option 8 proposes an end-to-end tunnel from the UE to the Home PDG with not much involvement of VPLMN. This tunnelling option has problems in roaming cases for scenario 3. The WLAN AN can be connected to multiple VPLMNs. The following figure shows an example where the WLAN AN is connected to two PLMN. When a UE roams into the WLAN, it would select the preferred VPLMN and would have to pass its traffic through that VPLMN to home PLMN. 
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2.1.1  L3 WLAN 

The WLAN AN has to support direct access to the Internet for Scenario 2 users. Hence, the WLAN AN would generally have a L3 routing device (router) to be able to connect to the Internet. In order to establish UE-PDG tunnel, the UE should be able to reach to its HPDG. However, the WLAN AN doesn’t have a route entry for every HPDG as each VPLMN can have roaming agreement to many other PLMNs. Even if we assume that route advertisements are exchanged between WLAN, VPLMN, and HPLMN, the WLAN  could have multiple routes in its routing table to reach the HPLMN (multiple VPLMNs can have routes to the same HPLMN). 

2.1.2  L2 WLAN 

Even if we assume that there is no need for direct Internet access from the WLAN AN, there are still unsolvable problems. In this view, the WLAN AN would be L2 based. To separate the VPLMN traffic at L2, some kind of VLAN concept should be deployed to differentiate UEs visiting different PLMNs. We can think of 3 methods that the L2 separation can be achieved.

1) Multiple SSIDs from one AP. This is a proprietary solution and it is not supported by IEEE standards. In this solution, each UE selects the preferred SSID corresponding to the preferred VPLMN. Such APs trunk the VLAN traffic using 802.1q protocol which will be terminated in another switch in the WLAN AN. This solution also adds requirements to the WLAN AN;
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2) Another method would be to use separate APs per interworked PLMNs. This solution would add significant requirements on the WLAN as the WISP should deploy at least one additional AP per VPLMN. Furthermore, there are only very limited number of non-overlapping frequencies per WLAN technology (e.g. 802.11b only has 3 non-overlapping frequencies);
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3) The last unusual method would be to send 802.1q traffic to all UEs. 802.1q is designed for switch-to-switch VLAN trunking. Let’s assume that we want to use L2 trunking protocol (802.1q) unusually for this solution. It would then be the UE’s responsibility to terminate the 802.1q. The user data for multiple VLANs are included in 802.1q frames. The WLAN needs to 802.1X encrypt the frame. If this key is from one user (as defined in 802.1X) then the other UEs cannot decrypt the frame. The only way to enable UEs to decrypt this frame is to use a single encryption key (which is against 802.1X security framework). In effect, this method cannot be used unless we switch off 802.1X security all together.
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3. Overview of Two Step Tunneling (Option 5)

In SA2#30, Mobility Networks proposed a tunneling architecture, which came to be known as the option 5. 

The WLAN networks is connected to the Visiting Public Land Mobile Network (VPLMN) either directly (private WAN links) or through a shared media (Internet). In either case, the Home Network (HPLMN) will not necessarily have an interworking relationship with the visited WLAN network. The direct routing from the visiting WLAN to Home PLMN would be impossible unless routed through the Internet to the Home PDG requiring the PDG to be exposed to the public Internet, which is undesirable from a security standpoint. Hence, the data path should always pass through the Visiting PLMN for security and control.

This architectural option proposes a two-tunnel solution where the UE’s data traffic is passed through a tunnel between the UE and VPLMN (Wu) and then routed through another tunnel between VPLMN and HPLMN (Wn). A tunnel will be set up per user after authentication and authorization. Since the Visited and Home 3GPP Networks have a roaming relationship, they can route data traffic through existing means (e.g. GRX). Each one of these tunnels serves a different purpose. In case of a roaming user, the Wn terminating peers are the Visited Border Gateway and Home Packet Data Gateway. 

· PS-based services such as IMS are IPv6 based. However, all existing WLANs today only support IPv4. In order to support IMS services in Scenario 3, the UE’s IPV6 data traffic should be tunneled or encapsulated over the IPv4 WLAN network;

· WLAN AN can support multiple PLMNs simultaneously which is the reason the network selection topic has come up as a requirement from SA1. After authentication and authorization, the UE’s traffic must pass through the selected VPLMN to reach the HPLMN. If there is no VPLMN edge device known to the UE, the UE can pass the traffic through the wrong VPLMN or can bypass VPLMN all together. The UE-VPLMN tunnel ensures the traffic passes from the UE through the WLAN AN to the preferred/selected VPLMN;

· A WLAN AN can be connected to multiple PLMNs and also offer services to walk-in customers or their existing non-3GPP customers. Once the UE is authenticated and authorized, its access to the VPLMN must be controlled otherwise every WLAN customer can pass traffic through every 3GPP PLMN connected to the WLAN AN. The PLMN edge device (BGW) should be the node in the PLMN to control such access and the UE-VPLMN tunnel will fulfill the requirement;

· WLAN AN could serve many simultaneous connections for multiple 3GPP PLMNs. To route user traffic, all these users will share and have access to the same serving WLAN AN IP network. This could create a security problem as other active connections and users could intercept the UE’s traffic. The UE-VPLMN tunnel can extend the data traffic security over the WLAN.

· Once the traffic has reached the VPLMN, it needs to be directed to the HPLMN on per-user basis. Otherwise, the UE’s traffic can leave VPLMN at every egress point and may not even go to HPLMN (VPLMN will have its own PDG and BGW that might be desirable to be accessed by every UE);
· The VPLMN operator could have control over the roaming traffic that pass through their network. The control can be first-hand accounting for reconsolidation, monitoring pre-paid account limits, immediate service termination, or any policy reasons imposed by the Visited Network.
Note: V-BGW functionality can be incorporated into V-PDG.
Summary Table

	Tunneling Scheme
	Impacts on WLAN
	QoS Support
	3GPP Home PS Services
	Private Addressing Support
	VPLMN Charging Record Generation

	1) Direct End2End using Scenario 2
	None
	None
	None
	None
	None

	2) End2End
	Major 
	Partially: VPLMN cannot enforce required QoS as it doesn’t see the tunnel per UE
	Partially: Services with QoS requirements cannot be supported.
	Fully Supported
	VPLMN cannot generate per UE charging record. 

	3) Two step tunneling (option 5)
	None
	Fully Supported
	Fully Supported
	Fully Supported
	Fully Supported
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