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1. Discussion

In case of IP multimedia sessions, the PDP context should only be used for authorized purposes, i.e. to carry traffic between a UE and an authorized peer. The downstream and upstream packet classifiers have to be set correctly to implement this restriction. The UE and the peer are known by the P-CSCF, because this information is carried in SIP messages during IP multimedia session setup. The UE may give this information to the GGSN, but because it is not trusted, the GGSN has to check the information given by the UE based on the information given by the P-CSCF. However, the P-CSCF is able to give only information which is available in SIP messages, i.e. the receive IP address and the receive port number of the UE and the peer. The P-CSCF has to give this information to the GGSN, so that the GGSN can check the downstream classifier (i.e. the Traffic Flow Template) sent by the UE. In addition, the GGSN has to set the upstream classifier based on the peer information.

The GGSN has to also restrict traffic on the signalling PDP context. In 23.228, it is stated that all traffic on the signalling PDP context has to be destined to the P-CSCF. In 23.228, it is also stated that the GGSN has to restrict traffic on the signalling PDP context. In this case, the restriction is based on the P-CSCF address which is known by the GGSN. The GGSN has to check the downstream classifier (i.e. the Traffic Flow Template) sent by the UE based on the P-CSCF address. In addition, the GGSN has to set the upstream classifier based on the P-CSCF address.

In this contribution, the downstream packet classifier is considered to be as specified in R99, i.e. the Traffic Flow Template. The parameters of the Traffic Flow Template which can be checked in the network are considered as valid. In R5, a packet classifier is required also for upstream flows. In case of upstream flows, the requirement is to restrict traffic to a certain destination. This is possible by restricting traffic to the destination IP address and the destination port number. Other parameters should not be introduced to the upstream packet classifier, because they can not be checked in the network. In addition, the amount of parameters in the upstream packet classifier should be kept as small as possible, because checking multiple parameters in each upstream packet may reduce GGSN performance.

2. Proposed text

5.1.1.2.1
Policy Enforcement Point in the GGSN

The following shall be taken as the basis for further work.

This section provides a functional definition of the Policy Enforcement Point (PEP) implemented in the IP bearer service manager in the GGSN in order to meet UMTS architectural requirements.

The Policy Enforcement Point (PEP) controls access to quality of service for a set of IP packets that match a packet classifier.  Policy decisions are either “pushed” to the GGSN by a policy control function, or alternatively, the GGSN may request policy information from a policy control function on receipt of an IP bearer resource request.

Policy enforcement is defined in this section in terms of a “gate” implemented in the GGSN.  A gate is a policy enforcement function for a unidirectional flow of packets, e.g., in either the upstream or downstream direction.  At a high level, a gate consists of a packet classifier, a resource “envelope,” and an action taken when the set of packets matching the classifier exceeds the resource envelope.  

Unidirectional gates are used since the basic unit of IP bearer service resource allocation is for unidirectional flows.   For example, a downstream-only gate would be used when an application on a UE has subscribed in a receive-only mode to an IP multicast session.   A downstream-only flow is also needed to support "remote ringback" in an IP telephony application, where the ringback signal is generated remotely by a PSTN gateway or remote UE.  For this application, to avoid certain theft of service scenarios it is necessary to enable the downstream flow of packets to the session originator, while not enabling the upstream flow of packets until the remote UE picks up.  When access to QoS for a flow of packets in both directions is desired, a pair of gates is used.  

The information that may be associated with a gate is described below.  This information is not necessarily the only information that might be used, but is intended to cover the currently understood applications.  A gate is described by the following information:

· Packet classifier

· Authorized envelope

· Action 

· Resource identifier

· Reserved envelope

The UE may set the downstream packet classifier, and it is validated by the GGSN. The downstream packet classifier associated with a gate is described by the following information:

· 
· Source IP address 

· Destination IP address 

· Source port

· Destination port

· Protocol

The GGSN sets the upstream packet classifier. The upstream packet classifier associated with a gate is described by the following information:

· Destination IP address

· Destination port
The source IP address and port identify the source IPv4 or IPv6 address and port, as seen at the GGSN.  The destination IP address and port identify the destination IPv4 or IPv6 address and port, as seen at the GGSN.  The protocol field identifies the IP protocol type of the packet.  With the exception of the direction, these fields can be wild-carded.  For example, in a SIP session, the source port for the bearer is not exchanged in SIP signaling messages, and therefore cannot be set up when the gate is initialized.

The authorized envelope defines an upper bound or "envelope" of the resources that are authorized for the set of packets defined by the packet classifier.   The authorized envelope can authorize more resources than are actually used.  Since the authorized envelope defines IP bearer resources towards or from the external network, it is appropriate to express it in terms of IP bearer resources such as a peak information rate, mean information rate, and token bucket size to or from the external network.  For example, an Intserv Flowspec is an appropriate representation of IP bearer resources.   The authorized envelope is mapped to (a range of) UMTS bearer resources by the translation function in the GGSN when necessary.   We note that the authorized envelope allows the PCF to pre-authorize a flow, before the UE requests allocation of the resources (“push” model).

The action defines the action to be taken when the set of packets defined by the packet classifier exceeds the authorized envelope (or reserved envelope, below).  The action includes marking out-of-profile packets with a particular Diffserv Code Point (DSCP), marking in-profile packets with a particular DSCP, shaping to a token bucket, or packet dropping. 

According to the above definitions, a set of packets may match more than one classifier.  When this happens, the actions associated with the each of the applicable gates are considered to be executed in sequence, in the order in which the gates were configured in the GGSN.    Packets that are marked by a gate may not be (re)marked by a subsequent gate to a DSCP corresponding to a better service class.

The resource identifier identifies a set of resources that can be shared by multiple gates, e.g., for several sessions.   For example, the resource identifier might allow a UE to share a single set of resources for two sessions that do not simultaneously use the resources, such as during call waiting.  The resource identifier would be included in the IP bearer service information element of a PDP context activation/modification request to support this function. 

The reserved envelope defines an upper bound or "envelope" of the resources that are reserved for a bearer.  The reserved envelope is advantageous if it is possible for a UE to  reserve more resources than are actually used.  For example, during call waiting, the UE might maintain a reservation for a high quality codec for a temporarily inactive session, while using a lower quality codec for the active session.  The reserved envelope implies that resource reservation performs admission control, and if successful, sets aside the requested resources in a pre-emptible mode.  Support for this functionality requires the PDP context activation and modification procedures to distinguish between reservation requests and resource use.  

 An authorization token uniquely identifies policy information corresponding to one or more gates  at a GGSN.  The authorization token can be used to correlate resource reservation requests from the UE (e.g., PDP context activation request) with authorization commands from the PCF.  To support this function, the authorization token needs to be included in the PDP context activation request, the policy control interface, and SIP signaling messages between the proxy CSCF and UE.

3. Proposal

It is proposed to modify chapter 5.1.1.2.1 of 23.207 according to chapter 2 of this Tdoc.
