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Abstract

Information is provided for discussion and possible inclusion into 3G TS 23.107 regarding Internet-based bandwidth consumption attacks that may be launched against a UMTS network. 

1 Introduction

TS 21.133 V3.1.0 discusses UMTS network vulnerabilities that may arise from the delivery of new services.  Many of these services may come from sources that are accessed via the Internet. This contribution discusses mitigation of certain bandwidth consumption attacks at the GGSN.

2 Discussion

A type of denial of service attack referred to as a “bandwidth consumption attack” aims to block the communication of a host, immediate node or link by flooding it with excess traffic. Left unchecked, this attack could affect multiple traffic flows by consuming resources allocated to those flows. Note that a sending application that is simply misbehaving (rather than participating in a nefarious action) can have the same effect. TS 21.133 specifies prevention of denial of service: “It shall be possible to prevent intruders from restricting the availability of services by logical means.” 

At the GGSN, mitigation of bandwidth consumption attacks could be performed by conditioning ingress traffic. Traffic conditioning can be performed on aggregate classes of service (e.g., traffic marked with a particular DSCP) or on a per PDP context basis. 

Aggregate traffic conditioning limits bandwidth consumption on a specific traffic class. With aggregate conditioning, a bandwidth consumption attack on one traffic class is prevented from affecting another traffic class. However, there are two major problems with aggregate conditioning regarding mitigation of the bandwidth consumption attack:

· Aggregate conditioning has little impact on the bandwidth consumption denial of service attack since the only response is to restrict the bandwidth of all PDP contexts using the class. Furthermore, the attacker can always alter the class of service under attack.

· A single flow that is perpetrating (or is a victim of) the bandwidth consumption attack affects all flows within the same traffic class

Traffic conditioning on a per-PDP context basis limits a flow to the bandwidth restrictions negotiated in the QoS profile of the PDP context. It also limits the damage of a bandwidth consumption attack to the flow that is the subject of the attack. Thus, other PDP contexts and other traffic classes are shielded from the attack.

A sophisticated bandwidth consumption attack could be initiated on multiple contexts. Due to the attack complexity, the attacker would likely have the resources to attack only a limited number of contexts. Multiple context attacks are therefore unlikely to affect a wider scope of traffic flows when per PDP context conditioning is employed. In addition, per PDP context policing provides a mechanism for detection of attacks on individual contexts. From that information, a profile of the attack can be built in order to assist in localizing the attacker. Information derived from the attack profile could then be used as input to admission control algorithms, in firewalls (at the edge of the UMTS network), and in the external network (for shutting down the attack).

Per-PDP context conditioning provides superior mitigation of the bandwidth consumption attack and provides protection from misbehaving senders. Per-PDP context conditioning should be required functionality in the GGSN, where Internet connectivity leaves the UMTS system vulnerable to attacks. 

3 Proposal

It is proposed that GGSN policing of downlink traffic on a per-PDP context basis be specified in 3G TS 23.107 for mitigation of the bandwidth consumption type of denial of service attack. 

