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1. Introduction 

This contribution provides an example of functional architecture for network requested PDP context activation for Push Services.

The network requested PDP context activation with user-id shall be available for Push Service because:

1) The ability for network to establish IP connectivity to UE is very useful for push services. 

2) It decouples the implementation of Push Services from the SMS. 

This contribution also shows examples of the information flow for network requested PDP context activation for Push Services. The first flow shows successful push message delivery in the case where the target UE is located in a home network. Study of support for roamers should be done. 

The second flow shows unsuccessful push delivery when the target UE is not attached to the network. Failure is reported to Push Server. Guaranteed push by redelivery shall be possible. 

2. Discussion 

2.1 Functional Architecture for Push Services

The figure 2-1 shows a functional architecture for network requested  PDP context activation with user-id for Push Services. 
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2.2 Push Server

Push Server originates a push message to a recipient identified by user-id such as MSIDSN or logical name for example bell@lucent.com.  The server can be located in the recipient’s HPLMN or the other networks. The Push Server submits a push message and user-id as its destination to Push  Application (AP) Proxy. The address of the proxy in HPLMN may be pre-configured to the Push Server, for example push-proxy.lucent.com. 
 

2.3 Push Application Proxy

Push Application Proxy Server resides in HPLMN and receives from the Push Server a push message and user-id which specifies the destination of the message. On receiving a push message, the proxy checks if there is an IP address assigned to the user-id. If already assigned, the proxy directs the message to the IP address. If not yet assigned, it performs the two procedures shown below to obtain an IP address. If successfully allocated, that is the PDP context is successfully activated, the proxy sends the message to the IP address. 

1. Obtain IMSI and subscription of push message recipient from Directory Server.
 IMSI is required for GGSNs to perform network requested PDP context activation. The subscription information is used to check if the message should be delivered to the recipient.


2. Requesting dynamic IP address allocation
To request network initiated PDP context activation, IP address allocation request is sent to a GGSN. The Push AP Proxy selects a GGSN based on pre-arrangement or the types of Push Servers. The GGSN performs network requested PDP context activation and returns a dynamically assigned IP address to the proxy. The proxy then caches the user-id and the IP address for later use. The Push AP Proxy may request dynamic IP address allocation to GGSN with user-id. In this case, the GGSN may contact the Directory Server to perform the procedure described in 1 before PDP address activation is initiated.
 
When the transmission of push message is completed, the proxy notifies the delivery result to the Push Server. In this document, it is assumed that the Push AP Proxy and the Push Server share security association in order to traverse through firewall which protects the HPLMN from malicious attacks such as denial of the service attacks.
For feasibility study of Push Services based on network requested PDP context activation, the functional entity of Push Application Proxy should be considered in the architecture model. The reasons are:

1. Minimized impact of various Push Servers which originates push messages. 
Interworking with various Push Services in the Internet with minimum impact to the 3G network architecture is possible with Push AP Proxy.


2. Provision of accessibility
Means for checking the accessibility of an end user and handling of delivery when the user is not accessible can be implemented on the proxy. For example, the AP proxy can detect and report failure to the Push Server so that the Push Server can retry later, or the proxy may store the contents and retry later. Triggering mechanism for redelivery when UE becomes available should be studied.

3. Provision of security measures.
The proxy provides protection against malicious attacks such as denial of services to 3G networks. In fact GGSNs are shielded from malicious attacks if the contact point for push session initiation is not the GGSN.

4. Dynamic GGSN selection and load sharing scenario
It is possible to for the proxy server to provide dynamic GGSN selection and load sharing scenario. 

The Push AP Proxy should be optional entity because not all operators deploy push services.

2.4 Directory Server Function

Directory Server is a database which provides the following functionality

1. Mapping from user-id to IMSI


2. Provision of User credential and profile 
The information is used for the protection of users from receiving messages from Push Services to which users have not subscribed.

The server may be based on a LDAP accessible directory or a database accessible via CORBA and may be a part of Push AP Proxy, HLR or HSS. 

2.5 Extension to GGSN

To allow network requested PDP context activation with user-id, the Push AP Proxy needs to select appropriate GGSN and inform it of arrival of push messages so that PDP context can be activated by the network and IP address can be dynamically allocated. The selection of GGSN by the proxy may be pre-arranged by operators or be based on the Push Server identity. The proxy also needs to tell GGSN when to deactivate the PDP context. Four new messages are proposed to serve the purpose described above. The examples of the flow diagrams using the messages, please refer to the section 4. 

1. IP address Allocation Request
The message is sent from the Push AP Proxy to the GGSN to request PDP context activation for the recipient of the push message specified by user-id prior to the message transmission. The message may contain user-id, IMSI, APN and etc.


2. IP address Allocation Response
The message is sent from the GGSN to the Push AP Proxy to inform the result of requested PDP context activation. The message may contain result code, user-id, IMSI, APN, allocated IP address, and etc. The proxy can determine the accessibility of the target user by this message.

3. IP address De-allocation Request
The message is sent from the Push AP Proxy to the GGSN to request deactivation of PDP context assigned to a the recipient. The message may contain user-id, IMSI, APN, assigned IP address and etc.
 

4. IP address De-Allocation Response
The message is sent from the GGSN to the Push AP Proxy to inform the result of requested deactivation of PDP context. The message may contains result code, user-id, IMSI, APN, de-allocated IP address, and etc.


In addition to the four messages, the two optional messages are shown below. When a user activates or deactivates PDP context, the GGSN notifies the Push AP Proxy of such events so that the active PDP context can be shared with Push Services. Selection of the Proxy by GGSNs may be pre-arranged by the operator or may depend on user subscription to push services. The directory server may be accessed by GGSN for the user subscription information so that GGSN can choose a proper proxy. The flow diagram in section 5 shows the case where the messages are used. 

5. IP address Allocation Notification
The message is sent from the GGSN to the Push AP Proxy to inform user request PDP context activation. The objective is to reduce IP Address Allocation Requests when there exists active PDP context available to Push Services. The message may contain user-id, IMSI, APN, Allocated IP address, and etc.
 

6. IP address De-allocation Notification
The message is sent from the GGSN to the Push AP Proxy to inform deactivation of PDP context by users. The message may contain user-id, IMSI, APN, de-allocated IP address and etc.

3. Proposal  
This contribution proposes that network requested PDP context activation with user-id shall be available for Push Services because the ability of network to establish IP connectivity to UE is useful for Push Services and it decouples Push Service implementation from SMS.  The contribution also proposes that the diagram 2-1 and information flows in section 4 should be used for further discussion on feasibility study of network requested PDP context activation with user-id for Push Services.

4. Information Flow Examples  
In this section, 3 cases of Push Service information flow with the four messages defined in section 2.5 are shown with explanation. The red allow represents new messages introduced. The black allow represents messages already defined in R99. Information flow between Push Server and Push AP Proxy, shown in dotted line, is outside the scope of this contribution.
4.1 Successful Push with Dynamic IP address Allocation.

Figure 4-1 shows the information flow of successful Push operation where network activates PDP context and allocates dynamic IP address.
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1) The Push AP Proxy receives a push message and user-id as its destination information. In this scenario, the proxy has no PDP context associated with the user-id, therefore it starts the procedure for requesting PDP context activation by the network.

2) The proxy issues an inquiry message to the Directory Server to obtain the IMSI associated with the user-id and subscription information of the push message recipient. 

3) The Directory Server sends back to the proxy, the IMSI and the subscription information.
The proxy checks the subscription information and decides that the message can be delivered to the recipient identified by the user-id.

4) The proxy sends IP Address Allocation Request to the GGSN which is selected based on the pre-arrangement or the identity of the Push Server. The request carries user-id, IMSI, APN. The proxy may send the IP Address Allocation Request shown as 4) to the GGSN without querying the Directory Server. In this case, the GGSN queries the Directory Server. The message flow  2) and 3) are exchanged between the GGSN and the Directory Server after the GGSN receives the message 4).

5) The GGSN obtains routing information for UE by issuing Send Routing Information request to the HLR. The HLR returns the address of SGSN to which the UE is currently attached. 

6) The GGGN sends PDU Notification Request (IMSI, PDP Type, PDP address, APN) to the SGSN identified in procedure 5). The PDP address is set to null.

7) The GGSN receives a successful PDU Notification Response from the SGSN.

8) The SGSN sends Request PDP Context Activation (PDP Type, PDP Address, APN) to UE. The PDP Address is set to null.

9) The UE sends PDP Context Activation Request (NSAPI, TI, PDP Type, PDP Address, APN, QoS Requested, PDP Configuration Options). The UE requests the assignment of a dynamic IP address by setting the PDP Address to null. Concerning the QoS Requested, the information can be specified by the Push Server and conveyed from Push AP Proxy to the GGSN. PDU Notification Request and PDP Context Activation Request may be extended to carry QoS related information. This may need further study.

10) PDP context is created and an IP address is allocated to the UE by the GGSN. The SGSN may locate the GGSN that has sent the PDU Notification Request to it by the APN carried over the PDP Notification Request. It is assumed that the APN carried over the PDP Notification Request is used for the SGSN to identify the GGSN that has sent the PDP Notification Request. The other means to identify the GGSN may be studied.

11) On successful creation of the PDP context, the SGSN sends Activate PDP Context Accept to the UE with the assigned IP address.

12) The GGSN then sends IP Address Allocation Reply to the Push AP Proxy with the IP address. The Proxy caches the user-id, the IMSI, the address of GGSN and the allocated IP address.

13) The Push AP Proxy delivers the push message received in 1) to the UE using the IP address.

14) The proxy sends the delivery result of the Push Message. The result may also optionally contain the allocated IP address and the indication that the proxy remains on the path for the delivery of subsequent Push Messages
15) This arrow shows the possible flow for subsequent Push Messages from the Push Server to the UE, if the IP address is informed to the server. The Push Server may use the IP address to deliver the subsequent Push Messages to the UE. 
4.2 Push Service Flow with IP Address Deallocatation.

Figure 4-2 shows the Push AP Proxy deactivates the active PDP context, when it receives the indication of Push completion from the Push Server.
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16) The Push Server indicates the completion of delivery of Push Messages to the UE, by sending Push completion notice to the Push AP Proxy.
17) The proxy sends IP Address De-allocation Request (IMSI, IP Address, APN) to the GGSN.

18) The GGSN sends Delete PDP Context Request to the SGSN.

19) The SGSN deactivates the PDP context. The GGSN frees the IP address for the future use.

20) On successful deactivation, the SGSN sends Delete PDP Context Reply to the GGSN.

21) The GGSN sends IP Address De-allocation Reply to the Push AP Proxy. The Proxy deletes the cache entry that contains the IP address.

22) The proxy sends acknowledgement to the Push Server.

4.3 Erroneous Push when the target UE is not attached.

Figure 4-2 shows information flow of Push operation when the target UE is not attached to the network. 1) through 5) are identical as in the section 4.1.
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6) The HLR returns Send Routing Information Request Response with the cause that the UE is not reachable.

7) The GGGN sends IP Address Allocation Reply to the Push AP Proxy with the cause.

8) The proxy reports the failure to Push Server

5. Push Service Optional Information Flow Example 
Figure 5-1 shows the information flow of successful Push operation when the active PDP context has been already activated by the UE where the optional two messages, IP Address Allocation and Deallocation notification are used.
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1) The UE initiates PDP context activation and the PDP context is successfully created with an IP address dynamically assigned.

2) The GGSN notifies the creation of PDP context to the Push AP Proxy by sending IP Address Allocation Notification containing the IMSI and the MSISDN of UE, the APN specified by UE, the IP address assigned to UE. The Push AP Proxy caches the information received in the notification message. The selection of the proxy is for further study.

3) The proxy receives a push message and user-id as its destination. If the user-id is MSISDN, the proxy checks its cache to see if is has any knowledge of IP address associated with the MSISDN. In this case, the proxy cache has the IP address information, and it sends the content of the message to the IP address (jump to the step 6). If the destination is logical name, Directory Server is queried for the IMSI associated with the logical name.

4) The proxy issues an inquiry message to the Directory Server to obtain the IMSI associated with the logical name. 

5) The Directory Server sends back to the proxy, the IMSI associated by the logical name. The proxy searches its cache to see if it has IP address information associated with the IMSI. In this scenario, the cache contains the IP address .

6) The proxy delivers the Push Message received in 3) to the UE using the IP address.

7) When the proxy completes the transmission, it reports the result of the push message delivery to the Push Server. The result may also optionally contain the IP address allocated to the user-id and the indication that the proxy remain the path for the delivery of subsequent Push Messages.
8) This arrow shows the possible flow for subsequent Push Messages from the Push Server to the UE, if the IP address is informed to the server. The Push Server may use the IP address to deliver the subsequent Push Messages to the UE.
9) The UE deactivates the PDP context. As a result the IP address is freed.

10) The GGSN reports the deactivation of PDP context to the proxy by sending IP Address Deallocation Notification containing the IMSI and the MSISDN of UE, the APN specified by UE and the IP address freed. The proxy deletes the cache record corresponding the deactivated PDP context.

11) The proxy notifies the deallocation to the Push Server.
In case where 6) and 9) collides, the Push AP Proxy will receive the IP Address Deallocatoion Notification in the middle of data transmission. The proxy can then initiate the IP address allocation procedure by sending the IP Address Allocation Request. After a new IP address is successfully assigned, the content is retransmitted to UE.
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