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1 Introduction

A number of current and future services require the capability for an external IP network to “Push“ data to 2G, 2.5G and 3G terminals in PS Domain. R99 specifications allow operators to provide push services for MS with static IP address or long-lasting PDP contexts. However, since mobile application services in PS Domain are emerging, the following additional service requirements should be considered. 

· Push services should be provided whenever a network can reach the target MS.

· Each IPV4 IP address is a valuable resource. In order to effectively use the limited address space, IP addresses should preferably be assigned dynamically.  Obviously, with dynamically assigned addresses another identifier is needed to permanently identify a target MS.

· Push services should be provided to mobiles that are capable of receiving only IPV4 packets.

· Existing IP applications should be able to send data to an  MS. In other words applications capable of sending IP packets to another IP terminal can be extended to serve mobile terminals without any modifications.

· IP applications  typically use DNS to resolve a Domain Names to an IP address before sending IP packets.

In the long term one can assign a static IPV6 address to every mobile. Hence, solutions that require extensive modifications of standards or mobiles may no longer be required by the time they are implemented. What is most needed is a short- or medium term solution that enables push services without major modifications to standards or MS’s.

The present document examines an access network architecture that provides push service and that meets the above requirements. In addition one shall consider:

· How common push services can be offered both through an UMTS IP access and through other IP access networks (the work being performed by IETF should be considered to this respect).

· How the service works while an MS is roaming

The reference architecture discussed in this paper extends the standard DNS to include AR (TR 23.874) functionality. The modified DNS, hereafter referred as PDNS, will communicate with an entity in GGSN (similar to NA in TR 23.874) to get the MS IP address and return it to the application server. A new configurable timer (Tctxt) is introduced to define the validity of the returned IP address, this timer value will be used by the application server, PDNS and GGSN to maintain common Domain Name-IP Address association across all the entities.

Since most of the IP applications perform DNS query to resolve host name to IP address, the reference architecture utilizes the DNS query message to prepare the MS for accepting the “Push” data. This approach allows the application server to view MS as an IP terminal capable of receiving IP packets with no special capabilities (SMS or SIP). 

2 Discussion

This section gives a detailed description of a push service implementation.

2.1 Definitions

New definitions that are introduced by the current reference architecture

Domain Name (DN):  a textual string used in Internet to identify a host or a set of hosts. The string shall contain host name followed by the network name (e.g:ggsnanme.gprsnetwork.com, firstname_lastname.gprsnetwork.com or msisdn.gprsnetwork.com).
DNS : an internet service that translates DNs into IP addresses. 

PDNS server:  A DNS server that implements the Gdns interface. The server database will be modified to also hold the target MS’s DN and GGSN.

Gdns: a new interface defined to allow a PDNS to request a GGSN to activate a PDP context for a specified IMSI. A GGSN will use this interface to provide IP address updates to a PDNS.
TTL: the duration during which the IP address returned by a DNS or PDNS server is valid. If TTL expires the Application Server must send a new request to the DNS to resolve the target MS’s DN to an IP address. 

2.2 Assumptions

The following assumptions are being made by the reference architecture

· The application server shall not use an MS’s IP address if after the addresses TTL expires. If the TTL expires, the application shall perform another DNS lookup to resolve MS’s DN to IP address.

· The MS is responsible for requesting appropriate QOS after setting up a PDP context. The procedure for negotiating QOS parameters is outside the scope of this document.

· The QOS of the network initiated PDP context should be interactive or better.

· With IPV6 carriers shall be able to assign static IP address to MS and so might be able to offer push services without needing a PDNS.

2.3 Requirements

The following new requirements are satisfied by the reference architecture along with all the requirements discussed in the TR 23.874

· The access network shall be able to dynamically assign IP addresses to target MSs. 

· Push service shall be transparent to the Application Server.  
- The Server shall be able to deliver the service in the same way to a users on wired and wireless networks.
- Delivery shall be the same for MSs with statically and dynamically assigned IP addresses.

· The Application shall be able to use an identifier for the user that can be resolved to an IP address in a standard way.

· An Application Server must be able to specify a required type of IP connectivity for a push. E.g. QoS (This requirement is satisfied by QoS negotiation at the application level)

· The architecture must be extendable to support peer to peer communication like instant messaging.

2.4 General Description

This section describes the reference network architecture and behaviors that enable push services (Figure 1). A carrier can enable network initiated services by adding one or more DNSs (called PDNSs) to its wireless system. The PDNSs offer a standard DNS interface to the Packet data network. The carrier further must assign a DN to each target MS. For each target MS, the carrier must provision a single PDNS with the MS’s DN, its IMSI and the GGSN that is to be used for push services to that MS
. 
New messages are defined between a PDNS and a GGSN to allow the assignment of an IP address to a target MS for push services. 

The proposed method is completely transparent to the Application Server. The Server will use the same address resolution mechanism – standard DNS lookup - for wired users and for wireless users with statically assigned address and for wireless users with a dynamically assigned address. Indeed, an end user can even move from a wireless device to a wired one as long as the user keeps the same DN. For certain  types of push service, the Application Server may not need to be aware of the device capabilities.

A new timer - Tctxt - is defined in the GGSN that defines a duration that a dynamically assigned IP address remains reserved for an MS. The timer is started when a PDP context for that IP address becomes inactive.  During this period the GGSN must maintain the IP address - IMSI correlation. It can not assign the IP address to another MS. The value of Tctxt is configurable.
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Figure 1. Reference Push Service Architecture.  A DNS is added to the PLMN (the PDNS). Each target MS is represented in the PDNS by a DN. The PDNS is further provisioned with the MS’s IMSI and the GGSN to be used for push services to the MS.  The Application Server then can query the DNS to resolve the MS’s IP address. If the DNS can not provide a current IP address, it uses the Gdns interface to query the GGSN. If needed, the GGSN will force the activation of a PDP context for the MS, and will report the resulting IP address.


Proposed behaviors for DNS queries

An Application Server that wants to push data to an MS must first query a DNS with the MS’s DN. 

· When the Application Server queries its local DNS with the MS’s DN, the query will be forwarded to the PDNS by established DNS methods. 
If the PDNS contains an IP address for the DN and the TTL indicates that the address has not expired, the PDNS will immediately return the IP address and the remaining TTL. The TTL in the PDNS can be set to infinite for an MS with a statically assigned IP address. For an MS with dynamic addresses it is managed more carefully. This is discussed below.
The Application Server shall store the value of the remaining TTL and shall use the IP address only while the TTL has not expired.

· When the PDNS does not contain an up-to-date IP address for the DN it retrieves the IMSI and the GGSN for the DN. It then queries the GGNS
 with the MS’s IMSI, using a new message on the new Gdns interface. The message is called an “IP Address Query Message”.

· If the MS has a PDP context that allows for IP push services, the GGSN will return the corresponding IP address over the Gdns interface, together with the TTL. If the address is dynamic, the GGSN returns a TTL of Tctxt, for a static address is returns an infinite value. The PDNS then stores this information and responds to the Application Server with the IP address and the TTL.

· If the MS does not have an active PDP context, the GGSN will use the MS’s IMSI to force the MS to activate one. The GGSN returns IP address and the TTL
 to the PDNS after successful creation of the PDP context.
If the PDP context can not be activated, the GGSN reports failure to the PDNS. The PDNS then reports failure to the Application Server.
Alternatively the GGSN can reserve an unused IP address for that IMSI without paging the MS to initiate a PDP context.

Note that under this approach a second application that wants to push data to the same MS will be able to find and use an already reserved IP address, or an already established PDP context - if one exists.

The PDP context and the IP address that are created for the push operation can also be used for other traffic. For example, and Application Server may want to push advertisements to an MS that cause the user to start a browse section on the newly-activated PDP context. Obviously the browser is able to access servers other than the Application Server.

None of the procedures mentioned above allow the Application Server to establish a specific QoS for its push services. QoS must be negotiated explicitly after the IP address of the MS has been resolved.

It may be that the MS already has an active PDP context with another GGSN at the time that the Application Server sends its DNS query. In order for the push to succeed the MS must be able to handle more than one IP address (multi-homing stack )

Lifetime of the PDP context.

Since Ipv4 addresses are valuable resources, a GGSN may want to control the maximum duration of a PDP context that uses a dynamic address. The GGSN may define a timer TctxtLim, For PDP contexts that have been activated as the result of a PDNS query or as result of reception of a packet from the PDN. The GGSN can monitor the traffic associated with the PDP context. It may deactivate the context if there is no traffic for TctxtLim. After an additional duration of Tctxt, the IP address of the deactivated PDP context can then be assigned to another MS. The PDP context may also be inactivated by the MS, for example when all existing sessions on the context have ended. The PDP context may also be inactivated by an external event, such as an MS detach. 

Choice of Tctxt
The timer Tctxt value  is configured by the operator. It impacts system operation in several ways. 

A larger timer value will increase the time that an unused reserved dynamic IP address can not be assigned to another MS. This decreases the efficiency of IP address space management

The TTL returned to the PDNS is equal to the timer value, and impacts the TTL values returned to the Application Server. After TTL expiration at the Application Server, the server will have to make another DNS query. Thus, a larger timer value result in less DNS-related traffic.

Proposed behaviors for IP data delivery

Once the Application Server resolves the MS’s IP address, it can push data to the target MS. Data packets will be routed to the associated GGSN. 

· If the GGSN receives an IP packet on the IP address of the target MS and the PDP context still exists, the GGSN will forward the packet to the target MS in the legacy way. The MS can send packets to the Application Server.

· If for some reason the PDP context is no longer active and the IP address is a statically assigned one, the GGSN will try to activate a new PDP context in the legacy way. 
If the IP address is dynamic, and the packet is received within Tctxt from PDP context expiration, the GGSN must look up the IMSI for the IP address must try to activate a PDP context. The GGSN must reassign the original IP address. The mechanisms used are very similar to those used for a static address.
If the packet is received later than Tctxt after PDP context expiration, the packet is dropped. The PDP context is not restored.
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Figure 2. Pushing data to a target MS. The scenario shows how an Application Server can push data to a target MS on a dynamically assigned IP address
.


Example Scenario

Figure 2 shows an example of pushing data to a target Ms. In this scenario the MS has neither a statically assigned IP address nor an active PDP context. The scenario consists of the following steps.

1) A module in the Application Server (e.g. DNS client) sends a query to the DNS. This query will be a primitive DNS message as defined in RFC-1035.  The request will be routed to the appropriate PDNS.

2) The PDNS server performs a search to fetch the entry corresponding to the target MS DN. In case there is an IP address associated with the DN, and the TTL corresponding to that address is not expired, the PDNS server returns the address together with the remaining TTL. 
In the case of this example scenario this is not the case and the PDNS retrieves the MS’s IMSI and GGSN and sends a message over the Gdns interface to the GGSN. The parameter in the message is the MS’s IMSI. 

3) The GGSN, upon receipt of message, will look for the target MS’s PDP context information. If no information is found it follows the procedure described in GPRS spec to instruct the target MS (mobile) to activate a PDP context (See GSM 23.060 clause 9.2.2.2 Network Requested PDP context Activation Procedure).

4) The assigned IP address will be sent to the PDNS server along with the TTL (This is the time during which the IP address is valid). Procedure for updating DNS is defined in RFC-2136 and is also discussed in IETF draft “Interaction between DHCP and DNS”. 

5) The PDNS server updates its internal data structures and sends the IP address and TTL in the DNS response to the Application Server. The format of the message is defined in RFC-1035 and is a standard DNS response primitive.
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Figure 3. PDNS implementation using a standard DNS.


Alternative PDNS Implementation

It is possible to use a fully standard DNS instead of a PDNS. The interface between the GGSN and the PDNS then becomes a standard DNS interface. The DNS still stores the MS’s IMSI, keyed by DN.  The message flow is slightly modified (Figure 3). In step 2) the PDNS forwards the Query to the GGSN. This time the parameter is not the IMSI but the DN, which is standard DNS behavior. The GGSN then queries the PDNS for the IMSI, using the DN as key (step 3). The PDNS returns the IMSI (step 4), which is used by the GGSN to activate the PDP context in step 5). The GGSN responds to the DNS query with the IP address and TTL

The alternative implementation will also work in one to many relationship between PDNS and GGSN provided that the DN contains the anchor GGSN’s name.

Alternative GGSN Implementation

In an alternative approach the GGSN defers the creation of a PDP context until it receives an IP packet for the MS. This makes the PDP context activation scenario more like the legacy scenario for a statically assigned IP addresses. 

This alternative also increases security under a Denial of Service attack on the P_DNS. An unauthorized Application Server may generate a large amount of queries on the P_DNS with different names and cause a large volume of over the air traffic associated with PDP context activations. Preferably the PDNS uses established mechanisms to impose security against such unauthorized queries. This alternative implementation further allows the GGSN to authenticate and authorize the Application Server before contacting the MS Over The Air. 
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Figure 4. Deferred activation of the PDP context.


This alternative implementation is illustrated in Figure 4 and is explained in the following steps.

· The GGSN receives an IP Address Query Message.

· If the MS has a PDP context that allows for IP push services, the GGSN will return the corresponding IP address together with the TTL. If the address is dynamic, the GGSN returns a TTL of Tctxt; if it is static, the GGSN returns an infinite value.

· If the MS does not have an active PDP context, and the MS does not have a static address, the GGSN reserves an IP address for that IMSI for a duration of Tctxt.

· The GGSN returns the IP address along with the TTL, as above. The PDNS behavior after receiving the IP address over Gdns interface is similar to that discussed above.

· After resolving the IP Address, the Application Server starts sending IP packets.

· Upon receipt of the first packet from the Application Server, the GGSN may perform authorization and authentication (authorization and authentication procedures are outside the scope of this proposal).

· If authorization fails, the GGSN discards the IP packet.

· If authorization check is successful, the GGSN instructs the target MS to activate a PDP context, using the MS’s static address or the IP address reserved for it.
The GGSN shall return the same IP address in the PDP context notification response to the MS.

This approach will protect the system against creation of PDP contexts for requests from unauthorized application servers. In the default approach a server with access to an MS’s DN can force the creation of a PDP context even if it is not allowed to send packets through the GGSN.

This approach will have higher latency when compared to the default approach. The latency for this variation should be in line with that of the network initiated procedure for MS with static IP addresses discussed in GSM document (See GSM 23.060 clause 9.2.2.2 Network Requested PDP context Activation Procedure).
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Figure 5. GGNS with embedded PDNS database.


GGSN with embedded PDNS

In a slight twist on the above variation, one can also put the PDNS information inside the GGSN (Figure 5). The GGSN retains its DNS interface. It has access to a database. The database is provisioned with the domain names and IMSIs of the MSs that use that GGSN as their anchor point. Like a DNS server, the database will contain the MS’s IP addresses and TTLs, while relevant. This solution has the drawback of reduced flexibility; the DN of an MS must resolve onto a specific GGSN.

Avoiding an Application Server Timeout

Under the default implementation, the PDNS will not return an IP address until a PDP context has been successfully activated. An impatient Application Server may time out before the DSN response and hence fail to push its data. The alternative GGSN implementation above defers the PDP context activation and significantly speeds up the DNS response. Unfortunately this is done at the cost of additional latency for the first IP packet. A third variation allows the overlap of the PDP context activation and the DNS query response. It is shown in Figure 6. It has the additional complexity that the first IP packet can arrive before the PDP context is established.
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Figure 6. Simultaneous PDP context activation and DNS query response.


2.5 Protocol Architecture

The protocol stacks for push service initialization is shown in Figure 7. In this figure a new interface - Gdns - is introduced to allow a PDNS to communicate with the GGSN to request for the IP address associated with an IMSI. The GGSN uses the Gdns interface to update the PDNS with the IMSI - IP address association.
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Figure 7. Protocol stack for push initialization.


2.6 Security 

Access network shall protect a target MS from attacks by Application Servers. Several approaches can be taken to implement security functionality in the access network. 

· The PDNS can implement some of the security features. For example, if it detects an unusual number of resolution requests from a particular source or for a particular DN it can stop giving out the IP address for that DN.

· GGSN shall implement the packet screening criteria specific to the IMSI. Any subscriber-specific screening functions are performed, e.g. verifying the source address, protocol type and port number, enforcing size/volume limits, etc. in GGSN.

· Alternatively one can use a dedicated Gateway. This approach offloads the burden of implementing security features in the access network. Subscriber screening functions like verification of source address, protocol type and port number, and enforcing of size/volume limits, are performed in the gateway.

2.7 Roaming Support

The proposed implementation supports roaming service. The PDNS, when needed, will send the IP address query to the same GGSN, independently of whether the Ms is roaming or not. In the preferred implementation the GGSN provides an anchor point for push services. The GGSN retrieves information on the serving SGSN from the HLR before it sets up the PDP context. The PDP context that is activated will terminate on the GGSN. Thus, if a target MS roams to another access network, push service requests coming to the home network will be tunneled through the anchor GGSN and the serving SGSN. Alternatively one could add new mechanisms to force the creation of a PDP contexts that terminate on a GGSN in the visited network. This alternative is not described in detail. 

2.8 Error Responses

· PDNS shall report “Non Existent Domain” if it receives a query with invalid DN.

· PDNS shall report “Query Refused” if a GGSN returns an error (If MS is not currently available or failed to establish PDP context)

These error codes are returned to confirm with DNS specification.

3 Proposal

It is recommended that the DNS Push Service, defined in section 2 above, be incorporated in TR 23.874 as an alternative implementation for push service.

� Provisioning of GGSNs in the PDSN is not needed if there is a one-to-one correspondence between the PDNS and GGSN.


� In this implementation a single GGSN is associated with each name. Other contributions to this document show that a GGSN may be chosen from a number of available GGSNs. The choice  may for example depend on the GGSN loads. A problem with this approach in the context of this implementation is that one prefers to find the GGSN that already has a PPD context for the MS – if any.


� The TTL value is that of the lease timer  Tctxt


� The figures show that the DNS forwards the query to the PDNS. Alternatively redirection can be used, where the Application Server will directly query the PDNS. This redirection can be persistent.
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