S2-001759

3GPP - TSG SA - WG2 Drafting
9-12 October 2000

Sofia Antipolis


Title:

Hiding of the Internal Network Structure

Date:

9. October 2000

Source:

Nokia
For:

Discussion

Agenda Point:
4

1 Introduction

The requirement for hiding of the internal network structure from users and other operators have been discussed in S2 for some time now. The main requirement has been that the number of network elements and the internal installation of them should not be visible outside the operator's network. This contribution tries to introduce more discussion on the actual technique of hiding by providing examples of different methods to doing the hiding and trying to show the different grades of hiding.

2 Discussion
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Figure 1 Different  levels of hiding and the associated techniques


There are different levels of hiding. Figure 1 shows the different levels of hiding with examples of possible techniques. On the top level there is the need to hide or not to hide the IP addresses. If IP addresses do not have to be hidden the case is very straightforward and no actual hiding mechanism is needed. 

If hiding of IP addresses is required there is a variety of methods to achieve the needed hiding. The method accurate depends on the next level of hiding. The question on this level of hiding is if the logical names of the network elements should be hidden or not.

If Network Element Names do not have to be hidden, there are two different approaches to achieve hiding – IP level solution or Application level solution. IP level solution would imply the need of an IP Level Gateway (ILG) described later in this contribution. Application level solution would mean an Application Level Gateway (ALG). ALG is also described later in this document.

On the other hand, when hiding of logical network names is needed a signalling broker should be used to achieve complete hiding.

3 Intelligent usage of IP addresses 

Allocation of several IP addresses per network device is an affective and simple way of hiding the operator's network structure. It makes the approximation of the number of the network elements impossible. Thus, the operator does not reveal any information about its network even when showing the actual IP address(es) of a network element to the outside world. 

Theoretically, the uncovering of the actual IP address of the network element makes exposes the element to direct attacks, e.g. denial of service. This problem however would affect only one element. Hence, other network elements would continue to function without interruption. Yet, the attacks to the network elements can be either prevented or the risk of such attacks could be decreased with the usage of effective Firewalls.

4 IP Level Gateway

The IP Level Gateway is an intermediate element on the border of the operator's network and the outside world. Its function is to route the signalling coming from the outside of the operator's network to the network elements inside and to conceal the true IP address of those elements. The IP Level Gateway has a range of globally routable IP addresses each matching a site-local address of the corresponding network element inside the operator's network. As a signalling message reaches the IP Level Gateway from the outside, the gateway changes the destination address of in the signalling message to corresponding to the site-local address. When sending signalling traffic outside the operators network the source address in the IP packet is modified to correspond the global address.

If usage of IPSec is desirable in the global network, must the corresponding host have a security association with the IP Level Gateway. Alike, when using IPSec internally in the operator network, the network element inside the network must have a security association with the IP Level Gateway. 
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This solution provides a hiding of the network elements' IP addresses, however the number of IP addresses are not hidden It also assures that the network elements only can be reached through the IP Level Gateway from external networks. The IP Level Gateway may contain filtering mechanisms to control the traversing traffic. Thus, advanced filtering would be possible. 

As all of the packets going in and out the IM CN Subsystem have to traverse the ILG, this method is not very efficient and might be too inflexible.

5 Application Level Gateway (ALG)

In the Application Level Gateway (ALG) solution, the source network element has not visibility of the ALG itself. The ALG is invisible on the application level and the originating elements thinks it is in direct conversation with the destination element. The incoming SIP messages are intercepted by the ALG and routed based on certain SIP-headers (request URI or Via) to the appropriate network element. The system should be configured such a way that the incoming packets containing the IP addresses of the network elements must be discarded. The public DNS query results to the ALG address. The ALG, however, knows the true destination of the messages and forwards the messages to the appropriate element. The outgoing IP packets with SIP messages are sent out as they were originated from the ALG (the source address of the IP packets is the ALG IP address).
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This solution provides a complete hiding of the network elements' IP addresses, since all external SIP messages contains only the IP address of the ALG. The ALG can perform filtering upon the SIP messages. 

As an example of ALG functionality is the use of separate DNSes for external and internal use. The internal DNS is used to resolve the actual destination address.

6 Signalling Broker – SIP Proxy

Signalling Broker (SB) operates as a SIP proxy. It means that besides the IP level, it also changes the SIP messages. All the outgoing and incoming messages are addressed at SIP and at IP level to the SB, which routes them according to SIP level information. The system is configured to discard the incoming packets containing the IP addresses of the network elements. Alike in the ALG solution, in SB solution the Public DNS does not  result the internal addresses and the DNS does not contain the internal names.
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This solution provides a complete hiding of the network elements' IP addresses, since all external SIP messages contains only the IP address of the SB. The device may contain any kind of application level filtering application. In addition, domain name hiding is also implemented with SB. This requires additional functions (e.g., maintaining user's registration information) for routing of the routing of the SIP messages.

7 Conclusion

As shown in this contribution, there are several methods of hiding the internal structure. We do not consider all of the possible techniques, but merely wish to show that different solutions exist. Thus, this contribution should not be taken as an exhaustive list of hiding mechanisms. 

8 We would like to raise the question if the hiding of the internal structure of the CSCFs is really a standardisation issue or more of a configuration choice made by the operator. We hope that the discussion generated by this document could clarify the actual requirement of hiding and if needed, help on choosing the most suitable solution(s) for hiding.
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