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Introduction

This contribution was triggered by the email (Sept 25th) from Mr. Bill Marshall of AT&T Research regarding Call Flow interactions with QoS. In particular this contribution provides some discussion material regarding all three of the requirements expressed in that email: prevention of call defects, theft of service, and denial of service.

Specifically, prevention of call defects as described as calls with bad quality or incompatible voice processing. Prevention of theft of service and more information to aid in denial of service by mapping and transport of voice processing parameters to all appropriate 3G IM entities.

Problem (extracted from email) 

1.  Prevention of call defects

Resources need to be available prior to any alerting of the called party, to prevent a blocked call from becoming a call defect.

There are certainly many kinds of call defects, some due to mid-call cutoffs, some due to "high and dry", and (in some future definition) some due to bad quality.  The overall service usually has a metric for call defect rate, and a budget that divides that allowable rate among all the possible causes.

In this case, the particular type of call defect is due to resources not being available to complete a call after the called party has been alerted.  The calling party may hear a ringback turn into fast busy; the called party just gets a dead line.  This is definitely a situation to be avoided. 

2.  Prevention of Theft of Service

Resources need to be authorized by a CSCF prior to being used, to prevent theft of the service.  The authorization needs to contain two parts

a) the specific bandwidth authorized (e.g. AMR audio only, not full motion video)

b) the specific destination of the packet stream, to prevent use of the resources for other connections

Further, (c) mechanisms are needed to ensure the resources are not used prior to signaling of call completion, and not used after signaling call termination.

3.  Prevention of Denial of Service

Denial of Service attacks need to be restricted, if not eliminated. Specifically:

a) the bandwidth authorized in (2a) must be the smallest amount consistent with the session requirements

b) resources reserved prior to the authorization in (2a), if allowed, must be limited (Note: depending on the mechanisms and timings chosen for integrating QoS and signaling, it may be necessary to allow the UE to reserve bandwidth for ONE connection ahead of signaling the CSCF. Not perfect, but acceptable in reducing the Denial of service possibility)

For Discussion:  

At what plane would codec and voice processing equipment control and information be exchanged?

In the call establishment control plane?

In the QoS parameter control plane?

Some combination?

In-band?

Certain parameters need to be exchanged to insure QoS and proper voice payload processing. Examples are:

codec type, codec capabilities (AMR codec negotiation list), need for: hybrid echo cancellation, non-linear processor, level control, noise reduction, acoustic echo control, transcoding, etc.

Tellabs has some concern about relying solely on the SDU size to determine codec selection. At the moment, per S4 and RAN3, the codec selection is NOT deterministic via SDU size alone.

GSM/2G TFO certainly relies on in-band codec info exchange and negotiation. Interworking call scenarios require inband detection and negotiation with 2G/PSTN interfaces and the mapping for those parameters into 3G call/session parameters for 3G entities down/up stream.

The intent is not to turn this into a TFO/TrFO/CN4 subject discussion, but it would seem that further voice payload parameters are required, and at this point, those parameters might best be carried in the call control messages/plane. (Specifically, SIP/SDP – transport between entities involved in the call/session control, which would include the UTRAN and UE. Parallel efforts to extend the transport, mapping, and intercommunication of these parameters needs to be extended to H.248 for the CS Domain and any (future) use of H.248 between the CSCF and the SGSN/GGSN entities.)

