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1 Introduction

This document summarizes the discussion points raised on the SA2 mailing list with respect to security and hiding internal network design. The intention of this document is to have a basis for further discussions on the issue.  The real challenge is in fact how to enforce security  without at the same time introducing some heavy and unnecessary additional load on network elements.

When operators wish to provide services to roaming users from other networks, there are security implications that have to be dealt with:

· Network operators do not wish to reveal their internal network structure to other networks

· Operators should not need to identify explicit addresses of nodes within their networks (except gateways and firewalls)

Some concerns were raised with respect to hiding network element names such as the S-CSCF name from other networks during registration. 

Possible reasons that  justify why operators would want to hide names of network elements such as the S-CSCF are the following:
· Keep the internal design structure hidden. An outsider can identify the list of names of S-CSCFs and therefore deduce  the number of S-CSCFs in the network for example.

· Protect a crucial network element such as the S-CSCF from external attacks and undesired abuse. The I-CSCF can then be used as an intermediary shield to filter out the unwanted messages and to apply algorithms that identify and filter out heavy loads of messages that  are incoming from a single source per time unit. 

The filtering mechanisms stated in the second point however can also be applied at the S-CSCF. Of course the advantage of doing such filtering at the I-CSCF would be not to allow external attacks to disturb the handling of calls at the S-CSCF level whether be it internally or to a PSTN.

2 Hiding the S-CSCF name

Assuming a UE is in a visited network and registers to a S-CSCF  in the hPLMN (see figure 1), two options have been suggested in the SA2 mail discussions although not clearly expressed in TS 23.228:
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Figure 1. Roaming UE registration (case of S-CSCF in HPLMN)
Option 1:  

The name of the hS-CSCF is hidden from the vPLMN. This means that SIP messages from the hPLMN to the vP-CSCF would have to be stripped of the name of the hS-CSCF by the hI-CSCF.  This of course imposes some extra un-necessary load at the I-CSCF level. Subsequent UE requests would have to go through the hI-CSCF, which in turn   interrogates the HSS to identify the already selected hS-CSCF at registration in order to forward the requests appropriately.  

Option 2: 

The hS-CSCF name is issued directly to the P-CSCF. Subsequent requests would not need to go through the hI-CSCF in order to query the HSS for the appropriate S-CSCF. This approach clearly eliminates the need for I-CSCF interrogation during subsequent requests, but it also implies that the P-CSCF would have to store a local database in order to keep track of registered UEs and their S-CSCFs in the hPLMN. Also, this option exposes the name of the S-CSCF to an external network.

3 Discussion

It is clear that operator policies should choose how much security they want to apply to their network.  If option 1 is considered, then  a "shield" of I-CSCFs between PLMNs is necessary.  Consider the following scenario (Figure 2) that consists of user A from PLMN A calling user B from PLMN B, where user A is in a given visited network, and user B is in its home network.
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 Figure 2. User A in visited network calling User B in own home network
1) user A in the VPLMN issues an invite for user B
2) The P-CSCF forwards the request to the I-CSCF of PLMN A

3) I-CSCF of PLMN  interrogates the HSS for the S-CSCF of user A
4) The Request is routed to S-CSCF of user A. 

5) The S-CSCF needs to forward the request to PLMN B (home of user B) but if it cannot reveal its name to PLMN B, then it cannot directly access the I-CSCF of PLMN B and an additional intermediary element that we call here an I-CSCF* has to be used between the S-CSCF of PLMN A and the I-CSCF of PLMN B. This translates to the   steps 5 a) and 5 b). 

6) The I-CSCF of PLMN B  then  queries the HSS for routing information to user B.

7) A response (not shown in the figure for clarity only) to the Invite is then delivered back to user A.  

The message flow if option 1 is used (i.e., the S-CSCF name is hidden) is illustrated below (figure 3):
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Figure 3. When Option 1 is applied (Hiding S-CSCF name to the outside world)
It is quite obvious that hiding the S-CSCF name introduces a heavy "shield" of I-CSCFs around it. As illustrated above, the visited PLMN accesses the S-CSCF in PLMN A via an I-CSCF. Also, a new element that we called I-CSCF* for the sake of this discussion has to intervene between PLMN A and PLMN B.  There is a concern that such option leads to:

· Involvement of a large number of CSCFs in order to establish a call and thus introducing extra delay and a CPU cost on the CSCF and HSS for SIP messages.

· Complexity of the standard
In figure 4 below, we assume that the S-CSCF name is returned to the P-CSCF (option 2), and show the flow of messages for the same scenario:
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 Figure 4. When Option 2 is applied (S-CSCF name visible)  
Providing the P-CSCF directly with the S-CSCF name allows a much simpler message flow, and less demand on CPU, and does not introduce additional delays. Operators can rely on alternative solutions to ensure security (use of IPSEC, firewalls, revealing external names that can be translated internally to actual node names and addresses, etc.).
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