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1 Introduction

A previous contribution, S2-000751, outlined the SIP message flows for caller registration in a home-only service execution context. This document expands on the previously presented message flows in two important ways: it adds a method by which profile information may be transited from a central repository in the home network, and presents message flows for visited domain control of service execution. A brief description of the relation of the functional areas used in this document to nodes in the reference model follows.

HSS:
This is the same as the HSS node in the reference model. For the purposes of these message flows, it is further broken down into functional areas called “LS” and “PDB,” explained below.

LS:
Location Server. This is the portion of the HSS that maintains the location of the user’s Serving CSCF. In these callflows, it is accessed using SIP REGISTER and INVITE messages. This is part of the HSS. Note that this node is serving the roles described as “location server” and “registrar” in RFC2543.

PDB:
Profile Database. This is the repository for all user service profile information. In these callflows, it is accessed using HTTP GET and HEAD messages. This is part of the HSS.

IGW:
Interrogating gateway. This node is primarily responsible for querying the LS node and acting on the returned information. It corresponds to the “Interrogating CSCF” in the reference model. The name “CSCF” is not used in this context, since the IGW has no need to maintain call state (thus, “Call State Control Function” would be inaccurate). This name has evolved from the “incoming call gateway” discussed in S2-000751.

Serving CSCF:
This node corresponds to the Serving CSCF in the reference model. It is responsible for execution of services. It maintains a call instance for the duration of a user’s registration in a particular domain.

2 Scope of Discussion

The areas of discussion intended to be invoked by this document centre around the methods for transferring service or trigger information, as well as the concepts for visited control and profile updates. The nature of the transferred information (e.g. triggers versus service parameters) is not in scope for the purpose of discussing this document, and will be presented in another contribution.

Note that the discussion does not directly address security issues.

Further, the protocols and/or policies for selection and discovery of the CSCF nodes are not described in this document.

Authentication is not covered in this document. These are expected to be handled as defined by RFC2543 (e.g. challenge/response security is possible for every node in the SIP signalling path).

3 Discussion

The message flows presented below provide solutions to a number of issues with registration and profile transfer, while requiring only one, minor protocol extension (which allows the transit of service information location in REGISTER requests and responses). Since the extension defined is minor and generally applicable to services (not just within a wireless context), progressing it to a proposed standard within the IETF should be relatively easy.

Of prime importance are the following points:

1. Handling of registrations is consistent among all nodes (regardless of home or visited control).

2. Behaviour of all nodes conforms as closely as possible to the requirements and spirit of RFC2543 and related documents.

3. Handling of service profile transfer allows services to be ignorant of the context in which they are running (e.g. home vs. visited).

3.1 Home execution registration and profile transfer

This message flow demonstrates the transfer of profiles from a profile database to a Serving CSCF. Note that the term “profile transfer” refers to the transfer of profiles between nodes, and not necessarily between domains (although that is possible; see the following section).

Note that the messages shown in italics in the message flows are HTTP, and not SIP messages. HTTP/1.1 is described in detail in RFC2616, and is most commonly known as the transport mechanism for web page content. XML is used to express the user profile information.

Note that other protocols, including other IETF protocols, may be extended to serve these functions.
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Figure 1: Registration in a Home-Control scenario

1) The handset performs a registration request to allow calls to be successfully routed to and from it. In this example, the handset is requesting a registration of four hours (14400 seconds).

REGISTER sip:home-domain.com SIP/2.0
To: <sip:user@home-domain.com>
From: <sip:user@home-domain.com>;tag=0000-1111
Call-ID: 8888@handset1234.visited-domain.com
CSeq: 99 REGISTER
Contact: sip:user@[5555::1234]
Expires: 14400
2) The visited Proxy forms an association between the IP address of the phone as expressed in the Contact header (5555::1234) and the URI of the home proxy for that phone. It also is allowed to adjust the duration of the registration to be a shorter value. In this example, we are asserting that the visited network has a policy that registrations can be for no longer than 2 hours (7200 seconds). After adjusting the Contact header to point to himself and adjusting the Expires header to meet local policy, the visited CSCF proxies the registration message to the home Interrogating Gateway node.

As a clarification, the HSS may contact an external “Serving CSCF Node Selection” function. The appropriate location for this function is left as a topic for future discussion.

Note that this proxy is indicating its ability to support the extension “org.3gpp.service-transfer.” The exact semantics of this will need to be formalised at a later date. Its behaviour is described by example here. This extension will need to be defined by 3GPP. The “Service-Transfer-Version” and “Service-Transfer-Host” are headers that are part of this extension. “Service-Transfer-Version” defines a set of capabilities which the visited domain exhibits (thus allowing the home domain to make an informed decision about whether its services can be run from the visited domain). The “Service-Transfer-Host” points to a node in the visited network where registration should proceed if visited execution is selected.

REGISTER sip:home-domain.com SIP/2.0
To: <sip:user@home-domain.com>
From: <sip:user@home-domain.com>;tag=0000-1111
Call-ID: 8888@handset1234.visited-domain.com
CSeq: 99 REGISTER
Contact: sip:user@proxy.visited-domain.com
Supported: org.3gpp.service-transfer
Service-Transfer-Version: 1
Service-Transfer-Host: igw.visited-domain.com
Expires: 7200
3) The home Interrogating Gateway proxies the registration to the HSS.

REGISTER sip:hss.home-domain.com SIP/2.0
To: <sip:user@home-domain.com>
From: <sip:user@home-domain.com>;tag=0000-1111
Call-ID: 8888@handset1234.visited-domain.com
CSeq: 99 REGISTER
Contact: sip:user@proxy.visited-domain.com
Supported: org.3gpp.service-transfer
Service-Transfer-Version: 1
Service-Transfer-Host: igw.visited-domain.com
Expires: 7200
4) The HSS selects a call instance host for the user and redirects the Interrogating Gateway to the call instance host. It also indicates the location from which the service profile should be retreived. Note also that, since the service-transfer extension is being used, it has been changed from “supported” to “require.”
 
SIP/2.0 302 Redirect
To: <sip:user@home-domain.com>;tag=5555-1212
From: <sip:user@home-domain.com>;tag=0000-1111
Call-ID: 8888@handset1234.visited-domain.com
Contact: sip:serving-cscf.home-domain.com
CSeq: 99 REGISTER
Require: org.3gpp.service-transfer
Content-Type: text/uri-list
Content-Length: 60

http://hss.home-domain.com/profiles/user%40home-domain.com
5) The Interrogating Gateway resends the REGISTER message to the machine indicated in the “Contact” header (the call instance host).

REGISTER sip:serving-cscf.home-domain.com SIP/2.0
To: <sip:user@home-domain.com>
From: <sip:user@home-domain.com>;tag=0000-1111
Call-ID: 8888@handset1234.visited-domain.com
CSeq: 99 REGISTER
Contact: sip:user@proxy.visited-domain.com
Expires: 7200
Require: org.3gpp.service-transfer
Service-Transfer-Version: 1
Service-Transfer-Host: igw.visited-domain.com
Content-Type: text/uri-list
Content-Length: 60

http://hss.home-domain.com/profiles/user%40home-domain.com

6) The Serving CSCF will create a local record of where it should forward messages intended for the user, as taken from the Contact header. Since this is an initial registration (i.e. no call instance already exists), the Serving CSCF will also create a call instance record and, if appropriate, download subscriber information.

This call instance record will be populated with information retrieved from the URL passed in the REGISTER message. To do this, an HTTP GET is issued (note that HTTP is used only as a demonstration, and not as a suggestion):

GET /profiles/user%40home-domain.com HTTP/1.1
User-Agent: EriCSCF/1.0
Host: hss.home-domain.com
Connection: close
Accept: text/xml
7) The HSS replies with the user’s service profile, expressed in XML. Note that the XML DTD shown here is merely demonstrative. To complicating the discussion, two formats are shown: one for a service-oriented profile, and another for a trigger-oriented profile. A separate contribution addresses the issue of which method may be more appropriate.

HTTP/1.1 200 OK
Content-Type: text/xml;charset=”utf-8”
Last-Modified: Tue, 30 May 2000 02:17:24 GMT
Date: Tue, 30 May 2000 12:38:21 GMT

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE service-profile SYSTEM "3gsvcprof.dtd">
<profile>
  <service name=”call forward unconditional”>
    <param name=”active”>false</param>
  </service>
  <service name=”call forward on busy”>
    <param name=”active”>true</param>
    <param name=”destination”>+19725830000</param>
  </service>
</profile>

(OR)

HTTP/1.1 200 OK
Content-Type: text/xml;charset=”utf-8”
Last-Modified: Tue, 30 May 2000 02:17:24 GMT
Date: Tue, 30 May 2000 12:38:21 GMT

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE trigger-profile SYSTEM "3gtrgprof.dtd">
<profile>
  <trigger method=”INVITE” type=request direction=sent/>
  <trigger method=”INVITE” type=response from=100 to=199 
    direction=received/>
  <trigger method=”INVITE” type=response from=200 to=699 
    direction=sent/>
  <trigger method=”BYE” type=response from=200 to=699 direction=sent/>
  <trigger method=”BYE” type=response from=200 to=699 
    direction=received/>
</profile>
8) In this example, we’re asserting that the home network has a policy that registrations may be for no longer than 30 minutes (1800 seconds). The Serving CSCF adjusts the Expires header accordingly, and generates a response. The “Service-Transfer-Host” header in this response indicates where the proxy should contact for outgoing calls; in this case, the interrogating gateway is in the home network.

SIP/2.0 200 OK
To: <sip:user@home-domain.com>;tag=AAAA-5309
From: <sip:user@home-domain.com>;tag=0000-1111
Call-ID: 8888@handset1234.visited-domain.com
Require: org.3gpp.service-transfer
Service-Transfer-Host: igw.home-domain.com
CSeq: 99 REGISTER
Expires: 1800
9) The home domain Interrogating Gateway forwards the response per normal SIP response handling rules.

10) The visited domain Proxy takes note of the final registration duration and updates its correlation record for this handset with the expiration time for this registration. This allows the visited domain to discard registrations once they have become stale. The response is then forwarded back to the handset per normal SIP response handling rules.


3.2 Single-domain registration and profile transfer

This message flow diagram indicates handling for a non-roaming user. Note that the message flows are identical to those in a roaming, home-control scenario. The nodes serve the same purpose as in the previous section. By keeping the node relationships the same for both situations, we allow the mechanisms for handset registration to be the same in home registration as in roaming registration.
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Figure 2: Single domain registration

3.3 Visited Execution registration and profile transfer
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Figure 3: Registration in a Visited-Control scenario

This execution is fundamentally the same as in the previous section. The primary difference lies in the nature of the response from the home domain location server. Instead of redirecting the IGW to a selected call instance host in the home domain, it redirects to the IGW in the visited domain (step 4). The location of the IGW in the visited domain is known to the LS by virtue of the fact that it was passed up in the REGISTER messages in steps 2 and 3.

Per normal registration handling, the visited domain IGW then queries the HSS (step 6) to determine which host to contact as the Serving CSCF. This information is returned in a SIP 302 response, with the Serving CSCF indicated in the “Contact” header (step 7). Based on this information, the IGW contacts the Serving CSCF (step 8). As in section 3.1, this Serving CSCF issues an HTTP get to the URI passed in the SIP REGISTER request, which points to the user’s service information (step 9). The service profile is then returned to the Serving CSCF (step 10), who then responds to the SIP REGISTER per normal response handling (steps 11 through 14).

Note that the response in steps 11 through 14 will contain a “Service-Transfer-Host” header indicating the IGW in the visited network. This is the host that the proxy will associate with the handset for outgoing calls.
The reasoning behind this series of messages is related to the behaviour exhibited by each node in the network, and driven by a desire for consistent operation regardless of the location of service control. The behaviours of each node are decribed below to illustrate this point. Note that no node exhibits differing behaviour based on the model of service control (except for the LS, which actually make the decision for home or visited control).

LS:
Upon receipt of any type of SIP message, the LS checks to see if the user already has a location (i.e. Serving CSCF) registered. If not, it allocates a new one and returns a redirection response indicating the selected destination. This destination may be either a Serving CSCF in its own domain (for home execution), or the host indicated for visited control transfer (for visited execution). If the user is registered, the redirection indicates the same host as the response to the most recent registration. No call state is stored in the LS, only registration state (which, in this case, consists of a binding between the user and either the Serving CSCF [for home control] or the IGW of the visited domain [for visited control]).

PDB:
Acts as a simple HTTP server. Returns profiles based on the HTTP URL in an HTTP GET or HEAD message.

IGW:
Upon receipt of a SIP message, the IGW always contacts the LS (HSS) using that SIP message. The LS will respond with a redirection message, which the IGW will act upon by forwarding the original SIP message. No call or registration state needs to be stored in the IGW.

Proxy:
At registration time, creates a record which binds the user to the domain in which the user’s CSCF resides (based on the value of the “Service-Transfer-Host” header). Also provides emergency service intercept and location sensitive called number analysis. No call state is maintained in the proxy, only minimal registration state.

Serving CSCF:
The serving CSCF, upon receipt of a SIP message, will check to see if a call instance exists for the appropriate user; if not, one is created and profile information is downloaded from the host indicated in the registration message (the PDB). The other behaviours of a Serving CSCF are determined by the nature of the services being provided.
3.4 Re-registration

As defined in SIP, a user agent must refresh its registration before the expiration of the period defined by the “Expires” header in the previous REGISTER response; this is illustrated in document S2-000751. Message flows are very similar to those defined in section 3.1.

To avoid the unnecessary download of subscription information, the HTTP “HEAD” method may be employed to determine if the information the Serving CSCF has is current. The “HEAD” method acts like the “GET” method, with the exception that no body is returned. The Serving CSCF can then compare the “Last-Modified” date against its internal date for the cached user’s profile. If the profile information has been updated, a “GET” will be issued to retrieve the updated information. This subsequent “GET” will seldom be necessary during the course of normal REGISTER refreshing done by the terminal; it will almost always be triggered by a profile-refreshing REGISTER, as defined in section 3.5.

Note that HTTP/1.1 allows the GET request to use the same TCP connection as the original HEAD request, so the performance implications of making two requests for REGISTER updates is insignificant.

3.5 Real-time update of user profile information

From time to time, users may update their service parameters. In order for these changes to become effective in real-time, a mechanism must exist by which the home domain can update information in the call instance host (regardless of its location). A mechanism to perform this update is described.

As SIP allows for third-party registration, the mechanism for updating subscriber information requires no additional extensions to the SIP protocol. The message flows are identical to those described in sections 3.1 and 3.2, with two exceptions: the REGISTER request is generated by the HSS (shown as coming from the SRV function in this diagram; this is open for discussion), and the proxy in the visited domain is never involved. Involving the proxy is unnecessary, since it is unaffected by the profile updates, and will continue to receive periodic REGISTER refreshes from the handset.

Diagrams of these callflows appear below; the precise steps are not outlined, since they can be trivially derived from the previous sections. Note also that a “HEAD/200/GET/200” sequence may occur where the “GET/200” sequence is shown, if profile caching is used (as described in section 3.4)
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Figure 4: Profile update in a home control scenario
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Figure 5: Profile update in a visited-control scenario

3.6 De-registration

As registrations time out naturally after a period of time, and the resources used in a visited network are rather small, it is not entirely clear that de-registration when roaming out of a visited network is necessary. However, in case it is determined that such an action is required, we outline a method of achieving that goal. Note that this is a simple application of the third-party registration method defined in SIP combined with the normal SIP method of cancelling registrations. Note that the HSS is not shown as broken down into its component functions in this diagram due to space constraints.

This message flow has been modified from the message flows described in S2-000751 to support the model of visited execution. The previous call flows would not work, since they relied on the serving CSCF to send the de-registration information.

The message flow for de-registration when leaving a visited domain for which home control was used will be identical, except that steps 13 though 18 will not be present.
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Figure 6: De-registration

In this message flow, steps 1 through 10 correspond to the normal registration flows, described in the previous sections.

11) Upon determining that the user has registered from a new location, the HSS may inform the proxy in the previously visited domain that he is no longer required to keep registration state. The Serving CSCF creates a third-party registration message with an Expires header of 0. As described in RFC2543, this will result in a de-registration. The Contact header indicates which record to remove.

REGISTER sip:proxy.old-visited-domain.com SIP/2.0
To: <sip:user@home-domain.com>
From: <sip:hss.home-domain.com>;tag=1234-5678
Call-ID: 8848@hss.home-domain.com
Contact: sip:user@proxy.old-visited-domain.com
Expires: 0
CSeq: 888 REGISTER
12) The old visited proxy replies with a 200 message to confirm receipt of the de-registration.

SIP/2.0 200 OK
To: <sip:user@home-domain.com>;tag=9876-0000
From: <sip:hss.home-domain.com>;tag=1234-5678
Call-ID: 8848@hss.home-domain.com
Expires: 0
CSeq: 888 REGISTER

Messages 13 through 18 have the same basic structure and purpose as 11 and 12. They only occur in the case that the old visited network was using visited network control. The reason this is performed separately from the de-registration of the proxy is that the proxy doesn’t necessarily have knowledge that a visited-execution environment has been set up. In other words, there is not necessarily a relationship between the visited domain proxy and the visited domain Serving CSCF.

4 Proposal

This contribution proposes that the outlined method for registration, deregistration, selection of service execution location (home vs. visited), and profile information transfer be adopted as a working assumption. The decision for each of these four issues should be discussed and decided separately.

Specifically, the proposal is that the subchapters of section 3 of this document are added to 23.821, version 0.4.0 as a new section entitled “6.1.1 Application Level Registration”

5 Conclusion

This contribution addresses many of the open issues which need to be addressed within the 3GPP registration, service information transfer, and control selection areas with minimal impacts to the current SIP and SIP-related standards track documents in the IETF. Further, as the extensions described are generally applicable, resistance to their adoption within the IETF is expected to be minimal.
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