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Abstract

This contribution contains a study aimed at investigating some of the issues related to the adoption of SIP [SIP] as a call control protocol for 3GPP All-IP networks.

The network reference model is the same one proposed by 3GPP for an all-IP UMTS Core Network.  [arch]
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1. Introduction

This contribution contains a study aimed at investigating some of the issues related to the adoption of SIP [SIP] as a call control protocol for 3GPP All-IP networks.

The network reference model is the same one proposed by 3GPP for an all-IP UMTS Core Network.  [arch]

After a brief introduction of the reference model (paragraph 2), paragraph 3 highlights some issues related to the capability to bill SIP voice calls by PNOs, and how such capability might be potentially limited by the adoption of SIP as the standard call control protocol in 3G All-IP networks.

Paragraph 4 deals with the issue of a phased deployment of the All-IP architecture, showing the advantages of a Megaco-H.248-based call control solution with respect to a SIP-based one.

Paragraph 5 deals with another minor issue such as the current unavailability of an "official SIP approach" to QOS.

2. Reference Model

The 3GPP all-IP architecture for the UMTS Core Network [arch] is showed in Fig. 1. As we are focusing our attention on issues related to All-IP ME-to-All-IP ME calls, we don't take into account in this context the part of the architecture related to the interoperability with CS MEs.
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Figure 1 - Reference Architecture.

3. SIP-related Billing issues

The following assumptions are made:

· there are a number of "standard" UMTS All-IP terminals, whose software is not modifiable by the user (nor any other application can be installed). Such software makes use of the SIP protocol to generate and terminate calls. 

· Such "Standard" SIP software forces SIP to work in proxy mode, i.e. it forces MEs to perform calls using the CSCF (without sending SIP INVITE messages directly to the called endpoints).

· Standard terminals may implement mechanisms aimed at rejecting calls which are not been proxied by the CSCF.

· The CSCF is involved in gathering data for billing the calls

Now let' s introduce a "hacked" terminal, and lets' s assume that the software on such terminal is completely free, in the sense that whatever we need on it we can modify the ME and install it. 

As discussed on the IETF SIP mailing list (see the thread "Billing SIP proxy" in the mailing list archive at 

http://www.bell-labs.com/mailing-lists/sip/20000/thread.html and, in particular, the message sent by one of the SIP WG chairs and co-author of the SIP RFC [SIP],

http://www.bell-labs.com/mailing-lists/sip/20000/0866.html), it is extremely difficult to devise an hacker-proof mechanism to allow the network operator to apply different charging policies for (best effort, which doesn't necessarily mean bad quality....) voice calls with respect to pure web browsing. 

In other words, it is extremely difficult to force SIP to work in proxy mode, therefore calls can be performed from terminal to terminal directly, without being billed; PNOs would completely lose control and they  would be forced to apply a flat rate, equal to the one they apply to data (phone calls would be performed for free). 

A Megaco-based solution [Adelaide-I-D] can prevent this, as it doesn't provide endpoints with a full-featured signaling protocol, at least assuming to have some degree of control on the SW that is installed in, let' s say, a majority of the mobiles.

Even if some hackers manage to modify their terminals and to install other software (e.g. SIP) to bypass the billing function of the PNO, they can only make calls within their closed group of hacked terminals: they cannot call the standard ones without using the services of the CSCF.

In the following, the "hacked" scenario is described in detail:

· The "standard terminal" registers for a voice (SIP) call

· The "hacked terminal" registers for a data call

· The "hacked terminal" establishes a call directly with the standard one, bypassing the CSCF. 

· The call is not billed

Please note that the described call flows are just proposed as a feasibility study, they will definitely differ from those devised by the single manufacturers, but nevertheless, we state that by using Megaco-H.248 as a call control protocol, it would be much easier to avoid such scenarios.

3.1 Attach Function 

The first step in the registration procedure is the bearer level registration with the SGSN in the Serving Network (Fig. 2). The attach procedure is the same of the GPRS one. For details about Attach Function see [gprs].

Note that SGSN retrieves from HSS the service subscription information with the message "Insert Subscriber Data". From this information SGSN checks if the user can access  a SIP service (for the "standard terminal") or a simple data service (for the "hacked terminal").
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Figure 2 – Attach Function.

3.2 PDP Context Activation and  SIP Registration

The second step is the application level registration. Firstly there is the PDP Context activation and after the  SIP registration. 

We do not make assumption on what CSCF the "standard" terminal registries with, and/or how it finds it. Let's just assume that the "standard" ME registries with a CSCF (while the "hacked" one doesn't).
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Figure 3 – PDP Context Activation and SIP registration 

Referring to Fig. 3 the flows are described.

1) The ME sends an "Activate PDP Context Request" indicating that it is required a SIP service (the "standard" terminal) or a generic data service (the "hacked" one).

2) Security function may be executed.

3) SGSN sends a "Create PDP Context Request" to GGSN (selected on subscription information).

4) The GGSN returns to SGSN a "Create PDP Context Response". If the ME requests a dynamic IP address, GGSN assigns to ME an IP address from its pool of available addresses. This address is sent in this message.

5) The ME receives the "Activate PDP Context Accept" and, if necessary, its dynamic IP address.

6) The ME (Only the "standard" one) starts the SIP registration procedure with the CSCF by means of a Register message 

7) How the CSCF locates the ME HSS is out of the scope of this document. In any case, the CSCF sends a "Registration Notification" message to HSS with its Address updating user location information. This is a new message not present in any standard. The exact nature of the authentication information to be exchanged, if any is necessary, is out of the scope of this document.  Moreover, with this message CSCF keeps HSS informed about ME Address if it has dynamic IP Address.

8) The HSS acknowledges the "Registration Notification" verifying if user is handled by the right network operator. Otherwise it rejects the "Registration Notification" and CSCF could not send a RCF message, but a RRJ (Registration Reject) message. 

9) The S-CSCF  acknowledges the registration request.

3.3 Call Management

The information flows are shown in Fig. 4.

The call is established between a UMTS Mobile calling user (ME1, the "hacked" one) and a UMTS Mobile called user (ME2, the "standard" one). It is assumed that the called party has PDP Context already activated, i.e. each user, after the Attach Function, carries out the registration procedures shown in Figs. 3-4. 

If the PDP Context is not activated, it is necessary a solicitation of a Network-Requested PDP Context Activation procedure as in GPRS standard (note that GPRS standard allows this procedure only with static IP addresses).
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Figure 4 – Mobile-to-Mobile (ME2 Registered).

1) ME1, the "hacked" terminal, collects the information about the IP address to call from the user, and then sends a SIP INVITE directly to the other endpoint, bypassing the CSCF. ME1 will know ME2 IP address as

a) It might be a fixed IP address. The Internet Architecture Board (IAB: the body chartered to provide architectural oversight to the IETF and ISOC) has recently come to the conclusion that the number of IP-enabled cellphones connected to the Internet will undoubtedly require a transition to IPv6. In such case, the ME IP address will be fixed and, typically, well known.

b) In case of Dynamically assigned IP address, ME2 can for example navigate on a website (provided by the hackers) which can show its current IP address, which will be communicated via email/instant messaging or any other way to ME1

2) The remaining messages are self-explaining

3.4 Protection mechanisms

Two main approaches have been suggested on the SIP mailing list, by some of the major SIP experts: 

· the introduction of firewalls

· the analysis, by the receiving endpoint, of the SIP Via header

3.4.1 Firewalls

One can think to put the terminals behind a firewall which doesn't allow random UDP packets through. For example, such firewall functionality could be implemented by the GGSN.  Then, the CSCF could tell the firewall to open up the ports for each call's RTP streams after it processes the corresponding INVITE, and to close them when it sees the BYE or when a session-timer expires (you'll need session timers for this to work).

This, of course, forces the system to provide application-level gateways for every UDP-using protocol the customers want to use. In other words, the services provided by such an architecture is not anymore a proper end-to-end IP service, with all the limitations of the case. Just compare, for example, the kind of IP service that the employees of a company using a firewall enjoy, with the unrestricted IP service the same employees can enjoy  at home, by connecting to a firewall-free ISP.

Anyway, this approach has been hacked by simply tunneling SIP though HTTP, or though any other of the other protocols the customers want to use, for which a gateway is provided. See  http://www.bell-labs.com/mailing-lists/sip/20000/0860.html and the message sent by the SIP WG co-chair (and SIP RFC co-author): http://www.bell-labs.com/mailing-lists/sip/20000/0866.html
3.4.2 Via Header

SIP  messages record the list of proxy they have gone through in a so called "VIA header". In other words, the Via field indicates the path taken by the request so far.  Such field has been designed to prevent request looping and to ensure that replies take the same path as the corresponding requests.

Someone proposed to check whether the CSCF was in such list, and to force "standard" terminals to reject INVITEs that do not have the appropriate CSCF in the VIA list. 

This approach is very difficult to implement (in an hacker-proof way), especially in mobile networks, where the exact list of CSCFs an INVITE message has to traverse can vary from registration to registration, if not from call to call. Moreover, it is reasonably secure to trust only the last hop in the Via list, and only if the source address of the IP packet containing the SIP message matches the entry in the Via header, and there are no NATs in between. 

In other words, even finding an entry for the appropriate CSCF in the Via header, in general, one cannot be sure that such entry has not been added by the "hacked" terminal itself.

See the message by one of the IETF Area Directors: http://www.bell-labs.com/mailing-lists/sip/20000/0864.html

3.5 Conclusions about the SIP-related Billing issues

In the authors' opinion, it is going to be a long and complicated road to close a hole which the IETF itself appears to have the willingness NOT to close (se the discussion on the SIP mailing list).

On the other hand, a different approach, like the MEGACO-H.248 based approach proposed in [Adelaide-I-D], easily solves the problem, by going to the very heart of it: a full-featured signaling protocol on a packet switched network gives, in general, the ability to the endpoints to perform calls without any controlling entity in between. 

Megaco is not a signaling protocol but instead a device control protocol, therefore the CSCF retains all its control capability, thus maintaining call control (and service control) firmly in the hands of the Network Operator.

4. Phased deployment issues

It appears that many network operators are not willing to throw away their R99 networks and suddenly deploy a complete All-IP network. A phased approach would be more appropriate. 

The point we would like to stress is that a SIP-based call control protocol is not the most appropriate solution for a smooth evolutionary path leading from a first step where VoIP is only used in the core network, to a second step that sees VoIP up to the Node B, to a target scenario where IP is conveyed on the radio link, up to the ME.

The first two scenarios, in fact, require a gateway between the CS part of the network and the PS one. As already shown in [arch], the best protocol to use between a call-control device (MGCF, MSC server etc.) and a gateway is H.248. In our case, this would mean that the CSCF should implement H.248 to control the gateways towards the CS part of the network, in the first two steps.
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Figure 5 – VoIP only in the core Network
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Figure 6 – VoIP to the Node B

As you can see from figures 5 and 6, no radical changes in the CSCF have been necessary to evolve from step one (VoIP only in the core network)to step 2 (VoIP to the Node B).

Now, by adopting SIP as the standard call control protocol for mobile terminals, a profound change in the CSCF would be necessary to accommodate the evolution between step 2 and step 3:
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Figure 7 – SIP-based All-IP: a dramatic change

The obvious and simplest solution for the transition between step 2 and step 3 would be that of extending H.248 to the ME, as described in [Adelaide-I-D]:


Figure 7 – H.248-based All-IP: a smooth evolution

In principle, by adopting H.248 as the only call control protocol for All-IP UMTS not a single line of code should be changed in the CSCF to evolve from the intermediate steps (VoIP only in the core network or up to the Node B), to the target scenario.

Moreover, heterogeneous scenarios, which are typical in the real-world networks, can be accommodated, again without any change to the CSCF.


Figure 8 – H.248-based All-IP: an comprehensive scenario

4.1 Phased deployment conclusions

H.248 is the ideal solution for a smooth evolution path from networks that foresee IP only in  the core network, to nets that have IP to the BTS, to IP to the mobile terminal: there is no  need to change a single line of code in the CSCF when migrating from one step to the next one (provided that all the necessary packages are available in the CSCF). The scenario can even accommodate different solutions in the same network at the same time. 

In the authors' opinion this is another major point of added value.

5. Other issues

To conclude, a minor issue, that will be probably fixed in the future by the SIP WG but, to date, it is not even in the scope of the WG charter.

5.1 QOS

The IETF has specified a number of ways to handle QOS in IP networks, including policy mechanisms that can be used to apply them. Even if many proposals have been made, to date there is no SIP official Internet-Draft on how such mechanisms can be applied in a SIP-signaled network. QOS issues are not even included in the SIP WG charter (see http://www.ietf.org/html.charters/sip-charter.html)

In order to have an official SIP document dealing with QOS issues, the WG should therefore undergo a re-chartering process

See [Adelaide-I-D] for an explanation on how QOS can be handled by H.248, handling both Differentiated Services and RSVP, including even user profile mechanisms to provide different levels of QOS to different users, time of day, day of week etc.
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