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Discussion

This document clarifies the handling of identifiers for solutions documented in 6.1.6, 6.1.7 and 6.2.2 of TR.23.703, which are generally referred to as “based on application-defined  Prose Application ID and system provided Prose UE ID”.

The basic principles behind these solutions IDs handling are: a Prose UE ID is allocated to the device by a PLMN at network attach time or is preconfigured or derived in the device for out of coverage case. The Prose Function is assumed to be part of the MME but it could be up for discussion whether this should be separate and centralized via an open interface to the MME.
- 
A device which has a Prose UE ID allocated by the network is allowed to request the network to engage in network authorized communications

- 
A device which does not have a Prose UE ID allocated by the network can only engage in network independent communications. However, if the peer is under network coverage and has a network allocated Prose UE ID, it may request authorization from the network to allow it communicate with the network independent device.

- 
A device which engages in ProSe is member of one or more applications groups (i.e. it can run one or more than one application that could use ProSe and these applications may be assigned to different Applications Groups from a ProSe perspective)

- 
The Prose UE ID allocated by the network may be refreshed upon mobility management events (e.g. MME relocations) or based on network decision, or the UE may request the Prose UE ID to be reallocated.

- 
An application group is identified by a Prose Application ID.

- 
The Prose Application ID is not assigned by a PLMN and is managed at application layer in decentralized  manner (i.e. it is not assumed Prose Application ID’s are unique)
- 
An application group shares a secret that may be refreshed over time with mechanisms outside the scope of 3GPP. This is used for mutual authentication, integrity protection and ciphering for the group members.
-
 An application user may have an identifier. This identifier is not expected to be solely used for ProSe purposes and is solely managed at application layer

- 
The relationship between the User application layer identity and the Prose UE ID allocated to the UE is managed by specific application, as well as the related privacy issues. When the Prose UE ID is allocated or refreshed, the UE must update each active ProSe capable application of interest that supports targeted discovery.
- 
When a UE registers its allocated/refreshed Prose UE ID with an application that supports direct discovery, the application will manage notifying application members associated with the UE of the UE’s new Prose UE ID.

 - 
A UE, based on application or user requirements, may request the network to reallocate the Prose UE ID assigned by the network. The UE may check if the Prose UE ID is allocated by the network before requesting the network to reallocate it.

- 
The Prose UE ID for network independent operation may be reconfigured in the device only upon conditions that are specific to the domain of application of the device. However, from a 3GPP standpoint they are assumed to be static.
Some other solutions claim this way to operate with a single ProSe UE ID is flawed as a second application hosted on a device may get a leaked user identity mapping by correlating different application layer user identities to the same user and the user to a single ProSe UE ID. 

However:

· Compliant applications should not leak the ProSe UE ID mappings

· If compliant applications are not used (i.e. rogue applications aimed at leaking ProSe UE ID's) then of course there is an issue. However this issue is also present if we assigned a different code per application and the non compliant applications could establish a mapping between different user identities and a user and the user identities mapped to a plurality of codes, each associated to a different application.

· In other words, the leaking of identity/ProSe UE ID mapping is a problem that is not unique to any solution, as long as a single ProSe UE ID to user mapping is replaced by a plurality of ProSe UE ID's to user mapping.

· The mapping with a single ProSe UE ID can be easier however if a user/application is concerned it can refresh the ProSe UE ID on demand, just as easily as a code can be reassigned.
In addition, by using a unique ProSe UE Id and a separate ProSe application ID in discovery phase it is also possible to define which applications can use discovery and which not, and also which UE can discover and which can only be discovered for a certain application. The following figure 6.4.y-1 shows the procedures involved in authorizing per application discovery behaviour.
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Figure 6.4.y‑1
0) A Direct services provisioning Function (DPF, which may be part of the prose function) provisions discovery policies per application and per UE in each UE ProSe Manager on an ongoing basis (so that any policy update is readily provided to the UE). The discovery Policies allow the operator to restrict discovery function access and in particular:
· Determine which application cannot participate in targeted discovery

· Determine which applications cannot participate in non targeted discovery

· Determine which UE cannot be discovered for a certain application

· Determine which UE cannot discover other UE's for a certain application

· Determine whether restrictions apply for a UE for targeted or non targeted discovery

1) Before a UE can participate in discovery it needs to obtain a ProSe UE ID from the MME. The MME may interact with a Prose function if we allocate the ProSe UE ID assignment to a ProSe Function entity. Also this step is repeated every time a new ProSe UE ID is allocated.
2) Once the prose Manager obtains the ProSe UE ID, it can provide it to applications that request it based on the discovery policies that are provisioned in step 0. This is repeated every time a new ProSe UE ID is allocated.
3) Application clients in the UE register the ProSe UE ID of the respective UE with the applications alongside its own preferences and settings. The application servers return a mapping of ProSe UE ID's to the User's potential discovery targets user identities. The Application server may also provide the preferences and settings of the remote parties in terms of privacy settings etc. The application may also provide its own policies as to whether the user can discover or can be discovered and whether it can do so per remote user Prose UE ID. This step is repeated every time the ProSe UE ID is renewed and also remote parties get notified asynchronously by the application server when a UE updates its ProSe UE ID.
4) The UEs execute the discovery procedures according to the policies they are provided. In step 4a the UE's request the discovery based on whether they need targeted or non targeted behaviour, and may get a challenge and respond to it. In step 4B the application gets notified of the outcome of the discovery.
5) The end users of the UEs get notified of the proximal users based on network and application layer preferences and settings.

Proposal:

It is proposed to add the following text to TR 23.703

Proposed text for TR 23.703
6.4
Identifiers

6.4.Y
Solution Y: application-defined Prose Application ID and system provided Prose UE ID
6.4.Y.1
Functional description

The basic principles behind these solutions IDs handling are:

- 
A device which has a Prose UE ID allocated by the network is allowed to request the network to engage in network authorized communications

-
 A device which does not have a Prose UE ID allocated by the network (out of coverage device) can only engage in network independent communications. However, if the peer is under network coverage and the peer has a network allocated Prose UE ID, the peer may request authorization from the network to allow it to communicate with the device out of network coverage.

-
 A device which engages in ProSe is member of one or more applications groups (i.e. it can run one or more than one application that could use ProSe and these applications may be assigned to different Applications Groups from a ProSe perspective)

-
 The Prose UE ID allocated by the network may be refreshed upon mobility management events (e.g. MME relocations) or based on network decision, or the UE may request the Prose UE ID to be reallocated.

-
 An application group is identified by a Prose Application ID.

- 
The Prose Application ID is not assigned by a PLMN and is managed at application layer in decentralized  manner (i.e. it is not assumed Prose Application ID’s are unique)

- 
An application group shares a secret that may be refreshed over time with mechanisms outside the scope of 3GPP. This is used for mutual authentication, integrity protection and ciphering for the group members.

- 
An application user may have an identifier. This identifier is not expected to be solely used for ProSe purposes and is solely managed at application layer

- 
The relationship between the User application layer identity and the Prose UE ID allocated to the UE is managed by specific application, as well as the related privacy issues. When the Prose UE ID is allocated or refreshed, the UE must update each active ProSe capable application of interest that supports targeted discovery.

-
 When a UE registers its allocated/refreshed Prose UE ID with an application that supports targeted discovery, the application will manage notifying application members associated with the UE of the UE’s new Prose UE ID.

 - 
A UE, based on application or user requirements, may request the network to reallocate the Prose UE ID assigned by the network. The UE may check if the Prose UE ID is allocated by the network before requesting the network to reallocate it.

- 
The Prose UE ID for network independent operation may be reconfigured in the device only upon conditions that are specific to the domain of application of the device. However, from a 3GPP standpoint they are assumed to be static.

During discovery phase or communication establishment phases, the request messages are sent on a common RADIO resource.. The information in these messages may include the Prose UE ID and Prose Application ID so to facilitate the targeting of information.

6.4.Y.2
Procedures

Normal MM procedures are used to manage the Prose UE ID assignment (attach) and management (tracking area update). Basically this implies.

For attach procedure: 

· Adding a Prose UE ID request/proposal IE  in the attach request messages

· Adding the Prose UE ID as additional optional parameter  in the Attach Accept message included in the RRC connection reconfiguration (step 18 of the attach procedure) 
For TAU procedure

· Adding a Prose UE ID in the TAU request messages

· Adding the “new Prose UE ID” as additional optional parameter in the TAU Accept message.

In addition, dedicated procedures for Prose UE ID reallocation UE or network initiated may be defined. An example of such procedures is provided in figures 6.4.y.2-1 and 6.4.y.2-2.
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Figure 6.4.y.2‑1 UE requested ProSe UE ID reallocation
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Figure 6.4.y.2‑2- Netowrk initiated ProSe UE ID reallocation
It should be noted that the UE needs to update only the active applications using Prose and not all those potentially capable to use ProSe. And again here the Network is in the MME but the MME may optionally use a separate entity (the Prose Function) if 3GPP decided to open an interface to a ProSe Entity/Function. If the application supports direct discovery then the application will manage notifying application members associated with the UE of the UE’s updated Prose UE ID. 
Some other solutions claim this way to operate with a single ProSe UE ID is flawed as a second application hosted on a device may get a leaked user identity mapping by correlating different application layer user identities to the same user and the user to a single ProSe UE ID. 

However:
· Compliant applications should not leak the ProSe UE ID mappings

· If compliant applications are not used (i.e. rogue applications aimed at leaking ProSe IDs) then of course there is an issue. However this issue is also present if we assigned a different code per application and the non compliant applications could establish a mapping between different user identities and a user and the user  identities mapped to a plurality of codes, each associated to a different application.

· In other words, the leaking of identity/ProSe UE ID mapping is a problem that is not unique to any solution, as long a s a single ProSe UE ID to user mapping is replaced by a plurality of ProSe ID's to user mapping.
· The mapping with a single ProSe UE ID can be easier however if a user/application is concerned it can refresh the ProSe UE ID on demand, just as easily as a code can be reassigned.
In addition, by using a unique ProSe UE ID and a separate ProSe application ID in discovery phase it is also possible to define which applications can use discovery and which not, and also which UE can discover and which can only be discovered for a certain application. The following figure 6.4.y-1 shows the procedures involved in authorizing per application discovery behaviour. 
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Figure 6.4.y‑1
0) A D2D Provisioning Function ( DPF, which may be part of the prose function) provisions discovery policies per application and per UE in each UE ProSe Manager on an ongoing basis (so that any policy update is readily provided to the UE). The discovery Policies allow the operator to restrict discovery function access (the default is "allow"), and in particular:

· Determine which application cannot participate in targeted discovery

· Determine which applications cannot participate in non targeted discovery

· Determine which UE cannot be discovered for a certain application

· Determine which UE cannot discover other UE's for a certain application

· Determine whether restrictions apply for a UE for targeted or non targeted discovery

1) Before a UE can participate in discovery it needs to obtain a ProSe UE ID from the MME. The MME may interact with a Prose function if we allocate the ProSe UE ID assignment to a ProSe Function entity. Also this step is repeated every time a new ProSe UE ID is allocated.

2) Once the prose Manager obtains the ProSe UE ID, it can provide it to applications that request it based on the discovery policies that are provisioned in step 0.This is repeated every time a new ProSe UE ID is allocated.
3) Application clients in the UE register the ProSe UE ID of the respective UE with the applications alongside its own preferences and settings. The application servers return a mapping of ProSe UE ID's to the User's potential discovery targets user identities. The Application server may also provide the preferences and settings of the remote parties in terms of privacy settings etc. The application may also provide its own policies as to whether the user can discover or can be discovered and whether it can do so per remote user Prose UE ID. This step is repeated every time the ProSe UE ID is renewed and also remote parties get notified asynchronously by the application server when a UE updates its ProSe UE ID.
4) The UEs execute the discovery procedures according to the policies they are provided. In step 4a the UE's request the discovery based on whether they need targeted or non targeted behaviour, and may get a challenge and respond to it. In step 4B the application gets notified of the outcome of the discovery.

5) The end users of the UEs get notified of the proximal users based on network and application layer preferences and settings.
Out of network coverage operates based on pre-provisioned information.
6.4.Y.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.4.Y.4
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
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