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Abstract of the contribution: the paper describes the registration and authorisation procedures for solution 2.
1. Discussion
Section 2 describes the IMS registration and authentication procedures for solution 2.
2. Proposed text for TR 23.701
6.2.2.4
IMS registration and authentication
The role of the WebRTC Signaling Function is similar to a P-CSCF. The WebRTC Signaling Function uses the Mw interface towards the IMS.
Editor’s note: 3rd Party WebRTC Signalling Function support needs further study.
Two different approaches are described below:
- The WebRTC client uses SIP over WebSockets to register with the IMS
- The WebRTC client performs authentication with the WebRTC Signaling function and the WebRTC Signaling function performs registration with the IMS
6.2.2.4.1 
Registration: WebRTC client uses SIP over WebSockets
Figure 6.2.2.4.1-1 shows the registration flow where the WebRTC Signaling Function performs message interworking for IMS registration and WebSockets are used between the UE and the WebRTC Signaling Function.
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Figure 6.2.2.4.1-1: Registration using SIP over WebSockets (S-CSCF performs authentication)
0.
The WebRTC client establishes a secure WebSocket connection with the WebRTC Signalling Function as described in draft-ietf-sipcore-sip-websocket [x].
1.
The UE sends REGISTER, containing the IMPI or IMPU towards the WebRTC Signalling Function.
NOTE 1: The browser needs to know the IMPI/IMPU.
Editor’s note: Whether the same or a different IMPI/IMPU is used as for regular IMS registration is FFS.
2.
The request is being forward from the WebRTC Signalling Function to the I-CSCF in the home domain via Mw. The request requires that sufficient information for authentication in IMS is provided:

NOTE 2: Network specific information that the S-CSCF expects in the REGISTER is the same as for P-CSCF, e.g. visited network identifier, and can be configured.
3.
The I-CSCF requests the HSS for information related to the Subscriber registration status. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.
4.
The I-CSCF forwards the REGISTER request to the selected S-CSCF.

5.
As the REGISTER request was sent without integrity protection to the WebRTC Signaling Function, the S-CSCF shall challenge the request and requires the necessary information from the HSS.

6. 
The S-CSCF selects an authentication vector for use in the authentication challenge according 3GPP TS 33.203.
7-8. The authentication challenge is sent in the 401 Unauthorized responses towards the WebRTC Signalling Function.
9.
The WebRTC Signalling Functions sends the authentication challenge to the UE.
10.
Upon receiving the Unauthorised response, the UE extracts the relevant information and calculates the authentication challenge response.
11.
The authentication challenge response is sent to the WebRTC Signalling Function.
12. The authentication challenge response is put into the Authorization header and sent back towards the registrar in the REGISTER request.
14. The I-CSCF requests information related to the Subscriber registration status and the HSS returns the S-CSCF name which was previously selected in step 3.
15. The S-CSCF checks the received challenge response. If the check is successful then the user has been authenticated and the public user identity is registered in the S-CSCF.
16. The S-CSCF informs the HSS that the user has been registered at this instance.
17-18. The S-CSCF sends a 200 (OK) response to the I-CSCF and the WebRTC Signalling Function indicating that registration was successful.
19.
The WebRTC Signalling Function informs the UE that registration was successful.
6.2.2.4.2 
Registration: WebRTC client uses Web Authentication
Figure 6.2.2.4.2-1 shows the registration flow where the WebRTC Signaling Function performs message interworking for IMS registration and HTTP is used between the UE and the WebRTC Signaling Function.
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Figure 6.2.2.4.2-1: Registration using Web Authentication (WebRTC Signaling Function performs authentication)
1.
The UE starts the web authentication procedure with WebRTC Signaling Function for requesting registration with the IMS (e.g. using HTTP Digest). The UE provides a username/password or an access token; the WebRTC Signalling Function validates them and authenticates the user by means outside the scope of this specification. It maps the user identity obtained during authentication to the corresponding IMS credentials.
2.
The WebRTC Signaling Function provides the UA role for SIP REGISTER and determines the IMPI and IMPU assigned to the user (e.g. via a data base query) before sending the REGISTER towards the I-CSCF in the home domain via Mw. In addition the WebRTC Signalling Function indicates that no authentication of the user by the IMS is required as the WebRTC Signalling Function is part of the trust domain.
3.
The I-CSCF requests the HSS for information related to the subscriber registration status. The HSS returns the S-CSCF required capabilities and the I-CSCF uses this information to select a suitable S-CSCF.

4.
The I-CSCF forwards the REGISTER request to the selected S-CSCF.

5.
As the REGISTER request indicates that the user has already been authenticated the S-CSCF informs the HSS that the user has been registered at this instance.

6.
The S-CSCF sends a 200 (OK) response to the I-CSCF.

7.
The I-CSCF forwards the response to the WebRTC Signalling Function.

6.2.2.5
Origination and Termination

Origination and termination flows for WebRTC IMS clients follow standard IMS procedures with the exception that routing of all messages between the WebRTC IMS client and the S-CSCF traverses the WebRTC Signaling Function instead of the P-CSCF. No further details needs to be described in this section.
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