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1
Introduction

Solution R7 for a public safety UE-to-Network Relay contains the following Editor’s note related to security:

Editor's Note: The security aspects at Gm-bis/Gm* level in this architecture are FFS. This includes the UE authentication with the GCSE AS and end-to-end security (UE to GCSE AS) that would prevent a non-member relay to eavesdrop on the GCSE Group communication.

This contribution proposes to address the note by introducing:

· a notion of trusted Gm* reference point that is used for subsequent SIP-based signalling related to out-of-coverage UEs. This is similar to the Trusted Node Authentication (TNA) which was defined to accommodate the MSC Server with I2 interface to the IMS. In this proposal the Relay node has a role similar to the TNA;

· a procedure for secure distribution of the (e)MBMS Session Key (MSK) between the out-of-coverage UE (UE_A) and the network, so that the Relay is unable to eavesdrop on GCSE communications, despite the fact that it is on the SIP signalling path.
2
Trusted Gm* reference point

Depicted in Figure 1 is a call flow focusing on the IMS registration for both the Relay UE (UE_R) and a UE that is behind the Relay (UE_A). Once the Relay authentication is complete, the security on the Gm* reference point is enabled using key material that was agreed during the Relay authentication procedure. From this point onward the Gm* reference point is considered trusted and can be used for exchange of SIP messages for UEs located behind the Relay.
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Figure 1: Registration call flow

Steps 1-5 describe the Relay registration with the IMS. A typical call flow looks like this:

0. This is an optional step and is used only when TLS and SIP Digest are used for secure Gm (Gm*) communication. In this step the Relay (UE_R) establishes a secure TLS connection with the P-CSCF. During the TLS connection establishment, P-CSCF presents a certificate to authenticate itself, whereas the UE is not authenticated by the P-CSCF. (For details refer to Annex N and Annex O in TS 33.203).

1. Relay sends a SIP REGISTER message to the network including its identity in the form of SIP URI. The REGISTER message also includes a new indication that the UE is a Relay node capable of sending SIP signalling messages on behalf of other UEs.

The proposed use of the Relay for sending SIP messages over Gm* on behalf of other UEs is similar to the use of Trusted Network Authentication (TNA) e.g. for the MSC Server having I2 reference point to the IMS. (For details refer to Annex U in TS 33.203).

2. The P-CSCF node contacts the HSS in order to fetch authentication material (e.g. a challenge/response pair) in order to challenge the Relay.

3. P-CSCF replies with a SIP 401 (Unauthorized) message and includes the authentication challenge.

4. UE sends a new SIP REGISTER message including a response to the challenge.

5. P-CSCF checks the response and, if it is correct, replies with a SIP 200 (OK) message.

6. At this point there is an established security association between the UE and the P-CSCF that allows them to securely exchange any further SIP signalling messages using IPsec in transport mode (in case of IMS-AKA authentication) or TLS (in case of SIP Digest authentication).

At this point the Relay is also considered a TNA node and the P-CSCF is prepared to receive SIP signalling messages from other UEs using the secure Gm* association that was established for the Relay.

7. UE_A connects to the Relay over the PC5 reference point.

8.-12. UE_A authenticates with the IMS. The authentication steps are similar to the procedure for Relay authentication with the IMS (steps 1-5), the difference being that the UE is an ordinary (non-relay) UE.  The Relay mostly acts as a SIP proxy and forwards the SIP signalling messages to/from the IMS. On the Gm* side the SIP signalling messages are protected using the same secure association that was established after successful Relay registration in step 6.

13. At this point there is an established security association between UE_A and P-CSCF. Note though that the SIP messages on the Gm* side are still protected using the key material agreed in step 6.

On the Gm-bis side (i.e. between UE_A and Relay) the SIP signalling messages can be protected in one of the following ways:

· Relying on lower-layer (PC5) security and using no additional encryption and integrity protection at Gm-bis level;

· Specific to IPsec on Gm-bis, the security association can be based on common key material derived during the UE_A association with the Relay in step 7. In other words, the key material for IPsec-level encryption and integrity protection can be derived from the key material agreed at the “lower layer” (PC5);

· Specific to TLS on Gm-bis, the transport of SIP messages over Gm-bis can be secured using the Relay’s certificate only to establish a TLS connection between UE_A and Relay. (This is no different from the existing mechanism described in Annex N and Annex O of TS 33.203).

3
Secure distribution of eMBMS Session Key (MSK)

Depicted in Figure 2 is the GCSE architecture based on the IMS, similar to the one described in TS 22.468 clause 6.4. The intent of this figure is to describe how (e)MBMS security (defined in TS 33.246) would be used in the GCSE context.
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Figure 2: GCSE architecture based on IMS and eMBMS

For simplicity it is assumed that the Broadcast and Multicast Service Centre (BM-SC) is collocated with the GCSE AS, although this doesn’t have to be the case, as long as there is an interface between the two that allows them to exchange relevant signalling parameters.

An eMBMS stream is distributed from the BM-SC on a specific multicast IP address and is further delivered within the EPS (on M1 and Uu) associated with a unique TMGI (Temporary Multicast Group Identifier).

The eMBMS stream is encrypted with an eMBMS Session Key (MSK) that is common to all users that receive it. This key needs to be delivered to every participating UE in secure way.

The security architecture for eMBMS defined in 3GPP TS 33.246 relies on the Generic Bootstrap Architecture (GBA) for the purpose of secure distribution of MSK. Shortly, the MSK is delivered to the user protected with the MUK ((e)MBMS User Key), the latter having been bootstrapped with the GBA architecture.

According to TS 33.246 the MSK distribution (protected with MUK) is performed from the BM-SC using HTTPS signalling. However, in the GCSE architecture like the one illustrated in Figure 2, where the BM-SC is collocated (or interworked) with the GCSE AS, SIP signalling can also be used for secure distribution of the MSK. This alternative was indeed adopted in the OMA PoC v2.1 architecture and can be described with the call flow in Figure 3. 
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Figure 3: Use of GBA in OMA PoC v2.1
1. UE establishes a key (Ks) with the BootStrapping Function (BSF) defined in 3GPP TS 33.220.

2. UE joins an OMA PoC group session using SIP signalling with the PoC Server (note that this is equivalent to a UE joining a GCSE Group communication using signalling with the GCSE AS) and initially receives content using unicast delivery.

3. At some point the PoC Server decides to establish an eMBMS bearer in the cell where the UE resides.

4. The eMBMS bearer is established from the BM-SC function (that is collocated or interworked with the PoC Server).

5. When the eMBMS bearer is established, PoC Server sends SIP INFO message to all concerned UEs informing them about the availability of an eMBMS channel, the latter being identified with its TMGI.

6. UE acknowledges the SIP INFO by sending a 200 OK message.

7. UE detects the corresponding TMGI on the radio interface and decides to join the eMBMS channel. For that purpose the UE needs to obtain the eMBMS Session Key (MSK).

8. UE sends a SIP UPDATE message to the PoC Server indicating the B-TID parameter defined in the GBA architecture (see 3GPP TS 33.220) as well as information allowing the PoC Server to find the right BSF node. The B-TID parameter allows the PoC Server to retrieve the Ks.

9. PoC Server contacts the BSF and retrieves the Ks using the B-TID parameter. PoC Server uses the Ks to derive the eMBMS User Key (MUK).

10. PoC Server acknowledges the SIP UPDATE message with a 200 OK message and includes the MSK protected with the MUK. UE is able to derive the MUK itself and uses it to decode the protected MSK.

The new problem to solve is the secure distribution of MSK to an out-of-coverage UE communicating via a Relay, but without disclosing the MSK to the Relay.

One possibility is to use the approach described in Figure 3. Indeed, the SIP messages in step 8 and step 10 are simply forwarded by the Relay to/from UE_A, and the protected MSK in step 10 cannot be decrypted by the Relay. The only issue with this approach is that UE_A may not be able to perform step 1 (bootstrapping a key with the BSF) in real-time, as the Relay may be configured to restrict UE_A to GCSE Group communication only. This means that the UE should always have an established bootstrapping key (Ks) just in case it goes out of coverage and needs to rely on relaying service.

Another possibility is to re-use the security association established between UE_A and the P-CSCF (refer to step 13 in Figure 1). As mentioned earlier, this security association was established as part of the UE_A authentication with the P-CSCF, but it was not used to secure the SIP signalling transport, because transport security over Gm* was provided with the original Gm* security association (i.e. the key material agreed during the Relay authentication with the P-CSCF).

The security association between UA_A and P-CSCF could effectively be used to protect the MSK. Note though that the MSK is “owned” by the GCSE AS / BM-SC and, therefore, the SIP signalling transport between the GCSE AS and the IMS signalling nodes (up to and including the P-CSCF), including the SIP signalling nodes themselves,  need to be trusted.

Depicted in Figure 4 is a call flow describing the proposal for secure MSK delivery using the secure association between UE_A and the P-CSCF.
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Figure 4: Solution for protected MSK delivery (alternative to GBA)
1. UE_R (Relay) registers with the IMS and establishes a secure association over Gm* with the P-CSCF (see steps 1-6 in Figure 1).

2. UE_A registers with the IMS and establishes a secure association with the P-CSCF (see steps 8-13 in Figure 1). As part of this procedure a common key material is agreed between UE_A and P-CSCF that will be used later to protect the MSK.

3. UE joins a GCSE Group communication via the Relay.

4. At some point GCSE AS decides to establish an eMBMS bearer in the cell where UE_R resides. If the GCSE AS is not collocated with the BM-SC, the two need to be interworked with a common interface so that the BM-SC can provide the MSK to the GCSE AS, or vice versa.

5. GCSE AS sends a SIP INFO message towards UE_A informing it of the availability of the eMBMS channel by indicating the corresponding TMGI. The message also includes the unprotected MSK, as it is assumed that all SIP proxies up to and including the P-CSCF are trusted nodes. The message also contains an indication that the MSK needs to be delivered to UE_A in protected mode (e.g. because the Relay is not a member of the underlying GCSE group).

6. P-CSCF protects the MSK using the key material generated in step 2. The Relay forwards the message to UE_A without being able to decrypt the MSK.

7. UE_A decrypts the protected MSK using the key material derived in step 2 and acknowledges the SIP INFO sending a 200 OK message.

8. UE_R tunes to the eMBMS channel (UE_R knows the underlying TMGI) without being able to decode it.

9. All data received on the eMBMS channel by the Relay are forwarded to UE_A in either unicast or multicast mode.

4
Proposal

It is proposed to agree the following text proposal for inclusion in TR 23.703.

######################### TEXT PROPOSAL FOR TR 23.703 #########################
6.3.7
Solution R7: GCSE architecture with UE-to-Network Relay

6.3.7.1
Functional Description

6.3.7.1.1 
Solution Description

The solution for UE-to-Network Relay described here builds on top of the following:

-
GCSE architecture using IMS and eMBMS described in clause 6.4 of TR 23.768;

-
ProSe communications in Group Owner mode described in clause 6.2.1 of TR 23.703.

6.3.7.1.2 
Architecture reference model
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Figure 6.3.7.1.2-1: Architecture for GCSE communication via a ProSe UE-to-Network Relay

New or enhanced reference points:

Gm*:
This is an enhanced Gm as described in clause 6.4.1 of TR 23.768. It relies on SIP signalling for establishment, modification and release of GCSE Group communication sessions, or for joining and leaving pre-established GCSE Group communication sessions. Floor control is performed using BPCF [14] or RTCP messages (e.g. like those defined in [13]).

Gm-bis:
This is a reference point between GCSE application clients residing in the UE and in the UE-to-Network Relay. It relies on SIP signalling and has similar functionality as the enhanced Gm*.

The following are the salient features of this solution:

1. The UE-to-Network Relay functionality resides in the ProSe Group Owner (GO);

2. The UE-to-Network Relay operates at the application layer by including the following functionality in the ProSe GO:

-
a Back-to-Back User Agent (B2BUA) functionality that interworks control plane signalling between Gm* and Gm-bis;

-
an RTP/RTCP translator for relaying user plane data (which may not be needed when IPv6 is used on both sides of the relay);
3.
The UE-to-Network Relay is able to explicitly check with the network whether it is authorized to act as relay for a specific GCSE Group and/or a specific GCSE Group member. The UE-to-Network Relay is also able to restrict the UE traffic to GCSE communication only;

4.
Uplink delivery on PC5 (UE-to-GO) is unicast;

5.
Downlink delivery on PC5 (GO-to-UE) can be either unicast or multicast, regardless of the delivery method on Uu (unicast or eMBMS). The B2BUA can make the decision for delivery type based on e.g. the number of GCSE Group members in the ProSe Group;

6.
The solution supports both IPv4 and IPv6, including different IP versions on Gm* and Gm-bis;

7.
The solution supports one-to-one communication via UE-to-Network Relay;

8.
For applications that require it, floor control is performed is performed by a centralised floor control server residing in the network (e.g. collocated with the GCSE AS).

NOTE 1: Strictly speaking the UE-to-Network Relay function can reside in any ProSe Group member, however this would lead to a suboptimal usage because every Gm-bis hop would involve two PC5 hops, whereas Gm* would have an additional PC5 hop. Another reason for collocating the UE-to-Network Relay function with the ProSe GO is to allow the ProSe GO to advertise the collocated UE-to-Network Relay capability.
Editor's Note: Support for HTTP-based interfaces (e.g. Ut) in this architecture is FFS.

Editor's Note: If the UE is under network coverage it is FFS whether it needs to detach from the network in order to use the relay service of a UE-to-Network Relay.

6.3.7.1.3 
GCSE Group and ProSe Group relationship

The GCSE Group includes all group members that take part in a common group communication, regardless whether they access to the network directly or via a UE-to-Network Relay.

The members of an established GCSE Group communication may thus be scattered across multiple ProSe Groups.

In contrast, ProSe Group is a local concept designating a collection of UEs capable of communicating with each other or with the network (via a GO) and belonging to the same local IP subnet.

UEs connected to the same ProSe Group (for the purpose of getting network access via a UE-to-Network Relay) may actually be unaffiliated and may belong to different GCSE Groups.

6.3.7.2
Procedures

6.3.7.2.1 
General

The procedures in the present clause are provided as examples only.
6.3.7.2.2 
Relay discovery and ProSe Group joining

Depicted in Figure 6.3.7.2-1 is a high-level call flow for the ProSe Group Owner architecture applied to a relay use case.
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Figure 6.3.7.2.2-1: Relay discovery and ProSe Group joining

1. 
UE_A is out of network coverage and needs to discover a UE-to-Network Relay. UE_R is under network coverage and is capable of acting as a UE-to-Network Relay. There are several possibilities for relay discovery and their applicability may depend on additional requirements (e.g. covert operation):

-
UE_R may autonomously start a ProSe Group and send a beacon message advertising its capability for acting as a UE-to-Network Relay;

-
UE_A may periodically transmit probe messages (e.g. using Targeted ProSe Discovery described in TR 23.703 clause 6.3) indicating that it is looking for a relay service. Upon reception of the probe message, UE_R starts a ProSe Group and replies to UE_A that it can act as a relay;

2. 
UE_A performs authentication with the GO. A Pairwise Master Key (PMK) is generated as part of the authentication procedure and is used subsequently to protect unicast traffic between UE_A and GO. There are several possibilities for authentication:

-
UE_A and the GO engage in mutual authentication that does not require any network involvement (e.g. based on certificates or a pre-shared secret);

-
UE_A authenticates with the network, the GO acting as the authenticator;

3. 
The GO assigns an IP address to UE_A for use on the local ProSe IP subnet. At this point both UEs are also cognisant of their respective layer-2 IDs;

4. 
The GCSE application client in UE_A registers with the GCSE application client in the relay via Gm-bis, requesting relay service for a specific GCSE Group. This procedure is explained in more details in clause 6.3.7.2.3. 

6.3.7.2.3 
GCSE client registration and GCSE Group communication setup

Outlined in Figure 6.3.7.2.3-1 are the control plane procedures for GCSE client registration and mobile terminated GCSE Group communication establishment in presence of UE-to-Network Relay. Given that these procedures are SIP/IMS-based, the EPC nodes are absent from the figure. For simplicity, the intermediate IMS nodes (e.g. P-CSCF, S-CSCF) have been omitted, too.
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Figure 6.3.7.2.3-1: GCSE client registration and GCSE Group communication setup

1. UE_A establishes ProSe communication with UE_R which acts as a UE-to-Network Relay, as described in clause 6.3.7.2.2. After completion of this procedure there is basic IP connectivity between UE A and UE_R.

2. UE_A sends a GCSE Register message to UE_R indicating that it wishes to take part in the GCSE group communication session identified via GCSE Group ID i.e. a GCSE Group specific URI (e.g. fire.brigade75@firstresponder.com).

3. UE_R forwards the GCSE Register request to GCSE AS informing the latter that it can act as a relay for A. UE_R also indicates the relevant SIP address of its Back-To-Back User Agent (B2BUA) that will be used as SIP signalling relay, as well as its RTP translator address that will be used as a user plane (RTP/RTCP) relay.

NOTE 1:
The user of UE_R may or may not be a member of the requested GCSE Group. It is up to the GCSE AS to decide whether a non-member UE_R shall be authorized to act as UE-to-Network Relay.

4.-5. GCSE AS performs authorisation checks (e.g. whether UE_R is authorized to act as UE-to-Network Relay for User A and/or for GCSE Group ID) and acknowledges the registration to UE_A.

6. A remote user using UE_C initiates a GCSE group communication session to GCSE Group ID by sending a SIP INVITE (GCSE Group ID) to the GCSE AS.

NOTE 2:
In case UE_A joins an already established GCSE communication, the SIP INVITE (GCSE Group ID) is sent by the GCSE AS.

NOTE 3:
In case of one-to-one communication, the SIP INVITE in step 6 contains the personal SIP URI of the called user (instead of GCSE Group ID).

7.-8. GCSE AS checks that both UE A and UE_R are members of the GCSE Group identified via GCSE Group ID and forwards a SIP INVITE to both of them. Thanks to the GCSE registration performed in steps 2-5, GCSE AS knows that the SIP INVITE sent to UE_A needs to be routed via UE_R. This is enforced e.g. by including a Route header value pointing to UE_R.

9. UE_R inserts a B2BUA for relaying SIP signalling messages to/from UE_A and forwards the SIP INVITE to UE_A.

10.-13. OK messages.

NOTE 4:
Steps 7 and 12 in Figure 6.3.7.2.3-1 are needed only when the UE-to-Network Relay is part of the GCSE Group for which it acts as a relay.


NOTE: The security aspects at Gm-bis/Gm* level in this architecture to be studied by SA3 include the following: UE authentication with the GCSE AS and end-to-end security (UE to GCSE AS) that would prevent a non-member relay to eavesdrop on the GCSE Group communication.

6.3.7.2.4 
Floor control procedure

Outlined in Figure 6.3.7.2.4-1 is the floor control procedure (only for applications that need it).
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Figure 6.3.7.2.4-1: Floor control procedure

The call flow is largely self-explanatory and needs no step-by-step description. The following assumptions apply:

-
Floor control messages (Floor Request and Floor Grant in Figure 6.3.7.2.4-1) may be based on RTCP messages (e.g. like those defined in [13]);

-
Floor control requests are always arbitrated by the GCSE AS, regardless whether UE connects to the network directly or via a UE-to-Network Relay;

-
UE-to-Network Relay forwards the floor control messages to/from UE as any other user plane data.
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