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6.X
Solution X: IMS client emulation

6.X.1
Overview 

6.X.1.1 Assumptions

This clause include assumptions specific to this solution and are in addition to those listed in clause 4.1.

· The UE architecture includes a JS execution environment that supports the WebRTC APIs. 

· The UE architecture includes an IMS client. The UE can register for IMS based services in the HPLMN. Neither modifications to IMS specification nor modifications to IMS functions deployed in the network are meant
· The UE architecture supports at least the 3GPP codecs (AMR-WB/NB).

· The web server providing the HTML and the WebRTC App resides in the HPLMN as an operator provided service.

· This UE based solution does not require browser customizations, instead it keeps a generic Web Browser
6.X.1.1 High level architecture

Figure 6.X.1 shows an architecture with WebRTC signalling and media mediation functions located within a custom application on the UE. These mediation functions provide interworking between the WebRTC client and standard IMS signalling and media protocols. 
The UE can be of any type, supporting any IP-CAN(s), and the WebRTC client can have access to capabilities available to a native IMS client on the device, and has the same restrictions
Since the UE configuration uses a standard IMS client on the device, there is no impact to the IMS network. In particular, the UE provides Gm and media interfaces fully compliant to the standard IMS interfaces..

Since the WebRTC client has access to all of the functions of a native IMS client, webRTC services running on the UE benefit from the following characteristics:

-
Access to a UICC that might be present in the device for IMS credentials.

-
IMS can authenticate and register the WebRTC client using standard IMS registration procedures according to the IMS subscription information in the UICC, if present, or as otherwise presented depending on the type of UE.

-
The UE can be configured for all IMS functions appropriate to a native IMS client, including APN selection (i.e., IMS APN), IMS roaming, Gm ciphering, SRVCC, QoS, etc.
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Figure 6.X.1-1 WebRTC IMS client emulation architecture
The following functions shall be supported on the device:
WebRTC Web Proxy (WWPF)

There is no generic browser nowadays that has an interface through which it may access the IMS credentials on a UE. In order to allow a mechanism that permits a user to certify to a web server using IMS credentials and with no browser modifications, the solution proposes a two steps approach based on a new terminal component: WebRTC Web Proxy Function(WWPF). The role of  the WWPF is to act as a middle layer between the WWSF component detailed in Section 6.3.1.3 and the local IMS client. It provides the IMS based credentials in the authentication exchange with the Web Server without requiring changes in the generic browser. WWPF implements basic web proxy functionalities and it interacts with the IMS client on the device as well as with the generic browser. 

 WebRTC Signalling Function (SIF)

In this approach, the key information that needs to be exchanged is the multimedia session description, which specifies the necessary transport and media configuration information necessary to establish the media plane.

Although there is a large flexibility regarding the signaling plane that may be used there are currently two protocols that may be good contenders to be used in the context of WebRTC operator provided services: JSEP or SIP. In the case of the latest, the SIF function is a simple pass-through, while in the context of JSEP, SIF needs to do the conversion between the JSEP offer/answer and the SIP SDP that is carried over the IMS infrastructure.

RTC Media Interworking Function (RMF)

The media mediation on the UE must be treated based on two scenarios: a) operator controlled cases in which the web page is provided by the operator or is on a server under the operator control and b) 3rd party or OTT cases in which the operator does not have the control of the original JS download.

This solution addresses the Operator controlled cases and it may require either:

1. use UE-based DNS proxy to resolve STUN/TURN server to local UE-hosted instance or

2. use operator DNS to resolve STUN/TURN server to local UE-hosted instance. In this case there are the following 2 sub-cases possible: 
a. TURN server only (can be used as a STUN server)
b. STUN/TURN combo 

The communication channel for WebRTC assumes SRTP to be used by each peer. In order to allow the operator to have control of the media that it is exchanged over the channel, the RMF function must be able to access the SRTP data and convert it into a format supported by the operator. The TURN Proxy, in the context of operator controlled cases, plays the role of the Identity Provider for each end of the call. It allows the RMF on each side of the call to impersonate the other side of the connection. For example, for a call established between two WebRTC clients A and B the RMF collocated with the WebRTC client on A is going to impersonate WebRTC B .
6.X.2
Description of the solution - Procedures

Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
The UE-resident functions providing IMS features authenticate and register IMS identities associated with an IMS subscription according to standard IMS UE procedures.

The UE-resident functions have access to all capabilities available to a native IMS client on the device, including APN selection (ie, IMS APN), IMS roaming, Gm ciphering, SRVCC, QoS, etc.

The UE-resident functions provide signalling and media interfaces that conform to a standard native IMS client.
Editor’s Note: How ICE procedures (especially how the browser gets the address of the TURN server) work  is FFS
An example of how user registration onto IMS may work is shown in following figure:
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Figure 6.X.3.1- 1: Web RTC Authentication using IMS Credentials
The WebRTC client in this scenario uses its IMS credentials to authenticate itself although the Web browser on the device does not have an interface to the IMS credentials. The following steps are followed in the interaction between the WebRTC client when accesses a web page as it is shown in Figure 6.X.3.1- 1: Web RTC Authentication using IMS Credentials.

1. Generic Web Browser initiates WebRTC app access to HTTP Operator Server ; the request is redirected to the local HTTP proxy;
2. HTTP Redirection to local HTTP proxy/client (in the WebRTC Signalling Function)

3. Request made to local HTTP proxy/client (in the WebRTC Signalling Function) as a result of HTTP Redirect

4. Authentication follows: AKAv1, AKAv2 over the IMS network
5. IMS client retrieves UICC credentials : CK, IK

6. Once client is authenticated, the local HTTP proxy/client (in the WebRTC Signalling Function) request for RTC Page

7. RTC Page delivered over HTTP 

8. RTC Page is delivered to the Generic Web Browser on the UE device.
6.X.3
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.
There is no impact on the existing 3GPP architecture outside of the UE. The UE requires installation of an application that provides the WebRTC signalling and media mediation functions.. There might be other platform-dependent implementation issues with this approach. Performance and security characteristics are also platform-dependent.
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