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1
Discussion
The contribution focuses on two points:
1. Clarifies how service continuity is handled for UEs moving between cells with different type of delivery;

2. Highlights a potential requirement for GC2 related to security.

Regarding the second point, it is worth having a quick look at the eMBMS security architecture defined in 3GPP TS 33.246 which relies on the Generic Bootstrap Architecture (GBA) for the purpose of secure distribution of the MBMS Session Key (MSK). Shortly, the MSK is delivered to the user protected with the MUK (MBMS User Key), the latter having been bootstrapped with the GBA architecture.

According to TS 33.246 the MSK distribution (protected with MUK) is performed from the BM-SC using HTTPS signalling. However, in an IMS-based GCSE architecture like the one used in solution 4, where the BM-SC is collocated (or interworked via GC2) with the GCSE AS, SIP signalling can also be used for secure distribution of the MSK.

This alternative was indeed adopted in the OMA PoC v2.1 architecture and can be described with the call flow in Figure 1.
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Figure 1: Use of GBA in OMA PoC v2.1
1. UE establishes a key (Ks) with the BootStrapping Function (BSF) defined in 3GPP TS 33.220.

2. UE joins an OMA PoC group session using SIP signalling with the PoC Server (note that this is equivalent to a UE joining a GCSE Group communication using signalling with the GCSE AS) and initially receives content using unicast delivery.

3. At some point the PoC Server decides to establish an eMBMS bearer in the cell where the UE resides.

4. The eMBMS bearer is established from the BM-SC function (that is collocated or interworked with the PoC Server).

5. When the eMBMS bearer is established, PoC Server sends SIP INFO message to all concerned UEs informing them about the availability of an eMBMS channel, the latter being identified with its TMGI.

6. UE acknowledges the SIP INFO by sending a 200 OK message.

7. UE detects the corresponding TMGI on the radio interface and decides to join the eMBMS channel. For that purpose the UE needs to obtain the eMBMS Session Key (MSK).

8. UE sends a SIP UPDATE message to the PoC Server indicating the B-TID parameter defined in the GBA architecture (see 3GPP TS 33.220) as well as information allowing the PoC Server to find the right BSF node. The B-TID parameter allows the PoC Server to retrieve the Ks.

9. PoC Server contacts the BSF and retrieves the Ks using the B-TID parameter. PoC Server uses the Ks to derive the eMBMS User Key (MUK).

10. PoC Server acknowledges the SIP UPDATE message with a 200 OK message and includes the MSK protected with the MUK. UE is able to derive the MUK itself and uses it to decode the protected MSK.

The OMA PoC v2.1 architecture assumes that the PoC Server and BM-SC functions are collocated, which means that the material derived during GBA bootstrapping (involving the UE and the BM-SC) is also available at the PoC Server function.

Assuming that GCSE AS and BM-SC will be stand-alone nodes, interconnected via GC2, there will be a need to convey at least the following information over GC2:
· In the direction from GCSE AS to BM-SC:

· B-TID and information allowing the BM-SC to find the right BSF node;

· In the direction from BM-SC to GCSE AS:

· The MUK and the MSK (or the MUK-protected MSK).

2
Proposal

It is proposed to agree the following text proposal for inclusion in TR 23.703.

######################### TEXT PROPOSAL FOR TR 23.703 #########################
6.4
Solution 4 – GCSE architecture using IMS and eMBMS

6.4.1
Functional Description


6.4.1.1 Solution Description

The following are the salient features of this solution:

1.  GCSE AS is an Application Server in the IMS;

2.  SIP signalling is used for establishment, modification and release of GCSE group communication sessions. It is also used for joining and leaving pre-established GCSE group communication sessions;

3.  eMBMS is an optional feature for the RAN. If available, eMBMS is used for MuSe delivery on the downlink. The BM-SC function is may be stand-alone or collocated with the GCSE AS;

4.  The solution allows for switching between unicast and eMBMS delivery for an ongoing GCSE group communication session;

5.  Unicast bearers are used for uplink communication. In cells where eMBMS channel is not available, unicast is also used for the downlink;

6.  In the context of this solution “GCSE group communication” is synonymous with a SIP session that is associated with GCSE Group ID i.e. a globally unique GCSE Group-specific SIP URI (e.g. fire.brigade75@firstresponder.com or a conference factory URI). The SIP session can be either pre-established or set up on the fly;

7.  In one alternative of this architecture the GCSE AS is used as an IMS conference server as specified in TS 24.147 [z]. The “GCSE group communication” is synonymous with an IMS conferencing session;

8.  The GCSE Application Server exchanges eMBMS-related control information with the BM-SC either via new reference point (GC2-C) or via the PCRF.

Editor’s Note: The use of PCRF and the functions provided by PCRF for interfacing between GCSE AS and BM-SC is FFS.

6.4.1.2 Architecture reference model
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Figure 6.4.1.2-1: GCSE architecture based on IMS and eMBMS

New or enhanced reference points:

Gm:
This is an enhanced Gm. It relies on SIP signalling for establishment, modification and release of GCSE group communication sessions, or for joining and leaving pre-established GCSE group communication sessions. Floor control is performed using BPCF [7] as specified in [z] or RTCP messages (e.g. like those defined in [6]).

GC2-U:
This is the user plane reference point between GCSE AS and BM-SC for eMBMS delivery.

GC2-C:
This reference point may be used for exchange of control plane information between GCSE AS and BM-SC for eMBMS delivery.

Rxsc/Gxsc:
This reference point may be used for exchange of control plane information between GCSE AS and BM-SC for eMBMS delivery.

Ut:
In the IMS conferencing architecture alternative Ut is used to update group related information in the GCSE AS e.g. group membership.
Editor's Note: In case BM-SC and GCSE AS are stand-alone nodes, and assuming that MBMS Session Key (MSK) is distributed via application layer signalling, SA3 needs to determine how security information is exchanged over GC2. The list of candidate parameters whose usage needs to be clarified includes the following: B-TID, MSK, MUK and information identifying the BootStrapping Function (BSF). This note may apply to all solutions that rely on dynamic security keys.
6.4.2
Procedures

6.4.2.1 General

The procedures in the present clause are provided as examples only. The detailed call flows depend on the architecture alternative.

6.4.2.2 GCSE group communication procedures
6.4.2.2.1 Switching from unicast to eMBMS delivery for an ongoing GCSE group communication session
Outlined in Figure 6.4.2.2.2-1 is the control plane procedure for switching between unicast and eMBMS delivery for an on-going GCSE group communication session. It is up to Stage 3 to decide which IMS procedures to use.
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Figure 6.4.2.2.1-1: Switching from unicast to eMBMS delivery for an ongoing GCSE group communication session
1a.-1d. UE joins a GCSE group communication session. It is assumed that at this point there is no eMBMS channel for this GCSE Group in the cell where the UE resides. GCSE AS uses unicast delivery in the downlink (e.g. via the same EPS bearer that UE uses for the uplink or via a different EPS bearer).

2a.-2f. At some point GCSE AS decides to establish an eMBMS channel for this GCSE Group in this cell. In the user plane a specific Group Communication is identified by the TMGI (if each GCSE Group is assigned a unique TMGI) or the combination of a TMGI and a UDP port number (in case Group Communications from several GCSE Groups are multiplexed on the same TMGI). As soon as the eMBMS channel is established, the GCSE AS starts sending data using eMBMS delivery. In parallel GCSE AS keeps unicast delivery to the UE over the EPS bearer as long as the UE has not switched to eMBMS.

3a.-3d. GCSE AS uses SIP INFO to inform the UE about the availability of eMBMS delivery in the cell. The SIP INFO contains media description for delivery via the eMBMS channel i.e. a TMGI and possibly a UDP port number.

3e.-3i. UE acquires the eMBMS channel and acknowledges the channel acquisition to GCSE AS using SIP UPDATE. At this point GCSE AS may stop the parallel unicast delivery for this UE.

4a.-4j. At some point after step 3 GCSE AS may decide that there are not enough users in the cell anymore to justify eMBMS delivery. GCSE AS re-starts unicast delivery to the UE and informs the UE to switch to unicast delivery providing media description for unicast delivery over the EPS bearer.

Editor's Note: In steps 2a and 4a, the decision function in the GCSE-AS whether to use establish or release eMBMS bearer and the correspondingly needed information are FFS.
Outlined in Figure 6.4.2.2.1-2 is the control plane procedure for service continuity when UE moves out of a cell with multicast delivery to a cell where multicast delivery is not available.
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Figure 6.4.2.2.1-2: Support from service continuity when UE moves out of a cell with multicast delivery
1. UE participates in a GCSE group communication session and receives downlink content via eMBMS.

2. At some point UE moves to a cell in which there is no eMBMS delivery. UE realises this by listening to the control information broadcasted from the eNB.

3. UE uses SIP UPDATE to request re-activation of unicast delivery via the EPS bearer.

Service continuity in the opposite direction (i.e. UE moving from a cell with unicast delivery to a cell with eMBMS delivery) is handled with the procedure described in steps 3a-3i in Figure 6.4.2.2.1-1.
6.4.2.3 GCSE Group membership procedures

6.4.2.3.1 Subscribing to a GCSE group

Subscribing to a group membership can be done through a SUBSCRIBE / NOTIFY mechanism. GCSE group identifier is a SIP URI identifier.  UE’s that are part of the group can SUBSCRIBE to that group.

Editor's Note:
Other mechanisms are FFS.

6.4.2.3.2 UE joining Group Communication

A UE device may join a pre-established GCSE group either by direct request or at the invitation of the GCSE AS.

Editor's Note:
The method through which the join is done is FFS.
6.4.3
Impact on existing entities and interfaces

Editor’s Note: To be completed.

6.4.4
Solution evaluation


The solution presents the following advantages:

· Allows for re-use of existing IMS procedures, with some enhancements.
· Allows for dynamic establishment and release of eMBMS bearers in a cell.
· Allows for dynamically assigned TMGIs.
· Allows for break-before-make type of service continuity.
Ut





UE A





UE A





UE





Gm





eNB





SGW





PGW





S1





-





MME





S11





S1





-





U





Uu





GCSE 





App





ISC





S5





SGi





MME





M1





BMSC





MBMS





-





GW





GCSE AS





MRFP





MRFC





PCRF





P/S





-





CSCF





GC2





-





U





Gxsc





Rxsc





GC2





-





C





SGmb





SGi





-





mb





IMS








3GPP

SA WG2 TD


_1440356126.vsd
UE


MBMS GW/
E- UTRAN


CSCF


PoC Server
(BM-SC)


4. Establishment of eMBMS bearer


8. SIP UPDATE (B-TID)


BSF


10. 200 OK (protected MSK)


9. PoC Server uses B-TID to fetch  (Ks) from the BSF


2. UE joins a PoC group session and receives unicast data


1. UE bootstraps a key (Ks) with the BootStrapping Function (BSF)


8. SIP UPDATE (B-TID)


10. 200 OK (protected MSK)


7. UE detects the TMGI


3. Decision to establish an eMBMS bearer


6. 200 OK


5. SIP INFO (TMGI)


6. 200 OK


5. SIP INFO (TMGI)



_1441025153.vsd
UE


E- UTRAN


MBMS GW


CSCF


1. UE participates in a GCSE communication session and receives media via multicast


GCSE AS


unicast delivery in the downlink


3c. OK


3a. SIP UPDATE (unicast)


3d. OK


3b. SIP UPDATE (unicast)


MBMS data


MBMS data


2. UE moves out



_1431501427.vsd
UE


E- UTRAN


MBMS GW


CSCF


1. UE joins a GCSE communication session and receives media via unicast


GCSE AS


MBMS data


2d. RAN resource setup


2c. Session Start Request


2b. Session Start Request


2f. Session Start Response


2e. Session Start Response


MBMS data


unicast delivery in the downlink


MBMS data


unicast delivery in the downlink


3h. OK


3f. SIP UPDATE (TMGI, [UDP port#])


3i. OK


3g. SIP UPDATE (TMGI, [UDP port#])


3e. UE Switches to MBMS


2a. Decision to establish an eMBMS bearer


3d. OK


3b. SIP INFO (TMGI, [UDP port#])


3c. OK


3a. SIP INFO (TMGI, [UDP port#])


MBMS data


4e. OK


4c. SIP UPDATE (unicast)


4d. OK


4b. SIP UPDATE (unicast)


4h. RAN resource release


4g. Session Stop Request


4j. Session Stop Response


4i. Session Stop Response


4f. Session Stop Request


4a. Decision to release the eMBMS bearer



