SA WG2 Temporary Document

Page 1

SA WG2 Meeting S2#99
S2-133285
23 - 27 September 2013, Xiamen, P. R. China
(revision of S2-13yyyy)
Source:
Huawei, China Mobile
Title:
WebRTC firewall traversal requirement
Document for:
Approval
Agenda Item:
6.9
Work Item / Release:
IMS_WebRTC / Release 12
Abstract of the contribution: This document proposes to add the requirement of WebRTC media traversal over the restrictive devices.
Discussion

On the purpose of the network security isolated from the public networks, some traffic restricted devices such as firewall, HTTP proxy and DPI may be deployed on the border of the private networks, those devices only allow a certain kind of traffic to pass through, for example, only allow HTTP/HTTPS, and the RTP/RTCP may be blocked by the devices. SA3 has finished the “IMS firewall traversal” study item (TR 33.830) and been specifying the traversal solutions in the TS 33.203 annex W. The WebRTC media plane will also face the same traffic problem as the IMS, so it is necessary to proposal the media traversal requirement.
Proposal

We propose to add the requirement of WebRTC media traversal over the restrictive devices in the TR.
* * * First Change * * * 
4.2 
Architectural Requirements 

Editor’s Note: This clause will define the architectural requirements based on the normative stage-1 requirements defined in TS 22.228. 
The architecture shall fulfil the following requirements:

· WebRTC clients shall have access to the IMS through one or more mediation function(s) for signalling and media.
Editor’s Note: It is FFS if there is a need for a signalling reference protocol.

Editor’s Note: For 3GPP and EPC access, the assumptions of the underlying EPC network usage is FFS (including EPC roaming, LBO, APN handling/selection, access network selection, mobility issues etc).

Editor’s Note: The full set of supported media and media transport (in addition to SRTP transport of audio and video) is still to be decided (e.g., T.140, MSRP and BFCP). 

Editor’s Note: QoS handling for WebRTC is FFS.

Editor’s Note: Authentication and user identity management is FFS (including how to handle interaction with third party providers).
The following requirements for the signaling plane between WebRTC and IMS are defined: 

-
The architecture shall support control plane interworking procedures between a WebRTC client and IMS.
-
The architecture shall support negotiation to ensure that RTP streams are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability.

-
The architecture shall support negotiation to ensure that RTP and RTCP flows of an RTP stream are not multiplexed onto the same port if entities anchoring the session media path in the IMS domain do not support that capability. 
-
The architecture shall support negotiation of media plane interworking between WebRTC and IMS.

-
The architecture shall support negotiation of ICE procedures towards the WebRTC client to enable connectivity checks for establishing the media path.
Editors’ Note: The support of multiplexing and trickle ICE for this release is FFS.

Editors’ Note: Enhancements to IMS to support WebRTC specific extensions is FFS.

Editors’ Note: How the user identification is authenticated is FFS.
The following requirements for the media plane between WebRTC and IMS are defined:
-
The architecture shall support transcoding that may be required for audio and video traffic. 
-
The architecture shall support any necessary interworking between media plane security mechanisms provided by WebRTC and IMS.

-
The architecture may support (de)multiplexing of RTP and RTCP flows onto the same port.

-
The architecture shall support STUN for ICE connectivity checking.

-
The architecture shall support STUN for the WebRTC “consent freshness” feature.
-  The architecture shall support media traversal across the traffic-restricted devices that only allow the HTTP/HTTPS traffic pass through, the devices include HTTP proxy, Firewall and DPI. 
NOTE:
Any interworking between disparate media plane procedures will require e2ae procedures.
The architecture shall fulfill the following PCC related impacts for WebRTC media transport:

Editor´s Note: The support of trickle ICE is FFS.

Editor´s Note: The support for PCC extensions for multiplexing of RTP streams is FFS.
* * * End of Changes * * * 
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