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6.X
Solution X: Terminal based WebRTC IMS Interworking
6.X.1
Overview 

Editor’s Note: General description, assumption, and principles of the solution. 
6.X.1.1 Assumptions

This clause include assumptions specific to this solution and are in addition to those listed in clause 4.1.

· The UE architecture includes a JS execution environment that supports the WebRTC APIs. 

· The UE architecture includes an IMS client. The UE can register for IMS based services in the HPLMN.

· The UE architecture supports at least the 3GPP codecs (AMR-WB/NB).

· The web server providing the HTML and the WebRTC App resides in the HPLMN as an operator provided service.

· The UE based solution does not require browser customizations.

6.X.2 WebRTC Terminal Architecture
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Figure 6.X.2- 1: WebRTC Terminal Architecture

Figure 6.X.2- 1: WebRTC Terminal Architecture details the main components required by a terminal device that supports WebRTC functionalities based on the assumption in Section 6.X.1.1 Assumptions.
The architecture includes the WebRTC Web Proxy function (WWPF) as well as the WebRTC signalling interworking function(SIF) and RTC media mediation function (RMF) located in the UE application space. Note that all these functions are platform and Operating System independent being made available through user space APIs.
6.X.2.1 WebRTC Web Proxy (WWPF)

There is no generic browser nowadays that has an interface through which it may access the IMS credentials on a UE. In order to allow a mechanism that permits a user to certify to a web server using IMS credentials and with no browser modifications, the solution proposes a two steps approach based on a new terminal component: WebRTC Web Proxy Function(WWPF). The role of  the WWPF is to act as a middle layer between the WWSF component detailed in Section 6.3.1.3 and the local IMS client. It provides the IMS based credentials in the authentication exchange with the Web Server without requiring changes in the generic browser. WWPF implements basic web proxy functionalities and it interacts with the IMS client on the device as well as with the generic browser. 
6.X.2.2 RTC to IMS Signalling Interworking Function (SIF)

The design approach of WebRTC call setup has been to fully specify and control the media plane, but to leave the signaling plane up to the application as much as possible. The rationale is that different applications may prefer to use different protocols. In this approach, the key information that needs to be exchanged is the multimedia session description, which specifies the necessary transport and media configuration information necessary to establish the media plane.

Although there is a large flexibility regarding the signaling plane that may be used there are currently two protocols that may be good contenders to be used in the context of WebRTC operator provided services: JSEP or SIP. In the case of the latest, the SIF function is a simple pass-through, while in the context of JSEP, SIF needs to do the conversion between the JSEP offer/answer and the SIP SDP that is carried over the IMS infrastructure.
6.X.2.3 RTC Media Interworking Function (RMF)
The media mediation on the UE must be treated based on two scenarios: a) operator controlled cases in which the web page is provided by the operator or is on a server under the operator control and b) 3rd party or OTT cases in which the operator does not have the control of the original JS download.

This solution addresses the Operator controlled cases and it may require either:

1. use UE-based DNS proxy to resolve STUN/TURN server to local UE-hosted instance or

2. use operator DNS to resolve STUN/TURN server to local UE-hosted instance. In this case there are the following 2 sub-cases possible: 
a. TURN server only (can be used as a STUN server)
b. STUN/TURN combo 

The communication channel for WebRTC assumes SRTP to be used by each peer. In order to allow the operator to have control of the media that it is exchanged over the channel, the RMF function must be able to access the SRTP data and convert it into a format supported by the operator. The TURN Proxy, in the context of operator controlled cases, plays the role of the Identity Provider for each end of the call. By doing so it allows the RMF on each side of the call to impersonate the other side of the connection. For example, for a call established between two WebRTC clients A and B the RMF collocated with the WebRTC client on A is going to impersonate WebRTC B.   
6.X.3
Description of the solution - Procedures

Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.

6.X.3.1 WebRTC Authentication Using IMS Credentials
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Figure 6.X.3.1- 1: Web RTC Authentication using IMS Credentials
The WebRTC client in this scenario uses its IMS credentials to authenticate itself with the RTC Application Server. The proposed solution does not assume any customization on the browser, instead it keeps a generic Web Browser. The following steps are followed in the interaction between the WebRTC client when accesses a web page as it is shown in Figure 6.X.3.1- 1: Web RTC Authentication using IMS Credentials.

1. Generic Web Browser initiates WebRTC app access to HTTP Operator Server retrieves RTC entry point page (EP)
2. HTTP Redirection to local HTTP proxy/client (WWPF)
3. Request made to WWPF as a result of HTTP Redirect
4. IMS client retrieves UICC credentials : CK, IK
5. Authentication follows: AKAv1, AKAv2 over the IMS network
6. Once client is authenticated, the WWPF request for RTC Page
7. RTC Page delivered over HTTP to WWPF
8. RTC Page is delivered to the Generic Web Browser on the UE device.
6.X.3.2 Determining the ICE Candidates
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Figure 6.X.3.2- 1: Determining the ICE Candidates
Interactive Connectivity Establishment (ICE), described in RFC5245 is an integral part of the WebRTC framework. It makes use of STUN/TURN to identify  host candidates for each end of a peer to peer communication channel. The basic idea behind ICE is as follows: each agent has a variety of candidate transport addresses (combination of IP address and port for a particular transport protocol). The purpose of ICE is to discover which pairs of addresses will work. The way that ICE does this is to systematically try all possible pairs (in a carefully sorted order) until it finds one or more that work. 
The JS downloaded from the Web App Server contains the list of ICE candidates which are being fed to the RtcPeerConnection object. The primary ICE candidate is going to be a TURN server that would be resolved to a local TURN through local DNS lookup.
6.X.4
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.5
Solution evaluation

Editor’s Note: The fulfilment of requirements in section 4.2 will be evaluated. 
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