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Abstract of the contribution: This paper proposes to add text on WebRTC media traversal over the restrictive access networks for the solution that uses separated mediation functions for signalling and media plane while being apart from the existing P-CSCF and IMS Accessing Gateway.

Proposal

It is proposed to make the following changes to TR 23.701. 
* * * First Change * * * 
6
Solutions

Editor’s Note: This clause is intended to document architecture solutions. 
6.X
Solution X: <Title of Solution>
6.X.2
Description of the solution - Procedures

Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
6.X.2.3 WebRTC media traversal over the restrictive access networks
6.X.2.3.1 Overview
This section specifies the solutions for the WebRTC media traversing the restrictive access networks where the traffic restricted devices may be deployed, the devices include the NAT, HTTP proxy, firewall with DPI , UDP-restricted firewall and the port-restricted firewall. The devices may block the WebRTC media traffic to reach the WMF since only the certain traffic (e.g. HTTPS/HTTP traffic) is allowed to pass through. 
Figure 6.X.2.3.1 depicts the general reference model for WebRTC access when Web RTC media traverses the the traffic restricted devices. The control plane between UE and WSF is transmitted over WebSocket using TCP 443 port. The media plane between UE and WMF can either using the ICE/STUN solution go through RTP over TCP path on the port 80/443 or be relayed by a TURN server using the TURN over TLS over TCP channel to traverse the traffic restricted devices.
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Figure 6.X.2.3.1: Reference model for WebRTC traversal

6.X.2.3.2 ICE/TURN solution

Figure 6.X.2.3.2 presents the procedure of WebRTC media traversal using the TURN/TLS/TCP channel. In this figure, the WebRTC client can obtain the TURN server address in the register response message sent from WSF.
From the perspective of WebRTC client, the WSF acts as an entry point of control plane security for the IMS network, and similarly the WMF acts as an entry point of media plane security for the IMS network.
The solution is almost the same as Annex G of TS 23.228, the difference are as follows:
1. The WSF needs to support the ICE related functions of P-CSCF described in Annex G of TS 23.228.

2. The WMF needs to support the ICE connectivity check procedure.
3. The WMF needs to support the RTP over TCP on the port 80 or port 443.
4. The TURN server needs to support the TURN over TLS on the port 443 and the TURN over TCP on the port 80.
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Figure 6.X.2.3.2: Session establishment procedure with NAT/FW traversal using ICE/TRUN

1. WebRTC client sends the TLS connection request to the TURN server port 443 for each media stream. One for RTP,  another for RTCP.
2-3. WebRTC client send the allocate request to TURN over the established TLS from each media port, the TURN server response both the relay address and the reflexivity address.
4. The WebRTC client send the host candidate, relay candidate and reflex candidate with different priority level to WSF by SDP offer.
5-8. The WSF requests a transport address for each media flow from the WMF and changes the original transport address of the SDP offer to the transport address received from WMF. 

When the WSF receives the SIP 200 OK message from the remote side, it requests a transport address from WMF, which contains sufficient information to correlate to the transport address in the previous request and changes the original transport address of the SDP answer to the transport address received from WMF.
9. The WSF replies its host candidate to WebRTC client by SDP offer from port 443.
10. The client and the TURN server perform the relay candidate connectivity check procedure.
11-14. After the success of the relay path connectivity check, the WebRTC client sends an updated SDP offer indicating the selected transport address. The WSF forwards the offer to the remote side and the remote side sends back the answer indicating the selected transport address. 
15-18. The media can traverse the NAT/FW/HTTP proxy on the paths of TURN over TLS, and the TURN server transfers the media to WMF by RTP/RTCP over UDP.
6.X.2.3.3 ICE/STUN solution

ICE/STUN solution is considered as a more effective and simple method to traverse the traffic restricted devices, if both WebRTC client and WSF support RTP over TCP and the RTP/RTCP multiplexing on the single port.
The principle of ICE/STUN solution is the same as ICE/TURN solution described in 6.X.2.3.1. These two solutions enhance the ICE procedure to pretend the RTP/RTCP stream to be the HTTP-liked packet to trick the FW/HTTP proxy.
Figure 6.X.2.3.3 shows the procedure of WebRTC media traverse the NAT/FW through RTP/TCP, port 80 or port443. In this solution, the WMF needs to support the limited STUN function that responses to the STUN connectivity check request on the port 80 or 443.
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Figure 6.X.2.3.3: Session establishment procedure with NAT/FW traversal using ICE/STUN

1-2. The client obtains the reflex address by send the STUN request to STUN or TURN server.
3. The client sends the host and reflex candidates to WSF by SDP offer, and indicates that it supports the RTP/RTCP multiplexing.

4-7. The WSF requests a transport address for each media flow from the WMF and changes the original transport address of the SDP offer to the transport address received from WMF. 

When the WSF receives the SIP 200 OK message from the remote side, it requests a transport address from WMF, which contains sufficient information to correlate to the transport address in the previous request and changes the original transport address of the SDP answer to the transport address received from WMF.
8. The WSF sends its host candidate and indicates the RTP/RTCP multiplex on the single port 80 or 443.
9. The client performs the connectivity check procedure.

10-13. After the success of the relay path connectivity check, the WebRTC client sends an updated SDP offer indicating the selected transport address. The WSF forwards the offer to the remote side and the remote side sends back the answer indicating the selected transport address. 
14. The media can traverse the NAT/FW/HTTP proxy over the RTP over TCP with the RTP/RTCP multiplexing mechanism.
* * * End of Changes * * * 
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