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Discussion

Proposal

It is proposed to make the following changes to TR 23.701. 
* * * First Change * * * 
6
Solutions

Editor’s Note: This clause is intended to document architecture solutions. 
6.X
Solution X: <Title of Solution>
6.X.2
Description of the solution - Procedures


6.X.2.0
General

The following subclauses describe the high-level operation, procedures and information flows for the solution described above in subclause 6.x.1.
6.X.2.1
Registration

6.X.2.1.1
Introduction
The scenarios of this solution are depicted as follows, mainly categorized by the type of identities used to access to IMS. 

Scenario 1: The WebRTC client is an IMS subscriber, and uses operator provided credentials:

-
Using web identities to access to WebRTC service. In this scenario, the authentication of username is done in the operator provided WWS and also the mapping between IMS identities and Web identities are stored in operator provided WWS. Clause 6.X.2.1.2.1 provides detailed procedure to this scenario.
-
Using IMS credential to access to WebRTC service. In this scenario, the authentication of username is done in the IMS network. Clause 6.X.2.1.2.2 provides detailed procedure to this scenario.
Scenario 2: The WebRTC client uses a web identity. The WebRTC Web Server belongs to the enterprise domain. The operator assigns a range of IMPUs to the WWS and the registration will be done by the WWS on behalf of its users. Clause 6.X.2.1.3 provides detailed procedure to this scenario.
6.X.2.1.2
Registration procedures using operator provided credentials
In this scenario, the user uses operator provided credentials to login the operator provided WebRTC server. The operator provided credentials can be either operator provided Web identities or IMS credentials.

6.X.2.1.2.1
Registration using operator provided Web identification
Figure 6.X.2.1.2.1.1 shows the registration flow when a WebRTC client registers with operator provided Web identification based on web authentication.
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Figure 6.X.2.1.2.1-1 Registration using Operator provided Web ID
1-3.
The user inputs the WebRTC Web Server URL to the WebRTC-capable browser, and downloads the the WebRTC JavaScript from the WebRTC Web Server. Then the User login with the operator provided Web ID and password, the WebRTC Web Server authenticates the Web ID according to existing web authentication procedures, returns the security information (e.g. token) to the WebRTC client.

4.
The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.
NOTE 1:
The WebSocket can be opened after successful completion of registration procedures if the signalling protocol between the WebRTC client and WSF is not dependent on WebSocketS. Step 4 is necessary when for example SIP over WebSocketS is used to send a SIP request from the WebRTC client to the WSF.
5.
The WebRTC client sends the Register request to the WebRTC Signalling Function via WebSoceketS, including the token received from WWS.

6-7.
Upon receipt of the Register request, the WSF sends a message to WWS to verify the token. After validating the token, the WWS determines the IMPU/IMPI assigned to the user by querying a database (e.g. the WWS or a standalone entity {not shown}) which the mapping of Web identities and IMPUs/IMPIs are stored, returns the IMPU and IMPI mapped to the operator provided Web ID. As an alternative to the message flow in steps 6-7, token verification can occur via other methods, for example, an encryption method. 
NOTE 2:
The WWS doesn’t need to return IMPU and IMPI in step 7, if the WWS returns the IMS identities as claims within the security information (e.g. token) in step 3 and the Register request in step 5 includes IMPU and IMPI extracted from the token.
8-9.
The WSF forwards the Register request to IMS via the P-CSCF to initiate p
rotected IMS registration after the validation from the WWS.
Editor’s Note:
It is FFS if the protected Register request can be sent without prior completion of the key exchange between the WSF and S-CSCF. 
10-12.
The S-CSCF returns 200 OK to the WebRTC client to confirm successful IMS registration.
6.X.2.1.2.2
Registration using IMS credential
Figure 6.X.2.1.2.2-1 shows the registration flow when a WebRTC client registers with IMS credential. In the below call flow, it is assumed that the WebRTC Web Server belongs to the IMS operator or a trusted entity.
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Figure 6.X.2.1.2.2-1 Registration using IMS credential
1-3.
The user inputs the WebRTC Web Server URL to the WebRTC-capable browser, and downloads the the WebRTC JavaScript from the WebRTC Web Server. Then the User login with IMS credential and password. The WebRTC Web Server checks that it cannot authenticate the IMS credential for the reason that there is no authentication information and returns response to the WebRTC client to indicate that the authentication needs to be done in IMS core. 
NOTE 1:
If the WebRTC client differentiates between Web ID and IMPU (for example different input fields), steps 2 and 3 can be omitted and IMS credentials are included in the Register request of step 5.
4.
The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.
NOTE 2:
The WebSocket can be opened after successful completion of registration procedures if the signalling protocol between the WebRTC client and WSF is not dependent on WebSocketS. Step 4 is necessary when for example SIP over WebSocketS is used to send a SIP request from the WebRTC client to the WSF.
5-7.
The WebRTC client sends the Register request to IMS via the WebRTC Signalling Function via WebSoceketS. The Register request includes IMS Digest authentication parameters, IMPI, IMPU and other information as needed to access IMS.
8-11.
The S-CSCF initiates normal authentication procedure and send a 401 message towards WSF. On receiving a 401 (Unauthorized) response to the REGISTER request, the WSF will behave according to existing UE procedures when UE receives a 401.
NOTE 3:
The response of the 401 auth_challenge to the WSF makes the client simpler and removes the dependency on the client to support specific authentication mechanisms.
NOTE 4:
If SIP (SIP over WebsocketS) is supported by the WebRTC client, the 401 auth_challenge can be sent towards the WebRTC client, else the WSF is required to store additional user credential information if the 401 auth_challenge is terminated by the WSF. 
Editor’s Note:
Whether or not the above procedure where the 401auth_ challenge is not sent to the WebRTC client causes a security issue is FFS.
12-14.
The S-CSCF returns 200 OK to the WebRTC client to confirm successful IMS registration.











6.X.2.1.3
Registration of IMPU range by WWS

6.X.2.1.3.1
General

The following subclauses describe the scenario where the WebRTC Web Server belongs to the enterprise domain. The operator assigns a range of IMPUs to the WWS and the registration will be done by the WWS on behalf of its users. WebRTC client uses a web identity. 
6.X.2.1.3.2
Registration of IMPU range when WWS registers on behalf of its users
The WWS obtains a block of IMS identities which will be assigned to individual client. The WWS is usually located in third party network authorized by the IMS operator.
Figure 6.X.2.1.3.2-1 shows the registration flow when the IMS identities are managed by WWS and the WWS registers on behalf of its users. These steps are for the WWS to register a set of identities with the IMS and that this can happen at any time before the user registration, i.e. when the WWS is deployed for example.
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Figure 6.X.2.1.3.2-1 Registration of IMPU range Web ID when WWS registers on behalf of its users

1.
The WWS initiates an IMS registration procedure by sending a Register request to the WSF requesting that the WSF register on its behalf with IMS. The message includes the block of IMS identities associated with the WWS and IMS digest authentication parameters.
2-3.
In the static mode, the associated IMS identities are already registered with IMS by configuration, so the WSF bypasses steps 2 to 5, and continues with step 6. In registration mode, the WSF initiates an IMS registration transaction by sending a Register request to the P-CSCF and S-CSCF to register the block of IMS identities asserted by the WWS.
4.
In registration mode, the S-CSCF returns a 401 Auth_Challenge to the WSF.

5-6.
In static mode, the WSF directly challenges the request in step 1. In registration mode, the WSF forwards the challenge received from the S-CSCF.
7.
The third party WWS resends the Register request to the WSF with the IMS digest credentials.

8-9.
In registration mode, the WSF sends another Register request to the P-CSCF and S-CSCF that includes the IMS credentials from the WWS. And the S-CSCF authenticates as normal procedure.
10-11.
In registration mode, the S-CSCF responds with a 200 OK message if the credentials are accepted.

12.
In static mode, the WSF verifies the credentials from the WWS directly. In registration mode, the WSF waits for successful IMS registration. After success in either case, the WSF sends a 200 OK response to the WWS to confirm that the block of IMS identities has successfully registered.
6.X.2.1.3.3
WebRTC Client registration of individual IMPU from wildcard IMPU range
Based on the procedure in clause 6.X.2.1.3.2, the WWS can assign individual IMPUs from the block of IMPUs to WebRTC clients under its control.

Figure 6.X.2.1.3.3-1 shows the registration flow for a WebRTC client being assigned an individual IMPU from a block of IMPU range assigned to the WWS.
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Figure 6.X.2.1.3.3-1 WebRTC Client registration of individual IMPU from wildcard IMPU range
1-3.
The user inputs the third party WebRTC Web Server URL to the WebRTC-capable browser, and downloads the the WebRTC JavaScript from the WebRTC Web Server. Then the user login with the third party provided Web ID and password. The WWS authenticates the Web ID according to existing web authentication procedures and returns the security information (e.g. token) to the WebRTC client.

4.
The WebRTC client opens the security WebSocket between the WebRTC client and the WebRTC signalling function.
NOTE 1:
The WebSocket can be opened after successful completion of registration procedures if the signalling protocol between the WebRTC client and WSF is not dependent on WebSocketS. Step 4 is necessary when for example SIP over WebSocketS is used to send a SIP request from the WebRTC client to the WSF.
5.
The WebRTC client sends the Register request to the WebRTC Signalling Function via WebSoceketS, including the token received from WWS.
6-7.
Upon receipt of the Register request, the WSF sends a message to the WWS to check if the token is valid. After validating the token, the WWS determines the IMPU/IMPI assigned to the user by querying a database (e.g. the WWS or a standalone entity {not shown}) which the mapping of Web identities and IMPUs/IMPIs are stored, returns the IMPU and IMPI mapped to the operator provided Web ID. The WSF also verifies that the IMS identities being registered are assigned to the third party based on the procedure depicted in clause 6.X.2.1.3.2 either in static mode operation or in registration mode operation. As an alternative to the message flow in steps 6-7, token verification can occur via other methods, for example, an encryption method.
NOTE 2:
The WWS doesn’t need to return IMPU and IMPI in step 7, if the WWS returns the IMS identities as claims within the security information (e.g. token) in step 3 and the Register request in step 5 includes IMPU and IMPI extracted from the token.
8.
The WebRTC Signalling Function sends 200 OK to the WebRTC client to confirm successful IMS registration.
* * * End of Changes * * * 
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