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1
Discussion

Solutions D3 (Targeted Discovery), C1 (ProSe Group Owner) and C5 (ProSe Communication in ad hoc mode) share in common the same type of layer-2 frame that contains at least the following fields in the layer-2 frame header:
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Figure 6.x.1.2-1: Assumed layer-2 frame formats for Targeted ProSe Discovery
-
Destination Layer-2 ID: this identifier can take the form of either an individual (unicast) identifier or a group (multicast or broadcast) identifier;

-
Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device.
The Destination Layer-2 ID is set to a unicast identifier in the following cases:
· To support 1:1 communication (UE to GO; GO to UE);

· For Targeted Discovery Response (discoveree to discoverer).
The Destination Layer-2 ID is set to a multicast identifier in the following cases:

· data distribution from the GO to the group members is in multicast mode (groupcast or broadcast);
· ProSe ad hoc communication (set to a pre-configured Layer-2 Group ID);

· Targeted Discovery Request (discoverer to discoverees).
2
Proposal

It is proposed to update solutions C1 (ProSe Group Owner) and C5 (ProSe Communication in ad hoc mode) as proposed below.

Specifically it is proposed to update the evaluation sections in order to clearly highlight the RAN requirements to support these two solutions.
######################### TEXT PROPOSAL FOR TR 23.703 #########################
6.2.1
Solution C1: ProSe communications in Group Owner mode

6.2.1.1
Functional description

6.2.1.1.1
General

The solution described in this clause addresses the key issue "ProSe one-to-many communications" described in clause 5.12. It is designed to work in or out of network coverage.

The ProSe Group Owner modes may be used whenever there is a possibility for stable group ownership, such as the relay use cases (i.e. UE-to-UE Relay and UE-to-Network Relay). In that sense, the present clause also addresses the "Relay for Public Safety ProSe" key issue described in clause 5.5.

The ProSe Group Owner model may also be used for ProSe one-to-one communication, described in clause 5.4 as key issue "ProSe Direct Communication one-to-one".

6.2.1.1.2
System architecture

Depicted in Figure 6.2.1.1.2-1 is the architecture for ProSe communications in Group Owner mode.
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Figure 6.2.1.1.2-1: Architecture for ProSe communications in Group Owner mode

New or enhanced reference points:

PC5:
This is the "lower layer" (ProSe) reference point between a UE and a UE acting as a ProSe Group Owner. It provides basic IP connectivity between the two UEs.

The salient features of this architecture are:

· Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group. Essentially, a ProSe Group is a private IP network composed by one or more member UEs that can securely communicate with any IP-based application. Each ProSe group is characterised by a locally unique identity. The procedure with which a new ProSe Group is created is called "group formation" procedure.

· One of the UEs in a ProSe Group plays the role of the "Group Owner" (UE_3 in Figure 6.2.1.1.2-1) i.e. implements special functionality that facilitates the group formation and operation. A Group Owner is similar to a wireless access router: It announces the group (e.g. by broadcasting a certain group identity) and admits or rejects new UEs that request to become group members. It also authenticates new group members and provides them with IP configuration data. The Group Owner creates the group identity with a pseudo-random fashion so that the group identity can be assumed locally unique, i.e. unique across all other groups that operate in the same area. A Group Owner could be dynamically elected.
· The Group Owner (GO) is within the transmission range of all ProSe Group members, however, the ordinary (non-GO) ProSe Group members need not be within transmission range of each other.

· The GO may act as a synchronization source to all group member UEs
· There is a clear ProSe Group formation process whereby:

-
Individual members join the ProSe Group by performing mutual authentication with the GO;

-
Each ProSe Group member is assigned an IP address/prefix by the GO;

-
The ProSe Group members form a distinct IP subnet;

· All traffic exchanged within the ProSe Group is forwarded via the GO:

-
The group leader behaves also as a communication bridge, i.e. it receives all transmissions from the group members and (if necessary) forwards the transmissions to other group members (e.g. based on the L2 or L3 destination address);

-
Multicast traffic (i.e. traffic destined to some or all ProSe Group members) sent by an ordinary ProSe Group member is delivered in unicast mode to the GO, which subsequently distributes it to all ProSe Group members; the distribution from the GO can be in either unicast or multicast mode (e.g. depending on the number of ProSe Group members);

-
The GO may be in position to perform a centralised radio resource control from the GO;

-
The GO may be able to provide some QoS support;

· Strong security:

-
The GO may be in position to authenticate each UE individually and generate security material during the group formation process; 

ProSe one-to-many communications in Group Owner mode are IP-based. IP packets are encapsulated within layer-2 frames. As a minimum, the layer-2 frame header consists of the following fields:

-
Destination Layer-2 ID: this identifier can take the form of either an individual (unicast) or a group (multicast) identifier; multicast identifiers are used when the data distribution from the GO to the group members is in multicast mode;

-
Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device;

Other aspects of the layer-2 frames are in the scope of RAN groups.

UEs engaging in joining the same ProSe Group learn their respective Layer-2 IDs during the group formation process. Multicast Layer-2 IDs (used only when the Group Owner relies on multicast distribution to other ProSe Group members) are assigned using application-layer signalling.

6.2.1.2
Procedures

6.2.1.2.1
Procedures for ProSe Group formation

A ProSe Group can be formed either (i) autonomously by one or more UEs without any network involvement or (ii) with network assistance, as described in the following two sections.

6.2.1.2.1.1
Autonomous ProSe Group formation

The autonomous ProSe Group formation is particularly useful in scenarios where a ProSe Group needs to be formed outside the network coverage, e.g. to enable direct communication between public safety UEs that need to handle an emergency situation in an isolated area or where network coverage is not available. 
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Figure 6.2.1.2.1.1-1: ProSe-enabled UEs arranged in ProSe Groups

An autonomous ProSe Group may be created with one of the following ways:

-
A ProSe-enabled UE may create a ProSe Group by autonomously becoming a Group Owner (see Group D in Figure 6.2.1.2.1.1-1). This UE creates a new group identity and advertises the existence of the ProSe Group (e.g. by broadcasting the group identity on designated radio channel(s)) and serves requests from other ProSe-enabled UEs that want to become group members. In this case, the ProSe Group starts as a single-member group (the Group Owner is the only initial member).

-
A ProSe-enabled UE may start a ProSe Group after it discovers (e.g. by using ProSe Direct Discovery) another ProSe-enabled UE in close proximity. These two UEs negotiate the Group Owner role, i.e. one of them is elected to function as Group Owner. In this case, the ProSe Group starts as a two-member group.

An autonomous ProSe Group can be expanded (i) when other UEs request to join the group or (ii) when other UEs are invited to join the group. The invitation to the group is useful when two UEs need to directly communicate, but they are not members of a common ProSe Group. If, for example, UE-5 is member of group Group B and wants to establish direct communication with UE-8, which is not a member of group Group B, the UE-5 may send an invitation request message to UE-8 and trigger it to join group Group B.

Only the Group Owner can accept new members to the group, thus all join requests need to be sent to the Group Owner. The Group Owner can be discovered by its broadcast transmissions. When the Group Owner accepts a new ProSe-enabled UE to join the group, it provides to this UE the necessary security information (a pre-shared key) for securing all further communications with the Group Owner.

When two ProSe-enabled UEs need to establish direct communication, they need first to create a new ProSe Group. One of these UEs will be assigned the role of Group Owner and, subsequent to mutual authentication, will provide IP configuration information to the other UE. If necessary, the group may be kept closed by rejecting other UEs to join this group.

An autonomous ProSe Group can be created by using E-UTRA Rel-12 radio technology. 

Editor's Note: It is FFS if WiFi Direct can also be used for autonomous ProSe Group formation. 

6.2.1.2.1.2
Group Formation with Network Assistance

Editor's Note: To be completed.

6.2.1.3
Impact on existing entities and interfaces

The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities.

6.2.1.4
Solution evaluation

The solution presents the following advantages:
· 
· 
· 
· Allows for common synchronisation clock, centralised medium access control and centralised IP address assignment, the GO being in the role of synchronisation source, medium access control coordinator and DHCP server/relay, respectively.

· The GO is well-suited to serve as UE-to-Network Relay.
· Supports 1:1 communication (one of the two UEs acting as a GO).
· The GO can serve as a centralised authenticator (i.e. mutual authentication is required between each group member and the GO only, but is not needed between each pair of group members).
· ProSe communication is protected using dynamic security keys generated upon mutual authentication.

The solution presents the following drawbacks:

· The GO is a single point of failure.
· 
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· Figure 6.2.1.4-1: Layer-2 frame format for C1 (shared in common with C5 and D3)

The solution requires the definition of the following functionality in the RAN groups:

· A layer-2 frame header (see Figure 6.2.1.4-1) containing at least a Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier, and a Source Layer-2 ID that is always set to a unicast identifier.
· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· Centralised medium access control protocol controlled from the GO.
######################### NEXT CHANGE #########################
6.2.5
Solution C5: ProSe communications in ad hoc mode

6.2.5.1
Functional description

6.2.5.1.1
General

The solution in this clause addresses the key issue "ProSe one-to-many communications" described in clause 5.12. It is designed to work out of network coverage, but can also be used when in coverage.

It is assumed that a UE supporting ProSe ad hoc mode also supports ProSe Group Owner mode described in clause 6.2.1. The user explicitly selects one or the other mode when wishing to engage in ProSe one-to-many communications.
The ProSe ad hoc mode should be used when the use of the ProSe Group Owner model is not possible (e.g. independently moving users, no apparent candidate for Group Ownership).

6.2.5.1.2
System architecture

Depicted in Figure 6.2.5.1.2-1 is the architecture for ProSe one-to-many communications in ad hoc mode.
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Figure 6.2.5.1.2-1: Architecture for ProSe one-to-many communications in ad hoc mode

New or enhanced reference points:

PC5ah:
This is the "lower layer" (ProSe) reference point among UEs that reside within transmission range. It provides layer-2 multicast connectivity.

The salient features of this architecture are:

-
It is entirely distributed (no single point of failure);

-
When sending traffic to a group of receivers, the sender uses a multicast address in the Destination Layer-2 ID field of the layer-2 data frame;

-
Collision detection on the transmitter’s side needs to be resolved due to the exclusive use of multicast delivery;

-
There is no QoS support;

-
The communication in the ad hoc network is layer-2 based (no IP; see NOTE1);

-
Confidentiality and data integrity is enabled via static security keys configured in each UE. The sender of a data frame is authenticated implicitly - by being able to successfully encrypt the data using the static keys. On the receiving side, only UEs that are in possession of the static keys are able to successfully decrypt the received frames;

-
There is no possibility for centralised floor control for Push-to-Talk applications. (An example of distributed floor control that works in conjunction with ProSe ad hoc mode is provided in Annex A.3.1).

NOTE 1:
From functional perspective there is no need for IP communication in the described architecture. However, addition of an IP "shim" layer in the protocol stack may be beneficial from implementation perspective.
As a minimum, the header of the layer-2 frame consists of the following fields:

-
Destination Layer-2 ID: this identifier can take the form of a group (multicast) identifier;

-
Source Layer-2 ID: this identifier is always set to the individual (unicast) identifier of the sender’s device;

The frame payload can contain various types of user data, including signalling messages for floor control, talk bursts, etc.

For each GCSE Group of which it is a member the Public Safety UE is configured with the following data:

-
Layer-2 Group ID - a layer-2 identifier uniquely identifying this GCSE Group, and

-
Group Master Key – a static security key that is common for all members of this GCSE Group. This key is used for derivation of encryption and integrity protection keys for all traffic sent within the group.

NOTE 2:
In addition to being uniquely identified by the Layer-2 Group ID, a GCSE Group may also be identified at the application layers via a unique App Group ID (e.g. a  SIP URI in the following format: sip:fire.brigade75@firstresponder.net). There is a 1:1 relationship between App Group ID and Layer-2 Group ID. The configuration of Layer-2 Group ID and App Group ID in the UE allows for consistent GCSE Group membership, regardless whether the UE takes part in GCSE Group communication in ProSe Group Owner or ProSe ad hoc mode or via a direct network connection. Refer to Annex A.3.1 for a possible GCSE Group identifier usage with distributed floor control and ProSe ad hoc communication.

All layer-2 frames carry Layer-2 Group ID in the Destination Layer-2 ID field. This applies both to frames carrying signalling messages for floor control and frames carrying user data. The Source Layer-2 ID field in all frames is set to the layer-2 identifier of the sender’s device. Upon reception of a layer-2 frame the receiver checks the Destination Layer-2 ID field to see whether it belongs to a GCSE Group of which it is a member. In the affirmative case the receiver proceeds by decryption of the frame payload using the static keys; otherwise, it discards the whole frame.

6.2.5.2
Procedures

Editor’s Note: The PC5ah procedures for frame transmission are in the RAN realm. To support this solution the RAN groups need to define a mechanism for efficient collision detection on the transmitter side due to the exclusive use of multicast delivery.

6.2.5.3
Impact on existing entities and interfaces

The solution has no specification impact on existing RAN entities.

The solution has no specification impact on existing EPC entities.

6.2.5.4
Solution evaluation

The solution presents the following advantages:

· No need for ProSe group formation prior to frame transmission (i.e. no notion of “ProSe group joining”).
· Fully distributed architecture: all UEs being equal, there is no single point of failure.
The solution presents the following drawbacks:

· ProSe communication is protected using static (pre-configured) security keys;

· No QoS support.
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Figure 6.2.5.4-1: Layer-2 frame format for C5 (shared in common with C1 and D3)

The solution requires the definition of the following functionality in the RAN groups:

· A layer-2 frame header (see Figure 6.2.5.4-1) containing at least a Destination Layer-2 ID that can be set to a unicast, groupcast or broadcast identifier, and a Source Layer-2 ID that is always set to a unicast identifier.
· The unicast, groupcast and broadcast identifiers are assumed to have the same size.

· Distributed medium access control protocol, preferably with priority access support.
· Mechanism for efficient collision detection on the transmitter side due to the exclusive use of multicast delivery.
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